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The individual holder pages are punched out of the laminated sheet.
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CLOSE-UP ON A PASSPORT’S HEART

CLOSE-UP on a 
PASSPORT’S heart

By Katharina Schuldt, Mühlbauer Group

 The heart of a passport is the data page. This is where all the 
relevant data of the passport owner is stored and shown, which is 
why it is also called the Holderpage. In addition to personal data, 
this page also contains most of the passport's most important 
security features. How is this entrance ticket for border crossings 
created and how can it be guaranteed that the wrong person will 
not walk through the checkpoint with it?

The Holderpage is not just a single page, but consists of several 
layers. The layers are made of polycarbonate foil and every layer 
has a different function and appearance. The so-called core layer 
builds the white background for the transparent overlay sheets. 

During the production process of the Holderpage, a sheet hot 
stamping machine applies special diffractive optical variable 
image devices, better known as holograms, on one or more 
of the polycarbonate layers. The elements are processed 
from the reel and directly transferred to the sheet through 
freely programmable parameters such as time, pressure and 
temperature. Each hologram may in turn contain a wide range 
of additional security features such as micro-text, nanotext, 
spectral colors, guilloches, three-dimensional effects or special 
holographic elements. Depending on the illumination or viewing 
angle, the appearance of the holograms changes with regard to 
color and design. 

The chip for eHolderpages is also embedded between the layers. 
To enable this chip to “communicate”, it is connected to an 
antenna using thermo-compression welding. This thin copper 
wire can receive information and also transmit data stored on 
the chip when requested by a reader. To check that the chip and 
other security features are working perfectly, quality assurance 
machines test all inlays and automatically sort out damaged 
inlays.

If the data page requires a transparent window, also called clear 
window, the corresponding core sheets are punched using a foil 
punch machine with the required transparent window geometry. 
There are different technologies available to further process the 
punched transparent sheets, e.g., to fill the punched-out material 
with a transparent material.

When all the different layers are produced, a sheet collating 
machine gathers the sheets and aligns them. Depending on 
requirements, overlays from the top and bottom are delivered 
from reel. The collated set is welded by an ultrasonic welding 
system and transferred to the lamination machine. Multiple 
collated sheets are laminated in one cycle. Besides the lamination 
by means of temperature and pressure, further elements are also 
taken into account: the pressure distribution is evenly spread 
over all sheets through a weight compensation and, in addition, 
air is evacuated using a vacuum to prevent air pockets between 
the layers.

A punching machine separates the data pages from the laminated 
sheets. Usually, these data pages are punched in a 2-up format, 
which contains two data pages on one punched part. However, 
before the Holderpages are integrated into the passport 
booklet, they must undergo a full inspection. Here, each data 
page is automatically checked for right alignment of elements, 
positioning tolerances, quality of printing as well as possible 
scratches and defects. This process step ensures that only 
Holderpages of perfect quality are used for the final passport 
booklet.

To marry Holderpage and booklet forever, a hinge is created. 
The hinge is the f lexible part of a polymer Holderpage with 
which it is subsequently sewn in the passport booklet. After this 
final production step, the Holderpage is now combined with the 
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Different layers before welding and lamination.

remaining parts of the passport book. This includes, for example, 
the paper visa pages, the end pages and the front and back of 
the cover. Finally, the passport book is punched into the correct 
format and, if necessary, perforated with a serial number. 

The prepared Holderpage body is now ready to be personalized. 
To achieve a highly-secure personalization result, manufacturers 
of passport personalization machines such as the Mühlbauer 
Group rely on a combination of color picture personalization and 
laser engraving. “The image of the holder is split into two parts 
using special image processing algorithms”, explains Martin 
Ederer from the Document Solution Team at Mühlbauer. “During 
the personalization process, one part of the picture is engraved 
into the document using the same laser engraving system as 
already used for the biographical data. As this picture is securely 
embedded into the document body, it is not easily reachable for 
counterfeiting attempts. In order to colorize the picture, the laser 
engraved picture is precisely overprinted with the color picture. 
Using special inks, the color parts are invisible in infrared light 
and therefore the laser engraved picture located inside the 
document body is verifiable. Splitting the holder’s portrait in two 
different physical locations is a huge benefit in creating a secure 
document.”

The final result is a high-resolution color picture, which shows 
utmost details. This picture technology has the same long 
lasting durability characteristics and resolution as a pure laser 
engraved picture. Since the color part of the photo is printed on 
the document surface, however, it has to be additionally sheltered 
by a protective layer. Attempts to remove the photo are protected 
as the greyscale information remains inside the document. The 
greyscale picture can be additionally verified under IR light. 

A special varnish technology called “Liquid Coating” helps to 
extend the holder image’s lifetime to more than 10 years. This 
application is already added during the picture printing process 
and serves as a protective layer, which additionally increases the 
document’s counterfeit protection even more. 

The complete production process of a Holderpage is already 
optimized and perfected down to the smallest detail. 
Nevertheless, many steps still involve manual actions. “At 
Mühlbauer, we are convinced that the future lies in fully 
automated passport production”, Ederer adds to his explanation. 
“In this context, not only each machine must run fully 
automatically, but the entire process. Any human intervention 
can be a source of error.” 
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PKI and FIDO2 
– the PERFECT MATCH

By Manal Ashraf, TrustSEC

 Public Key Infrastructure (PKI) is widely used as it is the most 
secure certificate-based authentication. As mandated by multiple 
security and privacy legislation and standards, PKI is widely used 
by businesses and organizations, like banks, health care, utilities, 
etc., to safeguard data and apps. PKI also demands a high degree 
of assurance or strong authentication.

There are numerous ways in which PKI might assist enterprises, 
including:

• Transport Layer Security (TLS) protocol-based encryption of 
network communications.

• The usage of digital certificates allows for a high degree of 
user and machine identity.

• The encryption of e-mails and sensitive files ensures the 
safety and security of sensitive and confidential information.

• The use of digital signatures to ensure the validity of a 
transaction.

• Code signing serves as a means of ensuring the integrity of 
programs. 

It's for these reasons that digital certificates have grown in 
popularity and the management of public key infrastructures 
(PKI) has become adopted widely. However, PKI can provide a 
challenge for DevOps teams when it comes to safe application 
development. With the high expansion of cloud-based instances 
and IoT devices, managing PKI structures have become a 
complex process. 

Digital certif icates and public key infrastructure (PKI) 

management can be difficult for businesses, so they often have to 
choose between business functionality and security, which leaves 
them vulnerable to cyberattacks.

To what types of authentication issues 
does FIDO2 respond?

In order to close these security holes and complications, it is 
necessary to implement and maintain an identity and access 
system that is both reliable and secure. This solution can assist 
organizations in addressing many of the arising authentication 
challenges, such as the proliferation of smartphones equipped 
with sensing devices for authentication, the inability of public key 
infrastructure (PKI) to address advanced authentication needs, 
such as secure cloud access, the growth of e commerce and digital 
networks whose business models are based on user credentials, 
and also the explosion of encryption key cloud services.

FIDO (Fast Identity Online) criteria have been adopted quickly 
and universally. Secure authentication has really become 
synonymous with FIDO.

Security in highly regulated industries, such as finance, 
healthcare, and government, relies heavily on PKI (Public Key 
Infrastructure). A combination between PKI and FIDO will 
eliminate the complexity and the practical issues when deploying 
PKI in cloud-based applications.

Also, to enhance the user experience, the user can opt to use 
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FIDO as the primary authentication method after an initial 
identity binding step based on PKI identification (with a self-
hosted FIDO server). In this way, the overall PKI authentication 
time is reduced and the user can perform the authentication on 
their smartphones naturally and seamlessly. 

FIDO can be complemented with a PKI ecosystem to ensure there 
exists a strong and standardized identity binding across relying 
parties.

FIDO deployment can take one of three forms, all of which rely 
on the FIDO UAF protocol, according to members' experience.

1. Deployers would switch from PKI-based authenticators to 
FIDO-based ones if FIDO is made available as a better basic 
authentication mechanism.

2. In this scenario, FIDO is presented as an alternate authenti-
cation technique to improve the user experience.

3. This is the third scenario in which FIDO is used to augment a 
PKI-based protocol

When starting from scratch, Scenario 1 is a more efficient option 
than Scenario 2 and 3. The last two scenarios will require the use 
of current PKI services or infrastructure. 

Not only could FIDO replace PKI as a primary authentication 
protocol “Scenario 1” for electronic signatures, bank 
identification, and authentication for Transactions but also 

it could be used in e-ID, infrastructures, and digitally signed 
legislation.

As for the identification of eID schemes, for example, the Czech 
ministry of interior has adopted scenario 1 in the eID. The 
ministry of interior issued eIDAS accreditation for the Czech 
domain registry CZ.NIC, meaning that their identity provider 
mojeID can deploy FIDO2 as an eID scheme at eIDAS level of 
assurance High under certain conditions. 

Referring to the ENISA report section “2.2.4 Electronic 
identification means”:
“A protocol used by several electronic identity means providers is 
OpenID connect. It is an authentication layer on top of OAuth 2.0 
and is specified by the OpenID foundation. This protocol allows 
to verify the identity of the applicant based on the authentication 
performed by an Authorization Server, and by obtaining basic 
information about the applicant. Another technology that can be 
used in eID solutions is FIDO2. The FIDO Alliance explains in a 
whitepaper how FIDO2 can be used for eID means corresponding 
to eIDAS article 8.”

However, PKI services in Asia could be a good target for the 
second and the third scenario, that is, FIDO could provide an 
alternative authentication method in existing PKI services or 
complement PKI with a better onboarding process. Those areas 
could cover e-Identification, e-Authentication, and e- Transaction 
with national PKI/eID infrastructures.

Cases 2 and 3 require FIDO UAF & PKI to be integrated in three 

FIDO (Fast Identity Online) criteria 
have been adopted quickly and universally.  

Secure authentication has really become  
synonymous with FIDO.
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different ways. Here, we'll refer to them all as Class 1, 2, & 3. 
If you're using PKI and FIDO together, only the authentication 
scheme is shared; if you're using FIDO and PKI together, the 
registration process is synchronized. FIDO and PKI exchange a 
key pair for Class 3.

In order to authenticate and secure traditional apps, organizations 
can continue using their existing authentication infrastructure 
that has already invested in PKI. In fact, they may use FIDO2 to 
supplement their PKI, build on the existing infrastructure, and 
extend their security footprint to new authentication methods 
in order to protect cloud-based apps from hackers. TrustSEC 
has taken the initiative to build a FIDO2 applet that could be 
easily integrated with any PKI applet provider. The aim was to 
facilitate adopting more flexiable security measures over existing 
infrastructures.

A combined FIDO2 / PKI smart cards or tokens, will make it 
possible to use a single device both for legacy authentication.

What are the advantages of combining 
FIDO2 with public key infrastructure 
(PKI)?

With public-private key pairs being used to enable the 
functionality of FIDO2 protocols, it is possible that FIDO2 
could be used to address a wide range of use-cases where digital 
certificates have traditionally been needed to enable their 

functioning. Businesses can benefit from a combined FIDO, as 
well as PKI authentication solution in a variety of ways, including: 

• A unified authentication & access security solution that can 
be used for both legacy apps or modern, cloud-based applica-
tions and data.

• More rapid integration of the WebAuthN protocol enabling 
strong authentication, which is based on the public key cryp-
tography of the FIDO2 standard, into existing applications.

• Due to the fact that they can build on the traditional authen-
tication infrastructure and even extend the authentication 
processes, the organization will incur lower expenditures.

• Compliance with privacy regulations across the board, 
to ensure the private and reasonable information is safe-
guarded and to prevent illegal disclosure of such information 
to anyone or any organization.

• A reduction in the level of complexity for end-users, 
developers, and system administrators. Developers and 
administrators will save time and effort since they will not 
have to cope with certificate trusted chains, cross-certificate 
validation, certificate revocation procedures, or any other 
complicated issues.

 
An enterprise's requirements for a wide range of applications and 
use cases can be met by incorporating FIDO2 authentication with 
PKI, including web as well as SaaS application access, mobile 
application access and logon, online and offline desktop logon, 
access to the shared workstations, as well as verification for 
remote employees. 

In order to authenticate and secure 
traditional apps, organizations can continue 

using their existing authentication infrastructure 
that has already invested in PKI. 
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Would you tell a stranger your bank account number? Certainly not. But that 
is exactly what you do when you secure online banking or Amazon access with 

passwords that cannot withstand a simple hacker attack, for even a few seconds. 
In order to be able to create and manage really secure passwords, it is worth using 

a password manager.

Would you tell a stranger your bank account number? Certainly not. But that 
is exactly what you do when you secure online banking or Amazon access with 

passwords that cannot withstand a simple hacker attack, for even a few seconds. 
In order to be able to create and manage really secure passwords, it is worth using 

a password manager.

AUTHENTON#1 
- the SECURE  
multi-purpose 

authentication TOKEN
By Axel Vonderhagen, authenton –  an AIXecutive companyBy Axel Vonderhagen, authenton –  an AIXecutive company
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 FIDO: The secure standard for secure 
web log-in

Logging on to the web using a user name and password is no 
longer up-to-date for various reasons: on the one hand, entering 
personal user information is becoming increasingly burdensome 
as the number of services used continues to increase. On the 
other hand, the security of log-in data is increasingly at risk due 
to the growing technical possibilities of cybercriminals. Targeted 
brute force attacks or phishing emails that appear harmless at 
first glance are increasing, with users often not even noticing that 
their own login data has already been successfully spied on.

The FIDO2 security standard, to which the authenton#1 token 
is also certified, addresses this problem by relying on two-factor 
authentication based on the use of security keys (FIDO2 keys) 
and hardware tokens. Thanks to the integration of the W3C 
standard WebAuthn, this method not only enables encrypted and 
anonymous log-ins, but also completely password-free log-ins. 
But how exactly do FIDO2 tokens and keys work and what do 
you need to be able to use this login procedure for your own web 
activities?

What is FIDO2?

FIDO2 is the world's most widely used specification of the 
non-commercial FIDO Alliance (Fast Identity Online), which 
was created with the aim of developing open and license-free 
standards for secure, global authentication on the World Wide 
Web. After FIDO Universal Second Factor (FIDO U2F) and FIDO 
Universal Authentication Framework (FIDO UAF), FIDO2 is 
already the third standard that has emerged from the work of 
the alliance.

At its core, FIDO2 consists of the Client to Authenticator Protocol 
(CTAP) and the W3C standard WebAuthn, which together 
enable authentication in which users log in with cryptographic 
authenticators (such as biometrics or PINs) or external 
authenticators (such as FIDO keys, wearables or mobile devices) 

at a trustworthy WebAuthn remote station (also called FIDO2 
server), which typically belongs to a website or a web app.

Why are security specifications like FIDO2 
needed?

FIDO2 allows either a two-factor authentication, in which 
the usual username and password login is supplemented by 
encryption with FIDO2 keys and an additional FIDO2 token 
(hardware), or a completely password-free authentication that 
works without entering a password.

Both variants have the common advantage that they eliminate the 
well-known weakness of the standard user log-in with username 
and password as well as simple two-factor authentication 
(e-mail, mobile app, SMS): They prevent cyber criminals from 
using typical attack patterns such as man-in-the-middle attacks, 
allowing the aforementioned phishing attack to succeed and take 
over the account. Even if the log-in data should be compromised, 
the FIDO2 login is only possible with the respective hardware 
token or private key, which is also linked to dedicated hardware.

The fact that FIDO2 is an open standard makes it easier for 
software and hardware developers to implement the procedure 
in their own product in order to be able to offer users this very 
secure login method.

What are the requirements for using FIDO2 
authentication?

FIDO2 is based on a secure public key procedure and the FIDO2 
specification provides all components that are necessary for the 
modern authentication process:

First up is the W3C standard WebAuthn, which has been 
mentioned several times, and which enables online services to 
unlock FIDO authentication via a standard web API (written in 
JavaScript), which is also implemented in various browsers and 
operating systems. The applications that already support the 
FIDO2 standard include the Windows, Android and iOS systems 
(from version 13) as well as the browsers Google Chrome, Mozilla 
Firefox, Microsoft Edge and Apple Safari (from version 13).

The second critical component is the Client to Authenticator 
Protocol (CTAP). This protocol enables the various FIDO2 tokens 
to interact with the browsers and also to act as an authenticator. 
Both the browser used and the desired hardware token must 
be able to communicate via CTAP in order to be able to use this 
security feature (including the password-free log-in).

AUTHENTON#1 - THE SECURE MULTI-PURPOSE AUTHENTICATION TOKEN
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The advantages of FIDO2 over password 
authentication

The reason why the future belongs to login methods such 
as FIDO2 that are password-free or additionally secured by 
two-factor authentication has already been discussed in the 
introduction: Compared to traditional password login, they offer 
a much smaller attack surface for cybercriminals. Passwords are 
often found quickly with the right tools, while attackers would 
already need the hardware security token to gain unauthorized 
access to a FIDO2-protected user account. There is also the 
advantage that you can use one FIDO2 token for different web 
services instead of having to create and remember various 
different passwords.

The advantages of FIDO2 authentication at a 
glance:

1. Higher security level: FIDO2 encrypts the log-in by default 
with a pair of keys (private and public) that can only be 
unlocked with the registered device.

2. Greater user comfort: In the password-free mode, FIDO2 
shows its strengths in terms of user comfort: Different 
passwords are a thing of the past, as is the password entry 
itself - instead, a button click, voice input or plugging in 
hardware is sufficient.

3. Protection against phishing: Anyone who uses FIDO2 no 
longer has to worry about phishing, even with the two-factor 
variant with a password. Even if criminals get hold of the 
password, they are denied access to the protected account. 

Why authenton#1?

There are already various FIDO2 Token providers in the market, 
leading one to ask, ‘What makes authenton#1 so special?’

authenton#1 is FIDO 2.1 certified
A "brand new", fourth specification - FIDO 2.1 - has been released 
end of March 2022. The authenton#1 token is one of the world's 
first Fido 2.1 certified tokens. 

It complies with the protocols: FIDO2, FIDO2.1, UAF, U2F. 
We are happy to provide information about the extensions and 
additional features through FIDO2.1 in a direct communication 
with you!  Please contact us via email.

Security-Token - Made in Germany
The authenton#1 is based on an Infineon, CC6+ high and EMVCo 
certified Secure Element, manufactured in Dresden/Germany.

The Token itself is being produced and loaded in a German 
factory, which also follows highest security regulations/
requirements, such as IATF 16949, ISO 9001, ISO 14001, ISO 
27001 and ISO 50001.

High Quality
The authenton#1 is designed for long lifetime. 
• Extra Strong, Molded Housing
• Water-, and Heat Resistant:  Operating from -25°C to + 85°C
• Extra Grip / Extra Slip-Resistant edges
• Extra Strong Keychain-hole
• Rear Touch Sensor for easier + stressless Verification
• Status via Multi-Color-LED

Based on Java Card-OS 3.0.5 and Global Platform 2.3.1
The authenton #1 is designed on Java Card-OS 3.0.5 and 
GlobalPlatform 2.3.1. Both are highly trusted and approved 
by 20+ Billions of SIMs, National eIDs, biometric Passports, 
MasterCards + VISA Cards as well as certified signature cards 
etc.. 

authenton #1’s high-performance Java Card Virtual Machine has 
undergone extensive testing and security validations and is FIPS 
140-2 and Common Criteria (CC) EAL5+ certification-ready, if 
required by end-customers.

The authenton #1 Security Key is designed for 
customization

We offer industry + government customers to host additional 
customized, secure applications, on top of the pre-installed, 
certified FIDO 2.1 application for secure Web Authentication. 
Examples are: e-Payment, Secure e-Identif icat ion & 
e-Authentication, eIDAS compliant e-Signature, encrypted 
Emailing, Secure Physical Access and several others. 

For further information please  contact us via email at 
Sales@authenton.com.
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DELEGATED AUTHENTICATION –  ABANDON FRICTION, NOT THE CART

DELEGATED 
Authentication –  

ABANDON FRICTION, 
NOT the cart

Megan Shamas, Senior Director of Marketing, FIDO Alliance

 Online sales surged in response to pandemic-related closures 
of brick-and-mortar shops and global ‘stay home’ restrictions. 
However, as restrictions have eased, changes to consumer behaviour 
have endured, with the convenience of shopping online set to stay.

Fraud has also grown at a frightening pace. The European 
eCommerce market is expected to hit $465bn this year, 30% 
more than before the pandemic struck. Losses as a result of fraud  
however have risen by a staggering 87% in parallel. 

Robust security is more important than ever. But while 
several financial services players have implemented additional 
authentication methods to improve security, there is still much 
work to be done, and we are also seeing a secondary knock-on 
effect that is damaging the user experience. ‘Step-up’ verification 
processes - such as push notifications and SMS one-time 
passwords (OTPs) are inadvertently exacerbating an issue that 
is top of any online merchant’s mind - cart abandonment (which 
nearly 40% of consumers cite as a likely outcome when they have 
account login issues). 

What are the common challenges ‘step-up’ authentication creates? 
And how can new authentication alternatives offer merchants 
better security and more control of the user experience? 

The authentication problem - fighting 
fraud with friction 

Legacy ‘step-up’ authentication methods have become widely 
used in response to strong customer authentication (SCA) 
mandates, but have added more friction to the checkout process. 
Disruption during the checkout means as many as 22% of all 
payments verified via EMVCo 3D Secure – the online payments 
security specifications used by most major banks – are not 
completed. 

70% of users prefer an authentication solution based on its 
convenience - something OTPs and passwords are not known for. 
In fact, 64% refuse to use SMS OTPs altogether. Similarly, push 
notifications to the user’s banking app also create drop-offs in the 
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payment chain, as users have to switch to a different app. This 
method has limited reach too, as it’s estimated only half of users 
have the app installed.

Forrester research suggests brands can lose over $18bn a year 
from cart abandonment. Complex checkout and registration 
processes are also driving more consumers to guest checkout 
options – something even more likely if using a smartphone. This 
means less valuable customer data captured, a lost chance for 
loyalty and on average, lower spending, as registered customers 
usually spend more.

Legacy ‘step-up’ doesn’t solve the 
security problem

The added security benefits of these ‘step-ups’ are limited, too. 
SMS OTPs are still susceptible to social engineering, meaning 
fraudsters can trick consumers into divulging their codes 
directly. A more advanced technique called ‘SIM swapping’ 
whereby information found publicly and / or divulged via 
social engineering is used to impersonate the victim to 
mobile network operators and take control of the number. 
A high profile example of this hit the headlines recently as a 
Canadian teen used the technique to steal $36 million dollars 
of cryptocurrency.  Moreover, the banking apps we are directed 
to via push notifications are still often underpinned by legacy 
‘secrets’ such as passwords rendering them ultimately less 
secure.  

A new solution called delegated authentication is emerging as a 
direct response to these issues, enabling merchants to take control 
of the authentication process and achieve that rare combination 
of stronger security with a better user experience (UX). 

What is Delegated Authentication?

Delegated authentication is a new and innovative solution in 
the payment and authentication industry that leverages open 
standards from industry bodies such as FIDO Alliance and 
EMVCo -- standards that ref lect broad contributions from 
industry platform and payment stakeholders such as Apple, 
American Express, Google, JCB, Microsoft, Mastercard and Visa. 

Delegated authentication enables qualified merchants or wallet 
providers to use their own authentication or log-in processes to 
approve purchases. For the first time ever, it allows merchants to 
link customer accounts with the 3D Secure payment verification 
process used by banks. This makes it possible for users to 
securely log into their merchant account and simultaneously 
authenticate themselves with their payment provider or bank in 
advance of making a purchase.

This means that once enrolled, checkouts couldn’t be simpler 
for end users. They just need to log-in and select the card or 
payment type they want to use when making a purchase. Because 
they have already been automatically verified by their payment 
provider or bank when logging in to the retailer, there is no need 
for any additional ‘step-up’ verification when checking out.

Why Delegate?

Comply with PSD2 SCA

Europe’s financial services industry is acutely aware of PSD2 
(Payment Services Directive 2) and its mandate for SCA, 
requiring two factors of authentication (2FA) for banking services 
or payments. 

Delegated authentication enables
qualified merchants or wallet providers to use
their own authentication or log-in processes to 

approve purchases.
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DELEGATED AUTHENTICATION –  ABANDON FRICTION, NOT THE CART

Delegated authentication can link the incoming bank challenge 
message with the transaction details to enable customers to 
verify themselves in line with 2FA in one action:

• Possession. The consumer possesses an authenticator that 
is either in a general-purpose (e.g. smartphone) or separate 
device (e.g. smartcard, security key). As such, authentica-
tion validates possession, thanks to the use of a private key 
securely held in the device. 

• Biometric data or knowledge. The second element 
consists of either an inherence factor like biometrics or 
knowledge, such as a PIN or geometric pattern, verified 
locally by the authenticator. 

Improve user experience 

2FA doesn’t need to mean two steps to verification. With 
delegated authentication, users can demonstrate two factors of 
authentication with a single gesture. 

Using new delegated authentication industry standards gives 
consumers the choice to use different form factors such as an 
authenticator integrated into their smartphones; and their 
preferred gesture, such as fingerprint, facial verification, or a 
PIN. This harmonizes the user experience across sites, and avoids 
the need to use a different type of authentication method when 
different exemption criteria apply, such as transaction value.

Build customer relationships

Offering authentication from your own platform is invaluable to 
merchants, as it not only enables a better, passwordless checkout 
experience for customers, but it also encourages customers to make 
purchases while logged in. This fosters greater customer loyalty, 
 

decreases guest checkout usage, and results in higher spending 
with logged-in customers estimated to spend around 10% more. 

Strengthen security 

Selecting leading open standards such as FIDO means delegated 
authentication can benefit from a privacy-by-design approach 
and have a strong resistance to phishing and man-in-the-middle 
attacks, whereby attackers interrupt an existing conversation or 
data transfer by inserting themselves in the middle. 

Depending on the implementation, delegated authentication 
leverages the robust hardware security inherent on the device – in 
a smartphone, this is the trusted execution environment (TEE), 
for PCs it typically is a TPM. This use of hardware security is a key 
element of FIDO's approach - no sensitive data is ever shared with 
third parties, protecting privacy, merchant liability and security. 

Abandon friction, welcome sales

Strong authentication doesn’t have to mean introducing 
unnecessary friction. Delegated authentication offers merchants 
and wallet providers the opportunity to take their SCA 
compliance to the next level with a better user experience that 
doesn’t cost them sales. While solutions like passwords and 
SMS OTPs may tick the box of compliance today, delegated 
authentication will better safeguard merchants and users now 
and in the future, as less secure authentication methods may 
come under further scrutiny and be written out of regulation as 
not safe enough. 

In a thriving market for online retailers, it’s the perfect time 
to act. Offering a better checkout experience now can ensure 
merchants build better relationships with customers, and do not 
let sales needlessly slip away.  
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By Ajay Hanyalu, Infineon Technologies

FIDO: Secure 
authentication with 

BITE!
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FIDO: A USER'S BEST FRIEND FOR A SIMPLE AND SECURE AUTHENTICATION

 The World Economic Forum assesses that cybercrime costs 
the global economy about $2.9 million every minute, out of 
which approximately 80% of the attacks are targeted towards 
passwords. This is a very worrying trend considering that today 
the extent of our dependence on the internet is undeniably 
significant. As a society we have now reached a point where 
finding something, or someone, without an online presence is 
almost impossible. And yet even knowing all this, our first line of 
defense in securing our existence, along with our Identity, in the 
digital world remains the humble password. But is this enough? 
These days, most users have up to 80 online accounts with reused 
or weak passwords; and they remain the prime reason for most 
data breaches and identity thefts.

Passwords endure despite the growing consensus their use needs 
to be reduced, if not replaced. But even though effective PKI and 

strong authentication solutions have existed for years, barriers 
to widespread adoption persist. Consumers don’t like the user 
experience, and online service providers don’t want the cost and 
complexity of developing and provisioning their own dedicated 
solutions.

FIDO: A user's best friend for a simple 
and secure authentication

FIDO stands for Fast Identity Online and is a specification 
published by FIDO Alliance - an open industry association 
comprising of 250+ tech and financial companies as its members. 
Its mission is to create easy-to-use, but reliable and strong 
authentication standards, to reduce the world's over-reliance on 
passwords.
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The FIDO Universal Authentication Framework (UAF) standard 
is mainly focused on ‘password-less’ authentication, with 
biometrics as its trust anchor. Whereas, FIDO Universal 2nd 
Factor (U2F) standard enables second factor experience, by 
allowing online services to augment their existing password 
infrastructure with a strong second factor using smart cards, 
security keys and tokens implemented on security controllers. 
FIDO2 specification includes Web Authentication (WebAuthn) 
which was later adopted by World Wide Web Consortium (W3C), 
and Client to Authenticator Protocol 2 (CTAP2), which enables a 
client device to authenticate a FIDO token via NFC, Bluetooth or 
USB interface.

There are two types of FIDO authenticators. On-device (or 
Platform) authenticators in the form of TPMs and SE are 
embedded inside a computer or smartphone and therefore 
restricted for usage on one device only. On the contrary, External 
(or Roaming) authenticators, such as security keys and smart 
cards, are decoupled tokens which can be used by users on 
multiple devices.

FIDO protocol uses public key cryptography for its authentication 
protocols. A unique key pair is generated for each registration 
to an online service. While the public key is transmitted to the 
service provider for registration, the private key never leaves 
the authenticator and is therefore always kept secure. Each 
login authentication to a service is proved by digitally signing a 
challenge data sent by a service provider, with its corresponding 
private key on the user’s device or authenticator. The signature 
is then verified using the registered public key available with 
the service provider, thereby accomplishing authentication. 
Access to the private key (for signing) is restricted and has to be 
unlocked by the user locally on the device, by performing a user-
friendly and secure action such as swiping a finger, entering a 
PIN, inserting a second factor device or pressing a button. FIDO 
protocols are also designed to protect user privacy by ensuring 
that no such data is communicated that can be used to track the 
user across services. Thereby ensuring security, convenience and 
privacy. In addition, it also facilitates easy scalability, as FIDO is 
already supported by leading browsers and operating systems on 
billions of devices that people use every day. There is absolutely 
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no need for any middleware or additional software for FIDO, 
thereby making it easy for the service providers to integrate and 
deploy in their infrastructure.

Although, usage of FIDO in consumer markets for personal and 
in enterprise environment for managed services is apparent, its 
usage in eGov applications has distinct benefits. FIDO, when 
coupled with an electronic Identity Document (eID), can be 
used by citizens to easily authenticate themselves to government 
portals for availing services. This use-case has already been 
adopted in many countries. The official portal of South Korea's 
Government24 provides over 90000 services using FIDO to over 
14 million registered users as of March 2020. Another project 
is "Taiwan FidO" – which was deployed in 2019 by Taiwan's 
Ministry of Interior (MoI) for its employees and citizens to access 
the Ministry's intranet and e-government services respectively. 
It includes services such as eTax filing, access to MyData service, 
eVoting etc., and is expected to reach 3 million users by the end 
of 2022. One more example comes from the UK's National Health 

Service (NHS), which has enabled citizens to login via FIDO to 
the NHS mobile app and web portal, to book appointments, 
order repeat prescriptions and access resources. A few other 
deployments include Thailand’s Electronic Transactions 
Development Agency, Canadian Digital Service (CDS), Sweden’s 
eduID, Czech Republic’s CZ.NIC and many more.

Infineon's FIDO solution is the latest addition to the SECORA™ 
ID portfolio, which is implemented on state-of-the-art EAL6+ 
high certified Java Card™ operating system and security 
controller. With FIDO alliance's certification as a roaming 
authenticator, it supports FIDO's CTAP2 protocol enabling 2nd 
and multi-factor authentications via NFC interface. A versatile 
offering available as a standalone and in combination with 
eMRTD applet, it will cater to all use-cases such as personal, 
enterprise and eGov applications. 

Let’s begin our journey in the world secured by FIDO! 

Infineon's FIDO solution is the latest 
addition to the SECORATM ID portfolio, 

which is implemented on state-of-the-art EAL6+ high 
certified Java CardTM operating system and 

security controller.

FIDO: A USER'S BEST FRIEND FOR A SIMPLE AND SECURE AUTHENTICATION
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Twitter’s Account 
SECURITY Report 

Shows USERS Still OPT 
for SMS Authentication. 

Andrew Shikiar, Executive Director and CMO, FIDO Alliance

Here’s Why That’s Bad (And What to Do Instead)

 Only 2.3% of Twitter’s active users are taking advantage of 
two-factor authentication to secure their accounts, according 
to Twitter’s latest Account Security report. Of those select few, 
79.6% are using SMS-based one-time passcodes (OTPs), one of 
the least secure forms of two factor authentication (2FA). 

The low utilization of two-factor authentication and the continued 
popularity of SMS for 2FA underscore something critical: our 
industry is failing to educate consumers on the effectiveness of 
available two-factor authentication methods.

This lack of awareness is amongst the biggest challenges in 
protecting people’s data and stamping out the massive global 
data breach problem.

Not all two-factor authentication is created equal. 

SMS one-time passcodes

SMS-based authentication checks the box for using multiple 
forms of authentication, but it also only protects accounts from a 
targeted attack up to 76% of the time. In fact, SMS authentication 
has long been recognized by the tech industry as less effective 
against common threats like phishing, SIM swap, SS7 attacks 
and more. And if you’ve ever used it, you know it is a hassle.

Authenticator apps

Rather than delivering an authentication code via text, 
authenticator apps are already on a user’s device. They work by 
continuously generating new codes so users can prove possession 
of their device, which is tied to their account -- acting as a second 
layer of authentication. While they raise the bar for security, they 
can be intercepted via phishing, man-in-the-middle and other 
advanced attacks. They also need to be re-set up whenever the 
user gets a new device.

Security Keys

Security keys are physical authentication tokens that connect via 
USB, Bluetooth or NFC to a user’s devices to prove their identity 
on a website or application. The same security key can be used 
across services that accept them, such as Google, Github, Twitter 
and others, making them convenient.

Security keys based on FIDO standards provide maximum 
security, protecting accounts from a targeted attack 100% of the 
time and are strongly recommended for users with administrator 
access, public-facing figures, C-level executives, or those who are 
generally outspoken on social media or at industry events are more 
likely to be targeted by a cybercriminal and need more protection.
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On-device biometrics

Many service providers are starting to let users login leveraging 
FIDO on-device biometrics. Based on the same phishing-
resistant technology security keys, on-device biometrics using 
FIDO standards keep the user’s information securely stored on 
their device, never in the cloud or on a server. The benefits of 
security keys apply here as well, with an added layer of simplicity 
since many consumers already have access to this technology 
through the biometrics on phones or laptops that they are likely 
using already to unlock these devices.  

So, how can we do better? 

The answer needs to be simple: make it easy for users to enable 
multi-factor authentication. Twitter’s report shows just how 
few people have taken steps to secure their accounts, but this 
isn’t unique to Twitter. Our recent survey also shows 31% of 
respondents either haven’t taken the time or don’t know how to 
protect their online accounts, even when options are available. 
As service providers, making authentication options available is 

only half the battle. Getting users to enable them is the other half, 
and the only way to do that is to make it as easy as possible. 

Service providers should take steps to simplify the process for 
users, like making strong authentication options front and 
center during account creation rather than burying it in security 
settings. They should also communicate with users through 
multiple channels (like website prompts or marketing emails) 
on where and how to enable multi-factor authentication to make 
the setup process faster. There are also best practices available 
to help service providers encourage their customers to get the 
security they need without sacrificing usability. 

It all boils down to this: consumers need to be educated on 
the risks and implications of fraud and the solutions available to 
secure their online accounts -- and online service providers are 
uniquely positioned to be effective messengers for our collective 
journey to eliminate online fraud. There’s certainly a fine line 
between raising awareness and scaring customers away, but 
driving better authentication practices brings greater benefit to 
consumers and service providers alike as the only people who 
benefit from data breaches are hackers.  
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Enhancing eID 
DOCUMENTS 

with FIDO 
AUTHENTICATION

By Klaus Schmeh and Mikhail Gordeev, cryptovision (an Atos company)
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ENHANCING EID DOCUMENTS WITH FIDO AUTHENTICATION

 FIDO authentication

You authenticate with what you know, what you have or what you 
are. This simple principle has been known among IT security 
experts at least since the 1990s. However, decades later, there 
are still two major short-comings when it comes to online 
authentication: First, the by far most popular method is still 
“what you know”, although the drawbacks of passwords and PINs 
have long been known; and second, most authentication systems 
are still isolated solutions, which results in a typical user having 
to memorize dozens of secret access codes.

To solve this problem, the FIDO Alliance was founded. The 
goal of this organisation is to establish interoperable, token-
based authentication in the online world. For this purpose, the 
FIDO Alliance has created a challenge-response authentication 
protocol as well as an authentication device specification with 
different form factors, known as “authenticator” or “FIDO 
token”. Meanwhile, numerous governments and enterprises 
around the world are recognizing and deploying the FIDO 
scheme, making it a de-facto standard for advanced online 
authentication.

The FIDO approach to authentication is based on asymmetric 
cryptography. A user can securely authenticate to online 
services (referred to as “relying parties”) that support the 
FIDO standard. For this purpose, they need an authenticator 

Source: Tony Webster, Wikimedia Commons

When it comes to online authentication, FIDO tokens, which have been created to 

replace passwords with a more secure technology, represent an attractive alternative 

to PKI-based eID documents.

and FIDO compliant software, such as an internet browser. For 
initialisation, the user registers their token at a particular relying 
party. This requires that trust has been previously established, 
for instance by a verification link sent from the relying party to 
the user by email. For every relying party, a different private/
public key pair is generated, which grants that a user has different 
identities at different servers with no possibility to match these. 

FIDO authentication has become a popular solution for secure authentication 
on the internet. Electronic identity documents can be used for the same 

purpose. However, the two technologies, though both based on asymmetric 
cryptography, follow different concepts: While FIDO authentication 

implements an anonymous client-server-based approach, eID documents are 
inherently tied to a personal identity and based on the more general concept 
of a Public Key Infrastructure (PKI). Nevertheless, combining FIDO and eID 

technology is possible and makes sense.
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FIDO and eID: Two different 
philosophies

Of course, the FIDO scheme is not the only technology that has 
been put forward to solve the authentication problem. Another 
one is represented by electronic identity documents. Although 
there are many different designs, varying from country to 
country, eID documents usually provide a private key that can be 
used for online authentication. Authenticity is established via a 
Public Key Infrastructure (PKI), which means that each key pair 
is connected to a digital certificate. 

While a FIDO token and an eID card both implement 
authentication based on asymmetric cryptography, the concepts 
underlying them are different. FIDO authentication is targeted 
for a client authenticating against a server. eID documents, on 
the other hand, are made to support more general peer-to-peer 
scenarios. While it is an important goal of the FIDO specifications 
to establish a different anonymous identity for every service, an 
eID document is generally designed for representing one identity. 

For FIDO tokens, authentication is the only use case, while the 
private keys on eID cards can also be used for digital signatures 
or even encryption. 

FIDO authentication is especially popular in a number of 
countries not issuing national electronic identity documents, 
such as the USA and the United Kingdom. On the other hand, 
the FIDO Alliance website lists government deployments and 
recognitions in countries like Malaysia and Hong Kong, which 
have issued electronic identity documents to their citizens. Some 
users even have to bother with two kinds of tokens.

Bringing the two approaches together

In spite of all differences, there are interesting approaches 
to combine FIDO and eID technology. Especially, it appears 
attractive to use an eID card as a FIDO authenticator. This means 
that the standard identification functions of an eID card are 
complemented with a privacy-by-design authentication feature. 

A FIDO user can authenticate to relying parties that support the FIDO standard. A PKI-based eID document can serve as the foundation of the initial registration process.
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ENHANCING EID DOCUMENTS WITH FIDO AUTHENTICATION

Several initiatives aiming to achieve such an integration have 
been started. For instance, the FIDO Alliance and the Asia PKI 
Consortium have published a common white paper on how the 
two approaches can be connected. In Europe, there are activities 
with the goal to combine FIDO with the electronic signature 
directive eIDAS.

However, using an eID card as a FIDO token is far from a 
no-brainer. “The different nature of the two technologies makes 
it difficult to employ the same private key for FIDO and eID 
authentication”, explains cryptovision’s Ben Drisch. “This is 
because FIDO keys are created separately and anonymously for 
each server, while eIDs typically use one key for authentication-
related purposes.”

The simplest schemes implement FIDO and eID functions 
on the same document, but with separate infrastructures. In 
more advanced systems, enrolment and other processes are 
synchronized. There are even specifications that use the same key 
for both technologies, though this requires an additional layer of 
sophistication.

A more pragmatic approach is to use the eID and its infrastructure 
to register a user at the relying party – a procedure that is, of 
course, much more secure than a confirmation link sent by email. 
Says Ben Drisch: “In such a scenario, the FIDO scheme profits 
from the already established trust provided by an eID system. 
eID enrolment and FIDO registration need not take place at the 
same time.”

Activities aiming to integrate FIDO and eID systems are still 
at an early stage. The urge for secure and standardized online-
authentication will certainly further push the use of the FIDO 
standard. The need for secure initial registration at a relying party 
might bring eID documents into play. On the other hand, support 
of FIDO registration makes eID documents more attractive by 
adding functionality that is relevant in the online world. In any 
case, it can be said: FIDO represents a natural enhancement to 
eID documents that supports their multi-purpose use in online 
environments. 

The FIDO authentication schemes profit 
from the already established trust provided by 

 an eID system.

– Ben Drisch, cryptovision (an Atos company)



30

THE SILICON TRUST

THE INDUSTRY’S PREMIER SILICON BASED
SECURITY PARTNER PROGRAM 

The Silicon Trust is a well-established marketing program for 
smart card solutions with high visibility in the worldwide govern-
ment and identification (ID) markets. With over 30 companies 
along the value chain, the Silicon Trust forms a strong community 
of like-minded companies.
 
THE SILICON TRUST PROGRAM FOCUSES
PRIMARILY ON:

–  Educating government decision makers about technical possi-
bilities of ID systems and solutions

–  Development and implementation of marketing material and 
educational events

–  Bringing together leading players from the public and private 
sectors with industry and government decision makers

–  Identifying the latest ID projects, programs and technical trends

EXECUTIVE COUNCIL

The Executive Council has been the steering committee of the 
Silicon Trust since 2008. It drives the Silicon Trust by defining 
the topics and directions of the program’s publications, work-
shops and meetings.

INFINEON TECHNOLOGIES
Infineon Technologies AG is a world leader in 
semiconductors. Infineon offers products and 
system solutions addressing three central chal-

lenges to modern society: energy efficiency, mobility, and security. 
In the 2016 fiscal year (ending September 30), the company re-
ported sales of Euro 6,5 billion with about 36,000 employees 
worldwide. Infineon is the world’s leading vendor of secure chip card 
ICs used for passports, ID cards, payment cards, mobile subscriber 
authentication (SIM cards), access cards and trusted-computing 
solutions as well as being a technology driver in the hardware-
based security field. 
www.infineon.com

ADVISORY BOARD

The Silicon Trust Advisory Board supports the Executive Council 
in defining the direction of the program in terms of public policy
and scientific relevance. 

BSI
Bundesamt für Sicherheit in der Informationstechnik – The Ger-
man Federal Office for Information Security (BSI) is an independ-
ent and neutral authority for IT security. It has been established 
in 1991 as a high level federal public agency within the area of 

responsibility of the Ministry of the Inte-
rior. The BSI’s ultimate ambition is the 
protection of information and communi-
cation. 

Especially in the area of smart card technology, BSI is responsible  
for the design and definition of secure solution requirements for 
governmental identification documents. The German ePassport 
has been introduced in 2005, the second ePassport generation  
followed 2007, and starting in 2010 the all-new German eID card 
has opened a new trustworthy approach to Internet authentication  
for all German citizens. Security of all these documents is based on  
BSI specifications, developed in close collaboration with European/
international standardization bodies and leading industry partners. 
www.bsi.bund.de

FRAUNHOFER AISEC
Fraunhofer AISEC supports firms from all 
industries and service sectors in securing 
their systems, infrastructures, products and 

offerings. The institution develops qualitatively high-value secu-
rity technologies, which increase the reliability, trustworthiness 
and tamper-resistance of IT-based systems and products. The  
approximately 80 members of the Fraunhofer AISEC scientific and 
technical staff balance economic needs, user-friendliness, and  
security requirements to develop optimally tailored concepts and 
solutions. 
The security test labs are equipped with state-of-the-art equip-
ment, and highly qualified security experts evaluate and analyze 
the security of products and hardware components as well as soft-
ware products and applications. In our laboratories, functionality, 
interoperability and compliance are tested to give clients targeted, 
effective advice. Strategic partnerships with global corporations as 
well as with internationally recognized universities guarantee sci-
entific excellence as well as its market-driven implementation. 
www.aisec.fraunhofer.de 

SILICON TRUST  
DIRECTORY 2022
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SILICON TRUST PARTNERS

Partners of the Silicon Trust are a vital element of the program. 
The partners represent all aspects of the value chain and are 
international representatives of the ID industry. They all share 
one common goal – to create awareness, to educate and to pro-
mote the need for silicon-based security technologies.

AdvanIDe 
Advanced ID Electronics – is one of the 
leading silicon distributors, focused on 

components for RFID transponders, chip cards and RFID readers 
and terminals. Thanks to its optimized semiconductor supply 
chain, AdvanIDe can guarantee manufacturers of smart cards, 
RFID transponders and readers the most efficient access to the 
latest semiconductors.
www.advanide.com

ATOS
Atos is a global leader in digital transformation 
with 105,000 employees and annual revenue of 
over € 11 billion. European number one in 

cybersecurity, cloud and high performance computing, the Group 
provides tailored end-to-end solutions for all industries in 71 
countries..
www.atos.net

AUSTRIACARD
AUSTRIACARD AG is a holding com-
pany of businesses providing end-
to-end solutions and products in the 

field of Digital Security and Information Management. The Group 
brings together the century-long heritage in printing services and 
state-of-the-art digital data solutions (Information Management 
division) with the well-established production and personaliza-
tion of smart cards and the offer of cutting-edge digital payment 
solutions (Digital Security division). The combination of well-es-
tablished industrial roots with an expanding services portfolio 
that meets the needs of the increasingly digital and mobile econ-
omy is at the very core of the Group’s confidence in its future.
www.austriacardag.com

AUTHENTON
authenton (a EU + CH + UK registered Trade-
mark and authenton GmbH) is a new (2022) 

Sales & Marketing arm of AIXecutive, which was founded in 2012. 
AIXecutive’s management and its technology-partners have been 
an integral part of the global Smart Card industry since the mid 
1990s.  Since 2012 AIXecutive provides and supports global 
players with customer specific developments.  
The company helps to manage high security Identification & Au-
thentication solutions for Government eID, Mobile-, Payment-, 
and high secure IoT (IoT SAFE) as well as security certified Web-
Authentication solutions (incl. FIDO2.1). The authenton#1 Token 
is a result of AIXecutive & its technology partners’ latest security 
certified developments for Government eID and Mobile Security. 
Munich based authenton GmbH represents all Marketing & Sales 
activities for the registered authenton brand, its first product -the 

authenton#1 FIDO2.1 Token – as well as subsequent products. 
www.authenton.com

AVATOR
AVTOR LLC is an integrator of cyberse-
curity solutions and the leading Ukrain-
ian developer in the field of crypto-

graphic protection of confidential information. The AVTOR’s 
hardware secure tokens and HSMs are based on smartcard tech-
nology and own smartcard operating system “UkrCOS” are com-
pliant for operations with qualified digital signatures and classi-
fied information.
AVTOR provides services for development and integration of com-
plex cybersecurity systems for automated systems for different 
purposes and any level of complexity and predominantly deals 
with: protection of data transfer (IP-traffic); secure electronic doc-
ument management; developing corporate and public certifying 
authorities (CA) in public key infrastructure (PKI); integration of 
complex information security systems; development of special 
secure communications systems.
http://www.avtor.ua

CARDLAB
CardLab is a world leading data and privacy 
protection and Cyber security company by use of its 
biometric card technology provided to the powered 

smart card industry having developed and commercialized ISO 
7810 compliant secure card products including:

 ā Full “System on Card” biometric authentication solution 
based on Fingerprints™ FPC1300 T-shape™ touch sensor”, 
for payment, ID, Access control, blockchain and Cyber 
Security.

 ā Communication controlled RFID cards (Jammer & Mute-
Cards),

 ā “All In One” card solution platform and other card solutions 
customized to customer specifications for secure and sustain-
able card production.

CardLab is a Denmark based card development and manufacturing 
company with manufacturing partners in Asia and USA and own 
card lamination factory in Thailand. CardLab offers unparalleled 
technical design and manufacturing support for card solutions 
including scalable security levels and existing infrastructure 
compatibility making implementation cost affordable for end users.
www.cardlab.com

CARDPLUS
CardPlus is a consulting firm with a focus on cus-
tomized, enterprise level, Identity and Security 
Management Solutions. We offer a full range of 

Professional services to build, transform, implement and manage 
our customized enterprise level security and identity solutions. 
Due to our vast hands-on experience in designing and imple-
menting secure travel and identification systems for governments 
and large public sector customers, we are uniquely positioned to 
understand your highly complex security requirements and 
translate the same into practical, workable solutions.
www.cardplus.de
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COGNITEC
Cognitec develops market-leading face recog-
nition technology and applications for indus-
try customers and government agencies 

around the world. In various independent evaluation tests, our 
FaceVACS® software has proven to be the premier technology 
available on the market. Cognitec’s portfolio includes products for 
facial database search, video screening, and biometric portrait 
capturing.
www.cognitec-systems.de

CRYPTOVISION
cryptovision is a leading supplier of in-
novative cryptography & public key in-
frastructure (PKI) products. The lean 

and intelligent design of the complete product range makes it 
possible to integrate the most modern cryptography and PKI ap-
plication into any IT system. cryptovision PKI products secure the 
IT infrastructures of diverse sectors, from private enterprise to 
government agencies. The consultancy service spectrum ranges 
from the risk analysis of subsystems or standalone systems to the 
design of complete cross-platform cryptographic architectures. 
Since August 2021, cryptovision is part of Atos.
www.cryptovision.com

GEMALTO
Gemalto, a Thales company, is a 
global leader in digital security, 
bringing trust to an increasingly 

connected world. We design and deliver a wide range of products, 
software and services based on two core technologies: digital 
identification and data protection.Our solutions are used by 
more than 30,000 businesses and governments in 180 countries 
enabling them to deliver secure digital services for billions of 
individuals and things. Our technology is at the heart of modern 
life, from payment to enterprise security and the Internet of 
Things.We have built a unique portfolio of technology and 
expertise including physical and digital identity credentials, 
multiple methods of authentication – including biometrics – 
and IoT connectivity as well as data encryption and cloud 
service protection. Together, these technologies help 
organizations protect the entire digital service lifecycle from 
sign-up to sign-in and account deletion with data privacy 
managed throughout.Gemalto is part of the Thales group, a 
€19bn international organization with more than 80,000 
employees in 68 countries worldwide.

HBPC
Pénzjegynyomda Zrt. (Hungarian Banknote Printing 
Shareholding Company) is the exclusive producer of 
‘Forint’ banknotes, and is one of the leading security 
printers in Hungary, specializing in the production of 

documents and other products for protection against 
counterfeiting. Currently, HBPC produces passports, visa, ID 
documents, driving licenses, securities, duty and post stamps, tax 
stamps and banderols, paper- and plastic-based cards, with or 
without chip, and is aiming to provide complex system solutions.
www.penzjegynyomda.hu

HID GLOBAL
HID Global Government ID Solutions is dedicated 
to delivering highly secure, custom government-

to-citizen ID programs worldwide. HID Global Government ID 
Solutions offers government customers an end-to-end source for 
their most demanding state and national ID projects. With 
Genuine HID™, customers benefit from the industry’s broadest 
portfolio of trusted, interoperable secure identity solutions across 
all aspects of the government identification market. Government 
ID Solutions offerings include expert consulting services, data 
capture, credential management and issuance solutions, world-
leading credentials and e-documents, readers, inlays, 
prelaminates, LaserCard® optical security media technology, and 
FARGO® card printers. 
www.hidglobal.com

MASKTECH
MaskTech is the leading independent provider 
of high secure system on chip designs, 
embedded ROM masked products, security 
middleware, certification and integration 

services focused on human credential applications. MTCOS – 
MaskTech Chip Operating System – is a high performance and 
high security operating system, especially designed for secure 
semiconductors with powerful crypto co-processor and RFID, 
dual interface or contact interface. MTCOS is available on a unique 
variety of microcontrollers of different silicon vendors. MTCOS is a 
fully open standard (ISO/IEC) compliant multiapplications OS, 
used in more than 40 eID projects worldwide. 
www.masktech.de

MELZER
For decades, MELZER has been interna- 
tionally known as the leading production 

equipment supplier for cutting-edge ID Documents, Smart Cards, 
DIF Cards, RFID Inlays and e-Covers for Passports. Customised 
solutions in combination with the unique modular inline 
production processes ensure the highest productivity, flexibility 
and security, leading to maximum yield and the lowest per unit 
costs. Numerous governmental institutions, as well as private 
companies, rely on industrial solutions supplied by MELZER. The 
Melzer product portfolio also includes advanced RFID converting 
equipment for the production of Smart Labels/Tickets and 
Luggage Tags. 
www.melzergmbh.com

MICROPROSS
Established in 1979, Micropross is the 
leading company in the supply of test and 

personalization solutions for the business of RFID, smartcard, and 
Near Field Communication (NFC). Micropross has proven expertise 
in the design of laboratory and manufacturing test tools which 
are all considered as references in their domains. These tools 
allow users to fully characterize and test the electrical and 
protocol performance of products such as smartcards and 
smartphones in design, conformance, and production. In 2015, 
National Instruments acquired Micropross. 
www.micropross.com
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MK SMART
Established in 1999 in Vietnam, MK Group 
is the leading company in Southeast Asia 
with years of experience in providing Digital 

security solutions and Smart card products for the following 
industries: Government, Banking and Fintech, Transport, Telecom, 
IoT, Enterprises, and the Consumer market.
With production capacity of over 300 mio. card per annum and 
more than 700 employees, MK Smart (a member of MK Group) 
is ranked under the Top 10 largest card manufacturers globally. 
The companies production facilities and products are security 
certified by GSMA, Visa, Mastercard, Unionpay, ISO 9001 and 
FIDO. 
www.mksmart.com

MÜHLBAUER ID SERVICES GMBH
Founded in 1981, the Müh-
lbauer Group has grown to a 
proven one-stop-shop tech-
nology partner for the smart 

card, ePassport, RFID and solar back-end industry. Further busi-
ness fields are the areas of micro-chip die sorting, carrier tape 
equipment, as well as automation, marking and traceability sys-
tems. Mühlbauer’s Parts&Systems segment produces high preci-
sion components.
The Mühlbauer Group is the only one-stop-shop technology part-
ner for the production and personalization of cards, passports 
and RFID applications worldwide. With around 2,800 employ-
ees, technology centers in Germany, Malaysia, China, Slovakia,  
the U.S. and Serbia, and a global sales and service network, we 
are the world’s market leader in innovative equipment- and soft-
ware solutions, supporting our customers in project planning, 
technology transfer and production ramp up.
http://www.muehlbauer.de

OVD KINEGRAM
OVD Kinegram protect government 
documents and banknotes. More than 
100 countries have placed their trust 

in the KINEGRAM® security device to protect their high security 
documents. OVD Kinegram is a Swiss company and a member of 
the German Kurz group. The company has accumulated over 
three decades of experience in the protec- tion against counter-
feiting and maintains close contacts with police forces, customs 
authorities and internationally reputed security specialists. OVD 
Kinegram offers a full range of services: consulting, design, engi-
neering, in-house production, application machines and support 
as well as after-sales service.
www.kinegram.com

PARAGON ID
Paragon ID is a leader in identification solu-
tions, in the e-ID, transport, smart cities, 
traceability, brand protection and payment 

sectors. The company, which employs more than 600 staff, de-
signs and provides innovative identification solutions based on 

the latest technologies such as RFID and NFC to serve a wide 
range of clients worldwide in diverse markets.Paragon ID launched 
its eID activity in 2005. Since then, we have delivered 100 million 
RFID inlays and covers for ePassports. 24 countries have already 
chosen to rely on the silver ink technology developed and pat-
ented by Paragon ID for the deployment of their biometric elec-
tronic passport programs.Today, Paragon ID delivers nearly 1 mil-
lion inlays each month to the world’s leading digital security 
companies and national printing houses, including some of the 
most prestigious references in the industry. Through 3 secure and 
certified manufacturing sites located in France (Argent sur Saul-
dre), USA (Burlington, Vermont) and Romania (Bucharest), Para-
gon ID ensures a continuous supply to its local and global clients. 
Visit our website for more information and our latest news.
www.paragon-id.com

PAV
PAV Card is a German, family-run business and one 
of the leading manufacturers for smart cards and 
RFID solutions. PAV products are used in many ap-

plications, ranging from hotel access, airport and stadium tech-
nology to the use in retail outlets and smart card applications, 
such as payment and health insurance. PAV’s product range in-
cludes special heat resistant and tamper-proof ID cards as well as 
smart cards using the latest contactless technology for secure ac-
cess solutions suitable for corporate buildings or sensitive access 
areas, such as airports.
www. pav.de

POLYGRAPH COMBINE UKRAINA
State Enterprise “Polygraph Combine “Ukrai-
na” for securities’ production” is a state com-
pany that has more than 40 years of experi-
ence in providing printing solutions. 

Polygraph Combine “Ukraina” has built up its reputation in devel-
oping unique and customized solutions that exceed the expecta-
tions of customers and partners. Moreover, the enterprise offers the 
full cycle of production: from prepress (design) processes to ship-
ment of the finished products to customers.It offers the wide range 
of products: passports, ID documents, bank cards, all types of 
stamps (including excise duty and postage stamps), diplomas, cer-
tificates and other security documents. Find more information at:
www.pk-ukraina.gov.ua

PRECISE BIOMETRICS
Precise Biometrics is an innovative company 
offering technology and expertise for easy, se-

cure, and accurate authentication using smart cards and finger-
print recognition. Founded in 1997, Precise Biometrics today has 
solutions used by U.S. government agencies, national ID card 
programs, global enterprises, and other organizations requiring 
multi-factor strong authentication. Precise Biometrics offers the 
Tactivo™ solution, a smart card and fingerprint reader for mobile 
devices. 
www.precisebiometrics.com
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PWPW
PWPW is a commercial company, entirely owned 
by the Polish Treasury, with a long tradition and 
extensive experience in providing security printing 
solutions. The company offers modern, secure-

products and solutions as well as highest quality services which 
ensure the reliability of transactions and identification processes. 
It is also a supplier of state-of-the-art IT solutions. 
www.pwpw.pl

SECOIA EXECUTIVE CONSULTANTS
SECOIA Executive Consultants is an independent 
consultancy practice, supported by an extensive 
global network of experts with highly specialized 

knowledge and skill set. We work internationally with senior lead-
ers from government, intergovernmental organizations and indus-
try to inspire new thinking, drive change and transform operations 
in border, aviation, transportation and homeland security. SE-
COIA provides review and analysis services for governments in the 
field of Civil Registry, Evidence of Identity, Security Document is-
suance and border management. Also, SECOIA specialises in 
forming and grouping companies for sustainable, ethical sales 
success. Adding to the consulting and coaching activities, SECOIA 
offers Bidmanagement-Coaching and RFP preparation / Procure-
ment assistance for Government offices and NGOs. Try us, and 
join the growing family of customers. 
www.secoia.ltd

SIPUA CONSULTING
SIPUA CONSULTING® is a leading and well-
established consultancy company, focusing 
on customized e-ID solutions for government 

agencies and institutions around the world. Based on detailed 
market intelligence and long-lasting relationships within the e-ID 
ecosystem, SIPUA CONSULTING is in the strategic position to 
conceptionalize, promote and implement various projects along 
the value chain.
www.sipua-consulting.com

TRUSTSEC
TrustSec is a Polish information security company, 
founded by internationally recognized information 
security and cryptography experts. Through Trust-

Sec’s pool of experts and its business-driven innovative solutions, 
TrustSec offers its unique, in-house developed operating system 
for smart cards – SLCOS. The company also delivers a variety of 
products and solutions, that cover software protection, data en-
cryption, OTP, and security hardware (namely PKI tokens and 
FIDO2 tokens). In addition to its latest fintech innovation CPA and 
its unique panel of professional services; of consultation, integra-
tion, testing, and outsourcing, to help the other companies ben-
efit from the latest available advances in cryptography to improve 
their products and services.
www.trustsec.net

UNITED ACCESS

UUNITEDNITED EE
a n y t i m e - a n y w h e r e

United Access is focused on secure, high-end 
smart card and RFID based solutions. We are 
acting as a security provider with a broad 
range of standard and integration components. 
United Access is the support partner for the In-

fineon smart card operating system SICRYPT. United Access pro-
vides secure sub-systems to various markets like public transport, 
road toll, logical access, logistics, parking systems, brand protec-
tion, physical access control and others.
www.unitedaccess.com

WCC
Founded in 1996, WCC Smart Search & 
Match specializes in the development of 
enterprise level search and match software 

for identity matching. Its software platform ELISE delivers mean-
ingful identity matches using multiple biometrics and/or bio-
graphic data from a wide range of sources at sub second response 
times. ELISE is highly scalable and extremely robust, and is used 
by large health insurance companies and government agencies 
for immigration, border security and customs control. The com-
pany is headquartered in the Netherlands and has offices in the 
USA and the Middle-East. 
www.wcc-group.com

WIBU-SYSTEMS
Wibu-Systems, a privately held company 
founded by Oliver Winzenried and Marcellus 
Buchheit in 1989, is an innovative security 
technology leader in the global software licens-
ing market. Wibu-Systems’ comprehensive and 

award-winning solutions offer unique and internationally patent-
ed processes for protection, licensing and security of digital as-
sets and know-how to software publishers and intelligent device 
manufacturers who distribute their applications through comput-
ers, PLC, embedded-, mobile- and cloud-based models.  .
www.wibu.com

X INFOTECH
X INFOTECH, a leading systems inte-
grator and a developer of software 
suite Smarteo, delivers premium so-

lutions for issuing, managing and verification of electronic ID 
documents and smart cards. The company’s turnkey solutions 
are  fully independent and flexible, and in combination with  unri-
valled team expertise, allow smart card and eID programs to be 
implemented easily, adapting to any environment by supporting 
any equipment and chip type. With successfully implemented 
projects in 45 countries already, X INFOTECH is now a trusted 
business partner and preferred solutions and services provider for 
hundreds of customers. 
www.x-infotech.com
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We are looking forward to seeing you 
at one of the upcoming events.



In the cybersecurity space, robustness, scalability,
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CodeMeter’s ecosystem addresses the needs of
connected industry by protecting and monetizing 
machine operating software, configuration data, 
and digital designs.
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