
Biometric Card & Technology Provider
Implementing a successful multi-system eID project ςfrom data collection to 

government rollout.
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AGENDA



Presenting the unbreakable link between the physical and digital ID
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INTRODUCTION
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WE PROTECT THE WORLDS MOST IMPORTANT DATA

-

YOUR DATA
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CARDLAB AT A GLANCE

Products R&D Partners CustomersProduction

+150 ISSUED AND REGISTERED PATENTS
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- Cybercrime available as a service

- Expanding number of Cybercrime centers 

- Low internet/IOT security

- Low Cell phone security
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Most common Cybercrime contributing factors:

- Hacking of IOT devices

- Cryptocurrency trading by hidden identity

- Massive loss of identities by database hacking

- Phishing mails with malware 
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E-ID GREATEST CHALLANGES



COMPARABLE SOLUTIONS

Face recognition

Fingerprint/ palm

Iris scan
Voice

Common risk factors:

ü Online devices

ü Relying on database matching

ü Exposed for hacker attacks

ü Exposed for deep fake fraud

ü Exposed to morphing

ü Some health concerns

ü IOT lifetime issues

PIN pads
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Essential steps to protect and serve national interest and citizens:

1. Use of biometric authentication shielded from hacker attacks

V The unbreakable link between Physical and Digital identity

2. Decentralized storage of critical biometric data

V Making database hacking less attractive

3. Offline storage of critical user data/ID

V What cannot be seen cannot be hacked

4. Use tokenized biometric authentication of users.

V Secures unique identification and privacy protection

MAXIMIZING SECURITY

I2cAn_fOolYou2
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Biometric card & backend authentication based solution:

Connect Identity Management system via API to authentication gateway

Complete KYC with bio-card enrollment

Register card and user identity in offline database

Assign card/user rights/interfaces in online Identity Management System

Register card in online Identity Management System

Use system as authentication gateway or direct information source

SYSTEM SETUP
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CREATING THE UNBREAKABLE LINK
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OFFline 
database

1. System integration

HSM

Card IAM Server

API

2. User integration

Card non-biometric user data now linked to specific card profile. Card 
contains tokenization feature and biometric sensor and to control 
access to card. User data and card identifier locked together.

Card registration

Verification of card tokenization established.

3. Personalization

Fingerprint enrollment

Biometric fingerprint algorithm stored in Card Secure Element only 
and card only usable with correct fingerprint to make match with 
fingerprint algorithm stored in Secure element.



BIOMETRIC CARD OPTIONS

USE CASE
- Payment
- Door access 
- ID
- App verification

TECHNICAL
- energy harvesting 
- NFC interface
- Min. 100,000 cycles

USE CASE
- E-banking & commerce
- E-government
- ά!ƭƭ ƛƴ ƻƴŜέ ŎŀǊŘ ǎƻƭǳǘƛƻƴ
- Blockchain auth.
- ά/ƻƭŘ ǿŀƭƭŜǘέ ǇƭŀǘŦƻǊƳ

TECHNICAL
- E-ink display
- rechargeable battery
- energy harvesting
- NFC/BLE/USB interface 
- Min. 100,000 cycles
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USE CASE
- Dynamic OTP/ CVV/ PIN
- Tokenized User ID
- Biometric payment
- Biometric digital signing
- Multi Factor Authentication

TECHNICAL
- LCD display
- rechargeable battery
- energy harvesting
- NFC/BLE interface 
- Min. 50,000 cycles



Direct biometric verification:

INTEGRATED SERVICES & SECURITY

Place finger on sensor Verify on SE Fingerprint match?

Use of card application rejected

Use of card application approved

Tokenized biometric verification:

Applicable solutions: eID/ digital drivers license/ passport/ Medical certificate/ voter ID/ payments etc. 

Place finger on sensor Verify on SE Fingerprint match?

Token created insert 
in application

Access denied

API 

Authentication 
Gateway
Cloud/ on site 
installation

Card IAM Server

Token verification

Token not verified

Token verified2nd layer verification
HSM

ID confirmation

Card IAM Server

Customer application

Customer application

Biometric 
authentication:
Customer application 
access allowed

!ǇǇƭƛŎŀōƭŜ ǎƻƭǳǘƛƻƴǎΥ ά!ƭƭ ƛƴ hƴŜέ ŎŀǊŘ ǎƻƭǳǘƛƻƴ ƛƴŎƭǳŘƛƴƎ ŜL5κ ǇŀǎǎǇƻǊǘκ aŜŘƛŎŀƭ ŎŜǊǘƛŦƛŎŀǘŜκ ǾƻǘŜǊ L5κ ǇŀȅƳŜƴǘǎκ 
Crypto HardWallet/ insurance card/ access ID etc. 
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