Card Lab

Biometric Card & Technology Provider

Implementing a successful megiistem elD projeat from data collection to
government rollout.
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Presenting the unbreakable link between the physical and digital 1D
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WE PROTECT THE WORLDS MOST IMPORTANT DATA

YOUR DATA
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Global Cybercrime Damage Costs:

e $6 TrillionUSD a Year. * e

» $500 Billion a Month. y S
e $115.4 Billion a Week.

 $16.4 Billion a Day.

e $684.9 Million an Hour.

ALL FIGURES ARE

e $11.4 Million a Minute. JFEDICTELRY 2853
e $190,000 a Second.
CYBERSECURITY
* SOURCE: CYBERSECURITY VENTURES VENTURES

Most common Cybercrime contributing factors:

Cybercrimeavailable asa service - Hacking of IOT devices

Expanding number of Cybercrime centers- Cryptocurrency trading by hidden identity

Lowinternet/IOT security - Massive loss of identities by database hacking

Low Cell phonesecurity - Phishing mails with malware
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. Common risk factors
Face recognition

U Online devices

U Relying on database matching
U Exposed for hacker attacks

U Exposed for deep fake fraud
Fingerprint/ palm

U Exposed to morphing

U Some health concerns

u 10T lifetime issues

Voice

Iris scan PINpads

7 - ,;’ \
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Essential steps to protect and serve national interest and citizens:
1. Use of biometric authentication shielded from hacker attacks
V The unbreakable link between Physical and Digital identity

2. Decentralized storage of critical biometric data

V Makingdatabase hacking lesgtractive

3. Offline storage of critical user data/ID

V What cannot be seen cannot be hacked

4. Use tokenized biometric authentication of users.

NI

|I2cAn_fOolYou2

V Secures unigue identification and privacy protection
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Biometric card & backend authentication based solution:

Connect Identity Management system via API to authentication gat[%g

Complete KYC with bimard enrollment @ = il ==

Register card and user identity in offline datab = Q -

Assign card/user rights/interfaces amline ldentity Managemen%yste

Register card in online Identity Management Sy ine e

Use system as authentication gateway or direct information sc :e-»
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1. System integratior

-
NI
:

]

—— /nsertuSe
Tt Card norbiometric user data now linked to specific card profile. Card

mm | containstokenizationfeature and biometric sensor and to control
Card Lab
- tcafddata
\nse’
AUTHENTICO D

access to card. User data and card identifier locked together.
2. User integration

Card Lab

|
|

== | Verification of card tokenization established.

Card IAM Server

3. Personalization
Card Lab Biometric fingerprint algorithm stored in Card Secure Element pnly
and card only usable with correct fingerprint to make match with

lnl
fingerprint algorithm stored in Secure element.
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Card Lab

(®uAaRDCARD ' (®1UARDCARD \
' > -
BASIC . ADVANCED D

USE CASE USE CASE USE CASE
- Payment - Ebanking & commerce - Dynamic OTP/ CVV/ PIN
- Door access - Egovernment X 5 - Tokenized User ID
- ID - alft Ay 2y Sé| OF NR Biogdtridzgiagnieyt
- Appverification - Blockchain auth, - Biometric digital signing

- a4/ 2fR gl ffShg LI + (OvElg Radfor Authentication

TECHNICAL TECHNICAL TECHNICAL
- energy harvesting - Eink display - LCDdisplay
- NFC interface - rechargeable battery - rechargeable battery
- Min. 100,000cycles - energy harvesting - energy harvesting
- NFC/BLE/USB interface -  NFC/BLInterface
- Min. 100,000 cycles - Min. 50,000cycles
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Direct biometric verification:
Card.Lab

Place finger on sensom Q? Fingerprint match’

” Use of card application approved

Use of card application rejected

Applicable solutions: elD/ digital drivers license/ passport/ Medical certificate/ voter ID/ payments etc.

Tokenized biometric verification:

(®1UARDCARD

Place finger on sensom m Fingerprint match

Token created insert
in application

(mi‘c\ati_on
/- Gateway
N\ Cloud/ on site .\,
installation \
N\

Customer application ) &

Access denied

Token not verified

Biometric -«— <« .
authentication: Token verified
i <« ¢ Card IAM Server

Customer application

Card IAM Server
access allowed

Customer application

I LI AOF ot S aztdziazyay
Crypto HardWallet/ insurance card/ access ID etc.
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