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 Blockchain marks a new way of documenting data on the 
Internet. Sometimes referred to as Internet 3.0, it powers 
cryptocurrencies like Bitcoin and Ether. Beyond fintech services, it 
can be used to develop applications in areas as diverse as logistics, 
energy supply, social networks, messaging, gaming, online 
marketplaces, storage platforms, identity and voting systems, 
prediction markets, online shops and much more. 

The disruptive nature of blockchain is attributable to its core 
mechanism. Decentralized by design, and often hosted by millions 
of computers simultaneously, blockchain databases create a 
secured infrastructure by protecting data against manipulation 
and making it accessible to anyone. While this infrastructure 
provides inherent security for the technology, it also creates new 

pain points in relation to human or device interaction. To interact 
with a blockchain, the user’s private key is both the identity and 
the security credential. If this key is stolen, the potential damage 
is are immense. Within a decentralized environment, there is no 
regulatory third party or intermediary with oversight, such as a 
bank or government agency. In a typical blockchain architecture, 
information is irrevocable, and key management is completely in 
the hands of the user. 

Infineon’s extensive security expertise provides the layer 
of security required to protect private blockchain keys. The 
integration of hardware-based security into blockchain 
applications, such as tokens, hardware modules and smartcards, 
makes private keys much more robust against attacks. 

Bringing SECURITY 
to the world of 
BLOCKCHAIN 

By Infineon Technologies
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Blockchain: What is it and why is it so 
disruptive? 

Blockchain technology creates a distributed database containing 
information that can be simultaneously used and shared within a 
large publicly accessible network.

This network exists in a state of consensus and  reconciles every 
transaction that happens in the network. At regular intervals, a 
set of transactions is grouped together and referred to as a “block”. 
Once a valid block is generated, it is added and linked to the previous 
block of the continuously growing data chain – the blockchain. 

By allowing digital information to be distributed but not altered, 

blockchain technology creates a digital ledger of transactions that 
can be programmed to record virtually everything of value, for 
example, financial transactions. 

Looking beyond the hype, it is clear that blockchain is a disruptive 
technology that is here to stay, not least because of its broad 
deployment scenario. 

Wide and growing number of use cases 

Blockchain is predicted to have a significant impact on many 
industry segments. It is perhaps best established in the banking, 
financial and fintech sectors. However, it is suited to any industry 
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that relies on accurate, secured, and protected data for trusted 
transactions between various market players. Hence it is also 
making rapid inroads into industries such as automotive, energy, 
logistics, healthcare and the public sector. 

New applications built around block-chain are also emerging for 
social networking, messaging, gaming and online trading – fueled 
largely by growing concerns among users about online privacy.

Another interesting target application is identity management, 
an area where conventional security implementations are still 
prevalent. For identity management, blockchain can be used as 
the foundation of an authentication system or of a smart contract 
solution. 

Choosing the right blockchain 

Bitcoin and other cryptocurrencies are based on a public 
blockchain, which implies network neutrality as well as open, 
permissionless read/write. As a result, it uses anonymous or 
pseudonymous identities and offers limited scalability in terms of 
speed and block creation. For private institutions such as banks, 
this may be a drawback. 

Often referred to as distributed ledger technology (DLT), 
this permissioned blockchain network type is generated with 
pre-approved participants. Thus the validators could be, for 
example, members of a consortium who can regulate the access 
rights to the ledger. This blockchain type is typically much faster 
and all the identities are known to the consortium. 

If the blockchain is in the control of just one single source or 
organization, it is referred to as a private blockchain. Although 
this system is completely centralized, it can leverage some of the 
advantages of blockchain technology such as tamper-resistant 
data and the ability to trace database errors. 

Security matters 

Without a regulatory third party or intermediary, the integrity 
of the blockchain user’s digital identity is even more important 
than in traditional architectures. The distributed nature of the 
technology may come with inherent security, but it poses real 
challenges when it comes to securely interacting with the system. 

For example, generating transactions is an extremely sensitive 
process, because it uses the private key to add new valid 
data into the blockchain. As these data represent assets, e.g. 
cryptocurrencies or identities, the highest available protection is 
needed. 

The role and functionalities of hardware-
based security 

Protecting private keys is the most reliable way to increase a 
blockchain system’s security. A successful blockchain system 
needs highly reliable methods of strong key protection. Key 
security can be implemented at various levels depending on the 
level of protection required: 

Level 1: Storing the blockchain user credentials on a personal 
device, such as a desktop, laptop or a mobile phone. While this 
practice may be convenient, it exposes the user to widely used 
software attacks. 

Level 2: A slightly better security level is achieved by applying 
a TEE (Trusted Execution Environment) on the device 
microcontroller, which allows the separation of security software 
from other, less secure software stacks and therefore provides 
better protection of credentials against attacks. 

Level 3: The highest possible security level protects the blockchain 
from micro-architectural1 as well as physical attacks. This level 
of security can only be achieved when a dedicated security 
microcontroller is used for the operations and credential storage. 

Physical attacks are increasingly common in blockchain 
environments. They can be divided into three different categories: 
observing, manipulation and semi-invasive attacks, as outlined in 
the following. 

• Observing side channels like power profiles, timing of the 
system and electromagnetic radiation can be used to expose 
the secrets stored inside a microcontroller. 

• Probing with needles on the silicon can be used to read out 
information from the chip. 

• Inducing faults into the chip during operation can generate 
errors in the output that help to calculate the secrets stored 
inside. 
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A security controller has dedicated countermeasures integrated to 
protect against these attacks and keep the credentials secret. 

How to design security into a blockchain 
system 

In blockchain systems, you can access and control an account once 
you gain access to the confidential private key. The security of a 
blockchain system thus hinges on the extent to which private keys 
can be protected.

For system integrators, a successful blockchain application starts 
with a good idea. However, the concept and implementation phase 
of this idea are often hampered by the lack of available tools to 
easily implement security right from the beginning. Integrators 
looking to implement a higher level of (hardware-based) security 
based on a security controller might find this task challenging and 
it may call for specialist expertise. 

Closing the k nowledge gap w ith 
Infineon’s starter kit 

Infineon’s Blockchain Security 2Go starter kit helps blockchain 
system integrators contemplating a new blockchain application to 
easily build in the most robust hardware- based security right at 
the concept phase. 

Blockchain Security 2Go cards feature hardware-based protection 
mechanisms to generate and store private keys in a secured way. 

Infineon’s Blockchain Security 2Go starter kit is readily available 
from any Infineon distributor. In contrast to typical hardware-
based security products, it can be bought without any legal 
formalities (such as a Non-Disclosure Agreement) and includes 
just a few security controllers. This lowers the hurdle for a system 
integrator looking to get hands-on hardware security at an early 
development stage 

Additionally, Infineon supports system integrators during the 
early prototype build phase.

There are open-source usage examples and libraries for 
smartphones (Android) and PCs (Python) publicly available that 
provide a good starting point for fast integration of hard-ware-
based security. This is supported by the knowledge sharing of the 
rapidly growing open-source community involved in applying the 
starter kit for various different application domains. 

The starter kit offers a simple but powerful interface for key 
management and signature creation. With this approach, 
integrators have a high chance of avoiding security issues in 
relation to key management, which often entail late and costly 
redesigns. 

New applications built around blockchain 
are also emerging for social networking, messaging, gaming 

and online trading – fueled largely by growing concerns 
among users about online privacy.

BRINGING SECURITY TO THE WORLD OF BLOCKCHAIN 
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BLOCKCHAIN Blues -  
the END of eID cards?

By Markus Hoffmeister and Klaus Schmeh, cryptovision

By design, the blockchain is a decentralized technology. It creates a distributed da-
tabase containing information that can be simultaneously used and shared within a 
large publicly accessible network. The blockchain network lives in a state of consen-
sus and reconciles every transaction that happens in regular intervals. Each group of 

these transactions is referred to as a “block”, hence the technology’s name. By al-
lowing digital information to be distributed but not modified, blockchain technology 
creates a digital ledger of economic transactions that can be programmed to record 

not just financial transactions, but virtually everything of value. 
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 What are the security implications?

With blockchain databases not being stored in any single 
location, the information is much harder for a hacker to 
manipulate. Hosted by millions of computers simultaneously, 
its data is accessible to anyone on the internet. In other 
words, the blockchain’s aim is to take trust away from human 
intermediaries and put it into mathematics and computing, 
which are a lot less susceptible to errors. It is a mechanism to 
bring everyone to the highest degree of accountability. 

Yet the same thing that makes blockchain attractive - its 
distributed nature - also makes it a potential security threat. 
Vulnerabilities occur when the blockchain interfaces with 
humans or, in the case of IoT, with devices. When using 
blockchain, the user's private key is the identity and the security 
credential, which is generated and maintained by the user 
instead of third-party agencies. For example, when creating 
a storage wallet, the user must import his/her private key. An 
attacker could steal the user's private key using various attacks. 
Since the blockchain is not dependent on any centralized third-
party trusted institutions, it is difficult to track the attacker's 
behaviour and recover the modified blockchain information.

This situation poses an important question for the smart card 
industry: what role will smart cards or other secure elements play 
in blockchains? Currently, all a user can do is use a self-issued 
smart card or other hardware device to store his private key, as a 
sort of cold crypto-wallet. This results in better protection than 
software wallets or hosted cryptocurrency exchanges, but is still 
far from perfect. It is therefore an interesting option to use a 
private key stored on a trusted identity card (i.e. a national eID 
card) for participating in a blockchain.

Blockchain for Identity and Data 
Management

The global blockchain identity management market is expected 
to reach USD 7308.4 million by 2025, from USD 57.6 million in 
2017, growing at a CAGR of 83.2% during the forecast period 
of 2018 to 2025.

Data Bridge Market Research 2018

What are the implications of this development for the 
conventional digital identity markets and its stakeholders? 
Blockchain technology is currently promoted as the silver 
bullet for distributed applications of all kinds. Beyond the 
most cited application of BitCoin in the fintech sector, identity 
management is a growing segment. Here, the blockchain can be 
used to build the groundwork of an authentication system or of a 
smart contract solution. Having a secure identity to authenticate 
oneself is crucial for all online interactions. Absolutely no one 
would argue while the use of username / password is prevalent 
that there is a need for innovation to enable secure, convenient 
online identity management. Distributed ledgers could fill this 
need by offering enhanced methods for proving who you are, 
along with the possibility to digitize identity documents. 

However, conventional identity systems are not being replaced 
just yet: Developing digital identity standards on the blockchain 
is proving to be a highly complex process. Besides technical 
challenges, a universal online identity solution requires 
cooperation between private entities and government agencies. 
Add to that the need to navigate legal systems in different 
countries and the problem becomes exponentially difficult.

  A blockchain solution can link a public key  
with an identity in a similar manner to a public key 

infrastructure (PKI) – although without needing a central  
entity, through the avoidance of a central entity, you naturally 

have fewer possibilities for influence – with all the pros  
and cons associated with this. 

 
-Benjamin Drisch, cryptovision
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Is blockchain replacing conventional 
PKI and eID systems?

“A blockchain solution can link a public key with an identity in a 
similar manner to a public key infrastructure (PKI) – although 
without needing a central entity, through the avoidance of 
a central entity, you naturally have fewer possibilities for 
influence – with all the pros and cons associated with this.” 

Benjamin Drisch, cryptovision

The implementation of a public key infrastructure (PKI) and 
a blockchain is an interesting debate within the industry. 
While the outcome is yet to be determined, it is apparent that 
blockchain technology can benefit from PKI and other identity 
technologies, rather than replacing them. Blockchain leverages 
digital signatures and hash functions, as the main cryptography 
for all transactions. This is exactly what a PKI provides. If the 
PKI is a part of an eID system, the private key is even protected 
to the highest level. It goes without saying that a digital 
currency, like BitCoin, profits from this.

The benefit of a key being stored on an eID card is less clear when 
it comes to blockchain-based authentication. As an eID card is an 
authentication solution in itself, it can be questioned whether a 

blockchain-based authentication system is even necessary when 
such a card is available. In addition, the involvement of a card 
issuing authority contradicts the main benefit of a blockchain: 
to establish a trusted infrastructure without involving a trusted 
third party. At this point it is important to note that not requiring 
a trusted third party is not the only advantage of a blockchain. 
Other purported benefits include fault tolerance, high availability 
and lower operation costs. 

Conclusion

It will certainly be a major research goal for years to come 
to evaluate whether the benefits of an eID in a blockchain 
environment are real and if they outweigh the natural drawbacks 
of a blockchain. If these questions will be answered in a positive 
way, an eID card appears to be the perfect means for storing a 
private key used in a blockchain – as long as the existence of a 
trusted third party is accepted. Not only keys, but also identities 
can be shared between a blockchain and an eID infrastructure. 
All this means that eID cards might become important building 
blocks of blockchain systems and that a convergence of the two 
technologies can be expected. In the end, the major question is 
whether the blockchain will ever become as important as the 
current hype suggests. This remains to be seen. 

cryptovision's signature solutions work well for signing transactions within the blockchain. 
cryptovision has implemented a smart card solution that allows the user to conveniently 
sign payment instructions within the blockchain currency Ether. Since a smart card is 
used as a key store, the key is much better protected than in a conventional blockchain 
wallet. The cryptovision solution makes it possible to store the signature key outside the 
card for backup purposes.

cryptovision's Certificate Lifecycle Management solutions work well with various 
blockchain-based PKI components. For example, cryptovision’s CA software CAmelot 
supports blockchain-based directory services, CRL distribution points, OCSP responders, 
CA certificate distribution points, and identity management systems, as long as they can 
be addressed through standard PKI interfaces.
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INFINEON’S JAVA CARD SOLUTION FOR BLOCKCHAIN APPLICATIONS

Infineon’s Java 
Card™ solution 

for BLOCKCHAIN 
applications 

SECORA™ Blockchain is a fast, easy-to-use Java Card™ solution supporting best-in-
class security for block chain system implementation. It relies on Infineon’s field-proven 

security chip featuring Integrity Guard security technology. 

 The SECORA™ Blockchain offers to the user a hardware 
supported key handling/backup tool for generating key pair, 
secure storage and backup of private key. It makes the application 
more secure and easier to design for customer’s block chain 
system. By providing a safe “vault” for user credentials, SECORA™ 
Blockchain also reduces the final user’s commercial risk and helps 
to increase trust in the block chain system. 

Generally speaking, a blockchain is a decentralized digital ledger 
that manages a continuously growing list of data points (chain of 
blocks). Every block in the block chain is cryptographically linked 
to the previous block. The ledger records all transactions used to 
send assets (e.g. cryptocurrency) or confidential information from 
one account to another. Each transaction is protected by a digital 
signature. To create this digital signature, a secret private key that 
corresponds to the public key of every single account is needed. 

In the block chain system, the public key is used to derive addresses 
and verify signatures; whereas the private key is used to generate 
signatures and sign transactions. As there is no centralized 
trust scheme in the block chain system, security is particularly 
important for every user to protect their private key. If the user 
loses their private key, they also lose all their assets/information. 
Moreover, if the private key is stolen or hacked, the attacker 
has full access to all of the account holder’s assets/information. 
This allows the attacker to create seemingly valid transactions. 
Hardware-based security tokens are the best possible way to 
protect private keys against attacks and unauthorized access. 

Key features 

• Supports contact based and contact- less communication 
protocol

• SCP03 for secure authentication and encrypted communica-
tion 

• Creation and storage of up to 100 key pairs 
• Supports key labeling 
• Supports enhanced secure reset of PIN/PUK 
• Supports customer-specific master key 
• Secure backup of user key 
• Signature generation for signing block chain transaction 
• User authentication with PIN 
• Supports various signature schemes, e.g. Ethereum, Bitcoin 

and ETR ERC-20 
 ◦ Module delivery forms 

 ā For card form factors
 ā Contactless
 ā Dual interface

 ◦ Coil on Module 
 ā For non-card form factors
 ā SPA (Smart Payment Accessory) for contactless interface 
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A Silicon Trust exclusive interview with Infineon’s Maurizio Skerlj and Markus Moesenbacher

SECURED 
Blockchain access 
using Infineon’s 

SECORA™ 
TECHNOLOGY 

A blockchain is, in the simplest of terms, a time-stamped series of chained records of 
data that is managed by a cluster of computers not owned by a single entity. Each of 

these blocks of data (i.e. blocks) is secured and bound to each other using cryptographic 
principles (i.e. chain). The blockchain network has no central authority - it is the very 
definition of a democratized system. Since it is a shared ledger, the information in it is 

open for anyone and everyone to see. Hence, anything that is built on the blockchain is by 
its very nature transparent and everyone involved is accountable for their actions.

 The blockchain is a simple yet ingenious way of passing 
information from A to B in a fully automated and safe manner. 
One party to a transaction initiates the process by creating a block. 
This block is verified by thousands, perhaps millions of computers 
distributed around the net. This verified block is added to a chain, 
which is stored across the net, creating not just a unique record, 
but a unique record with a unique history. 

Most of us have heard of blockchain when talking about 
cryptocurrencies, such as Bitcoin. However, if we look beyond 
fintech services, it can also be used in other applications such as 

logistics, energy supplies, social networks, messaging, gaming, 
online marketplaces, storage platforms, voting systems, predictive 
markets, online shops and brand protection. The list goes on and 
on.

Infineon Technologies is also entering the Blockchain arena with 
their SECORA™ Blockchain solution. Silicon Trust’s Program 
Director, Steve Atkins, spoke to Maurizio Skerlj, Senior Director 
and Head of Product Line Identity Solutions and Markus 
Moesenbacher, Head of Product Marketing to understand what 
Infineon’s plans are in this marketplace.
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TitlE LOREM IPSUM

Steve Atkins: Blockchain technology is more and more present 
in the marketplace, but how does Infineon contribute to this?

Maurizio Skerlj: We started with blockchain technology a few 
years ago and what we noticed is that new applications besides 
fintech currency and bitcoin started to appear, smart contracts 
etc. and being a system that provides mutual trust without a 
central authority is ideal for other applications, especially identity 
management. When we looked at it we found that it is when people 
tend to access the blockchain at one point, it is not as profoundly 
protected as the rest. Once the information is forwarded in the 
blockchain system it is efficiently protected using the mechanism 
as a strength. Access can be open when you open up your own 
access to the system. We have seen the use of people protecting 
their signature and passwords and with the loss of potentially 
millions of dollars or pounds or euros worth of bitcoin. The reason 
is, we need to secure the traffic, and this is exactly where Infineon 
is using know-how, developed over years, using smart cards and 
documents like passports to secure the access using the very same 
encryption and know-how in a different way.

SA: What markets are Infineon targeting with this solution?

MS: We don’t target a specific market. What we try to provide is a 
basic technology for security access for blockchain and the cloud 
and we’ve been working with a number of companies; ranging from 
small startups to companies and established system operators. 
And the applications are very diverse - from smart contracts 
(something that is definitely needed) to government applications 

(such as eVoting). Other applications include brand management, 
supply chain management and actually any use-cases that are 
based on blockchains can integrate the Infineon solution.

SA: How is the product supplied?

MS: Infineon developed first a small starter kit which is ready to 
use out of the box (”Blockchain Security 2Go”). It’s five sample 
cards - pre-initialized with a ready-to-use blockchain OS that 
people working with blockchain can recognize, allowing them 
to perform various functions and it allows those functions to be 
implemented without a large knowledge about security. 

What we did then was to take everything that was made available 
in this kit and we developed a product that is useful for high 
volume manufacturing – specifically for integrators and card 
production – called SECORA™ Blockchain. In the future we would 
deliver form factors that would enable embedded solutions in such 
elements as dongles, tokens, contactless cards or other important 
devices. SECORA™ Blockchain will be supplied by Infineon and 
distributors from July 2020 onwards.

Steve Atkins: Markus, we talk a lot about hardware-based 
security, but what are the actual advantages behind this?

Markus Moesenbacher: Actually, the distributed nature of 
the blockchain technology may come with inherent security, but 
it poses real challenges when it comes to securely interacting with 
the system. 
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What we did then was to take everything that was made 
available in this kit and we developed a product that is useful 
for high volume manufacturing – specifically for integrators 

and card production – called SECORA™ Blockchain

For example, generating transactions is an extremely sensitive 
process, because it uses the private key to add new valid 
data into the blockchain. As these data represent assets, e.g. 
cryptocurrencies or identities, the highest available protection is 
needed and we can basically differentiate between three security 
levels. 

The simplest form, Level 1, is just to store the blockchain user 
credentials on a personal device, like a laptop or a phone: it is 
convenient, but it exposes the secured information to widely used 
software attacks. 

There is a better level, Level 2, by using a Trusted Execution 
Environment (TEE) on the device which provides better protection 
against attacks compared to level one, but it is still not the highest 
level of protection. 

It’s here that Infineon enters the game with a lot of experience 
in security components – Level 3. The highest security against 
physical attacks can be achieved using a security microcontroller. 
The security controller, which has several mechanisms, can 
protect against attacks such as probing, side channel attacks, or 
fault injection. 

So back to the question ‘Why hardware-based security?’ Let me 
explain that in a little more detail. 

To interact with a blockchain, the user’s private key is both the 
identity and the security credential. If this key is stolen, the 
potential damage is immense. Infineon’s extensive security 
expertise provides the layer of security that is required to protect 
private blockchain keys. The integration of hardware-based 
security into blockchain applications such as tokens, hardware 
modules and smartcards make private keys much more robust 
against attack. The same technology that we are using for this 
product is already used for payment cards, for ePassports and 
many other security applications.

SA: How have customers reacted? What have been the use cases 
that have been realized so far in the area?

MM: The reaction of customers so far has been very good since we 
first launched the starter kits. I’ll cover the product later in more 
detail. 

We launched it at TRUSTECH 2018, where we showed a demo and 
held a speech and we had a lot of very positive customer feedback 
and high resonance and interest. We also organized hackathons to 
motivate startup companies to use our Blockchain Security 2Go 
starter kit.

One such project; for example, the Kryptoshilling of a startup 
company in Austria and we continue to have more customers who 
also have good and innovative ideas. One company, BLOCK42, 
has already developed brand protection based on SECORA™ 
Blockchain.

SA: Can you give a few more details about the actual Infineon 
offering?

MM: Infineon provides on one hand as I mentioned already, the 
Blockchain Security 2Go starter kit, that is available at retailers 
such as Farnell, Newark, Digi-Key and Mouser. The starter kit 
is a tool for the customer to enable them to implement their own 
software on a smartphone and a PC. Support is given by the Github 
repository and further information can be found at www.infineon.
com/blockchain. This is for the development of blockchain 
security and includes product information as well as information 
about tools like Github. 

The Blockchain Security 2Go starter kit comprised of five sample 
cards and documentation with the link to the Github where you 
can find all the services and support information.

On the other hand, we have a volume product which we launched 
in April 2020. The volume product is called SECORA™ Blockchain 
and is an offering which is available in different to form factors 
such as modules, contactless cards, with NFC-enabled phones and 
also token form factors.

The product allows a powerful interface for key management and 
signature creation, while providing the highest possible hardware 
security, secured by an Infineon secure microcontroller.

SA: Gentlemen, many thanks for your time and willingness to 
speak to us. Best of luck with SECORA™ Blockchain. 



Accelerate your eID project with SECORA™ ID
When time is tight and you need a customized solution … 

SECORA™ ID is our new ready-to-go Java Card™ solution optimized for electronic identification (eID) applications.  
It accelerates your time-to-market through ready-to-use applets supporting rapid project migration. Combined with  
our free development tool, the SECORA™ ID platform gives you maximum freedom to develop your individual eID or 
multi-application solutions.

Highlights:
 › Ready-to-go solution for fast time-to-market

 › Easy and rapid migration of individual projects 

 › Open platform for highest flexibility 

 › Best-in-class security controllers and wide choice of packages

 › Targeting the highest international security standards for eID applications 

Find out more:  
www.infineon.com/secora-id



Standardized, multi-app & bespoke eID documents

Tools for easy personalisation

eID application integration

Document PKI

We create your  
eID solution

www.cryptovision.com
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