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Editorial

Dear Reader,
At what point does the smart card industry consider the adoption of smart cards
to have made a leap forward into public
consciousness?

identification projects, such as electronic
ID cards and electronic health cards as
well as - and this is the focus in this issue
of Secure - consumer applications: payment,
loyalty, transport and ticketing.

cases for service providers all over the
world, from banks to retailers to network
operators, who all have one goal in common: to revolutionize their customer’s
lifestyle.

Many people with a vested interest in
smart cards have claimed over the
years that things
were just about
to happen. But somehow - they
never really did.
We at Infineon have
always believed in
smart cards and
this commitment is
paying off - with
an estimated average
market growth rate of
22% in the next 5 years, the smart card
market is an exciting place to be.

Basically, the everyday cards in your wallet
are going for gold - with a smart card
chip. The benefits from this development
are what we call the “Smart Lifestyle”:
payment cards combined with transport
applications save time and money by
allowing you to take advantage of special
tariffs and to activate your ticket by
simply passing the terminal; the world
wide magnet stripe-to-chip migration
initiated by the key players in the
industry, Europay, MasterCard and Visa
(EMV), will introduce security into
everyday transaction for the consumer,
while at the same time enabling real
multi-application scenarios including
loyalty programs, ticket subscriptions or
all-inclusive VIP access cards for large
events. This opens a world of business

Today, nearly every second smart card
runs with an Infineon chip. With this
position comes great responsibility: At
Infineon we put our best development
teams to work, we use decades of security
know how and the strong relationships
we have with both customer and partners
to create the heart of this new, smart
lifestyle: the chip.

There is still plenty of space in wallets all
over the world: the key growth drivers are

Next time you get a new card, look out
for the little gold module and think of it
as your own smart lifestyle enabler!
Yours,
Dr. Jürgen Kuttruff
Head of Security Group
Infineon Technologies

Innovative Chip Card Modules
Infineon’s Security Packaging Centre in Regensburg, Germany, develops and produces innovative security
and chip card modules. Besides high volume chip card module manufacturing, it also offers customer specific
solutions such as incorporating your company’s logo on the chip card module.
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The Silicon Trust

Introducing the

Silicon Trust
What is the
Silicon Trust?
The Silicon Trust Program has, over the
last few years, become a well-respected
and established Partnership Program
within the Security Industry, and has
certainly achieved its initial goal of
raising awareness for Silicon-Based
Security.
As one of the first such Partner Programs in the market, Infineon has
demonstrated that bringing together a
network of Security Partners can
improve the relationship with the end
customer, by offering a complete solution across the Value Chain. Building
on its past success, Infineon now
believes that the Partnership should be
widened to include more products and
solutions - to provide the Customer
with more choice.
And Infineon means to do this by
focusing internal resource on continuing
to build up solid relationships with companies working with Infineon products,

as well as fostering new relationships
with companies who are attempting to
bring about changes for the future of
the security industry – working together
to increase marketing and promotional
offerings in the marketplace.

What are the
benefits of being
a Partner?
Working together with Infineon and
other companies in the same Market,
will lead to a better understanding of
applications and future market trends
and ensure more influence on Infineon’s
direction when developing tenders or
discussing future product specs.
Companies can work together to
research and formulate Business Cases
within an environment of trust and
develop integrated solutions for a combined customer base. By promoting
the Program as a whole, individual
companies can benefit from the resources
applied by Infineon.

What are the
planned activities?
Silicon Trust activities are a mix between
Marketing and Promotional, and the
more time and resources invested by
the Partner to participate, the better
the result. Below are just some of the
activities currently being planned for
the Silicon Trust:
Activities for the Partners
䡲 Access to a database of
Partner contacts;
䡲 Behind the Scenes tours
of Fab facilities;
䡲 Business Case Research
& Development;
䡲 Participation with Infineon
at Exhibitions & Shows;
䡲 Web Portal: www.silicon-trust.com;
䡲 Secure Application Reviews;
in-depth whitepapers about
specific market segments;
䡲 Secure Magazine;
䡲 Security Solutions Forums;
䡲 Annual Security Solutions
Handbook.

Members of the Silicon Trust
䡲 ACG

䡲 Datacard

䡲 Novacard

䡲 Secartis

䡲 Aladdin

䡲 Gemplus

䡲 Omnikey

䡲 Sermepa

䡲 G&D

䡲 PPC Card
Systems

䡲 Setec

䡲 Association for
Biometrics
䡲 Aspects
Software
䡲 Austria Card
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䡲 Goldkey
䡲 IdentAlink

䡲 Precise
Biometrics

䡲 IEE

䡲 PSE

䡲 Siemens
ICM
䡲 Siemens
ICN

䡲 Baltech

䡲 Ikendi

䡲 beyondLSI

䡲 ISL

䡲 realtime

䡲 Smart Card
Centre

䡲 Card etc.

䡲 Keycorp

䡲 SC2

䡲 SyntiQ

䡲 Cherry

䡲 MMCA

䡲 SCM

䡲 Teletrust

䡲 Radicchio

For more information visit:

www.silicon-trust.com

䡲 Tresor
䡲 Trusted
Logic
䡲 United
Access
䡲 Utimaco
Safeware
䡲 Wave
Systems

The Silicon Trust

Welcome

to the Trust
We would like to welcome the following members to the Silicon Trust. For further information on
these companies, please check out their websites.

Goldkey GoldKey is a professional design company in the smart card industry, dedicated
to turnkey smart card solutions. It works with semiconductor partners to provide cost-effective,
high-quality Secure Chips with Open Platform-Embedding (SCOPE).
www.goldkey.com.tw

PPC Card Systems PPC Card Systems is a leading full service company
for card-related applications in banking, e-commerce, e-government, health, GSM, transport,
loyalty and security. It is certified by VISA, MasterCard, GeldKarte and according to DIN EN
ISO 9001:2000.
www.ppc-card.de

Radicchio Launched in 1999, Radicchio is the authority and industry voice for trusted networks in the mobile world. Its focus is Trusted Transaction Roaming, or t2r, which defines
strong identification of mobile end-user devices to lower the risks and costs of e-commerce
strong identification of mobile strong identification of mobile services.
www.radicchio.org

Sermepa SERMEPA is a leading global provider of secure payment-processing and
Servicios para

Medios de Pago

healthcare transaction services. It has over 20 years of experience in the payment processing
industry and offers a wide range of outstanding solutions and services, communication and R&D.
www.sermepa.es

Siemens ICN Siemens ICN is a leading global provider of communication
solutions for enterprises and carriers. Its portfolio ranges from real-time IP-based applications,
IP convergence solutions and broadband access systems to optical transport networks. It also
provides consulting and services.
www.siemens.com/hipath-sicurity

Trusted Logic Trusted Logic offers complete and secure open technology based
solutions to the embedded systems industry.Trusted Foundations˙ forms the basis of the security
solutions which include open technology platforms, accompanying tools and premier security
services. www.trusted-logic.com
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MasterCard’s
Message on EMV
An Interview with Dr. Toni Merschen, Senior Vice President,
Chip Center of Excellence, MasterCard International

SECURE: What do you consider to be
driving chip migration?
TONI MERSCHEN: It’s a mixture of classical drivers (i.e.
reduction of fraud and operational cost) and new drivers (i.e.
use the chip’s capabilities to reach into new cardholder and
merchant segments and to enhance customer relationship
management). While the classical drivers still dominate globally, the new drivers are gradually moving forward.
SECURE: What is EMV? What benefits and opportunities will EMV bring
to the end user and to the banks?
TONI MERSCHEN: EMV is a joint specification, originally
developed by Europay (which later merged with MasterCard),
MasterCard and Visa, and is now administered by EMVCO,
LLC. The EMV specification ensures global interoperability
for smart payment cards by defining all the interactions that
take place between a smart card and a chip terminal.
MasterCard’s customers around the world are committed to
EMV as the next generation technology platform for their
payment products. MasterCard has upgraded its networks and
backend systems to support this decision. With M/Chip 4, we
have a full-service program in place to make chip migration
occur with the highest of standards. Liability shifts and other
incentives are in place to support markets and regions to
move ahead in a consistent way in the next two years on a
global scale. In the end, it will be a great success, both from a
technology and a business point of view.

proof-in-point is presented by the French banks who are
moving from their (very successful) domestic scheme to EMV
as we speak.
SECURE: What, in your opinion, will
be the eventual trend in the US for
chip based payment cards?
TONI MERSCHEN: MasterCard has always emphasized
the point that migration to chip is a business decision to be
taken by individual banks or markets, there is no one-fits-all
rationale. Some of the traditional drivers for chip migration
in Europe, Asia-Pacific, and Latin America, i.e. reduction of
fraud in a predominantly off-line environment, are not valid
in the US.
The banks in the US are looking for other drivers with
regard to chip, and it seems that consumer orientation is a
much more important consideration in the US. MasterCard
PayPass™ – our contactless payment initiative using radio frequency technology – is a clear indication how the technology
can address consumer needs and help banks to improve their
business.
SECURE: China and India appear to be
the types of countries that will embrace chip-based payment cards. Do
you share this view and what type of
opportunities or trends do you see for
these countries? Can you see there
being a Chinese or Indian specific EMV
or standard?

SECURE: Europe finally appears to
be migrating to chip based cards, but
there are many domestic schemes
proposed. How, in your opinion, will
these domestic schemes influence the
overall deployment of chip-based cards?

TONI MERSCHEN: MasterCard has actually started to
leverage the opportunities in the Indian market with a couple
of large issuers and acquirers starting the EMV certification
process in 2003. During the last 7 years, the financial industry
in India evaluated the benefits of country specific financial
smart card specifications.

TONI MERSCHEN: Europe is migrating to chip on the
firm basis of EMV interoperability. While in some cases additional, country specific requirements are integrated with
EMV on one and the same card, the underlying paradigm for
the European banks’ investment is global interoperability. The

However, as the popularity of EMV grew, local financial
applications could not find any taker. With a clear EMV
migration timeframe (liability shift by 2006), India is poised
for active contribution towards global growth of EMV in the
next five years.
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With regard to China, one of the biggest growth areas in the
card payment area, is international cards, which can be used
globally. With increasing numbers of international and
regional visitors, the acceptance of these cards has increased
exponentially. China is an important market for Asia generally
and in terms of chip, they have already issued one million
MasterCard-branded smart cards. While there may be a case
for some specific country parameters due to local requirements, MasterCard and our customers expect that these will
be based on globally interoperable EMV standards.
SECURE: What do you consider the
trends in Japan that will help it migrate
to chip based cards and over what
kind of time-scale will this be?
TONI MERSCHEN: Japan is one of the biggest card markets both regionally and globally and as such will be important in the move to chip. Interestingly, Japan was the first
market in AP to embrace EMV chip and one of the first in
the world to see issuance of multi-application cards with
MULTOS back in 1998.
MasterCard and the banks are working seriously towards
migration over the next two years or so with a majority
of our issuers already in the market with multi and single
application EMV cards. In terms of interoperability, security
and quality standards, Japan has the same objectives and

Payment

requirements as our other markets – a robust, secure payment
system which has global relevance with a local flavor where
appropriate.
SECURE: It has been argued that the
penetration of open platforms (especially
of Java) into payment applications have
not been as successful as envisioned.
Do you agree with this statement?
TONI MERSCHEN: MasterCard has always advised its customers to choose the platform that provides the best fit for
purpose in their particular business environment. MasterCard
is the only scheme actively supporting open platforms such as
MULTOS and Java and proprietary implementations by individual industry players.
Java’s strengths seem to have been more appealing in the
GSM space than in the financial arena, the full flexibility of
post-issuance download doesn’t seem to be a business
requirement for banks today. On the other hand, MULTOS’
superior security and factual interoperability across suppliers
have found good resonance with banks worldwide.
SECURE: It has been said that MasterCard has not been pushing MULTOS
as an open platform standard as

OneSMART MasterCardTM is a comprehensive, global support program
covering every aspect necessary to successfully launch smart cards
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strongly as Visa has been pushing Java.
What is your company’s view on open
platforms?
TONI MERSCHEN: As said above, MasterCard is not in
the business of ‘pushing technology,’ we are in the business of
advising our customers on the best technology solution for
their particular business problem. They rely on our competence to paint the big picture for today’s needs and future
ambitions. Where an open platform makes sense we are providing all the expertise our customers need to implement
professionally.
SECURE: As a company, MasterCard
is seen to be heavily pushing contactless technology with their own standard within the MasterCard PayPass
project. Can you envisage that there
will
be
a
joint
effort
between
MasterCard and Visa to avoid different
standards in the market?
TONI MERSCHEN: Again, MasterCard is not pushing
technology, but helps its customers improve their business
bottom line. In this case, by leveraging contactless technology
to make payments easier and simpler for the consumer.
Cardholders use their card more often, particular in environments which have been traditionally cash-dominated.
MasterCard is working with its issuing and acquiring banks
to determine the level to which the infrastructure supporting
contactless payments needs to be standardized.
SECURE: Do you believe that high
security is really necessary for payment smart cards?
TONI MERSCHEN: When you talk about payment system
security, you cannot and must not only focus on smart cards. It
is a matter of system-wide security architecture and associated
implementations of active and passive, front-end and backend security measures. Smart cards are the most powerful and
far-reaching components to improve on a system level.
SECURE: In terms of certification,
MasterCard has its CAST and Visa
its own type of approval process, and
then there is the Common Criteria
certification process. Are there some
activities to standardize these different
approaches to one commonly accepted
certification process?
TONI MERSCHEN: MasterCard has a clearly defined,
rigorous system of certification processes covering all components in a smart card solution – chip, card, operating system
and application software, terminals, personalization of cards,

Viewpoint

network interface validation, and terminal integration. Our
procedures cover functionality, security, and quality aspects
and are fit for purpose with regard to chip migration. We are
running our certification processes with full endorsement of
our customers who realize that introducing new technology
into an existing global payment infrastructure needs to be
treated with appropriate caution. We are working with the
industry to ensure this approach is acknowledged across the
board.
SECURE: In terms of technology do
you see payment cards and mobile communications merging in the future?
TONI MERSCHEN: This depends on the business aspirations of the commercial entities involved in each value chain.
From a technology perspective, it is entirely possible to conduct payment card applications using mobile technology both
in the remote, virtual context and in a local, proximity context (see the work of the Mobile Payment Forum). Remote
transactions using a mobile phone are akin to e-commerce,
where with one or two exceptions, payment providers have
tended to be the traditional players.
If mobile operators have aspirations to provide subscribers
with payment products then they may do so (either alone or
in partnership with a payment card provider), but if not there
will remain a clear separation between the payment card
provider and the channel operator. If they do, then it is likely
that the payment model they use will be based on the existing payment card model for transactions of equivalent size.
The local, proximity scenario offers more likelihood of a
merger from a technology sense. In the physical world, there
is a need for a consumer device to store and transmit the payment credentials. Mobile devices (phones, key fobs, contactless cards, PDAs etc.) have the potential to provide card
issuers with opportunities to differentiate, attract new customers and expand into different payment markets (e.g. cash).
MasterCard has already demonstrated that our contactless
payment program, MasterCard PayPass, can be used with
mobile phones, during a 2003 trial with Nokia in Dallas,
Texas. The challenge here is one of determining the roles in
the business relationship. It is unlikely that banks will take on
both roles of payment account provider and device issuer for
those devices with significant non-payment functionality. A
partnership between a bank, operator and device manufacturer
is conceivable, but again this is a business rather than a technology issue.
SECURE: How does MasterCard see
the shifting of the value chain; where
new software providers enter the
market and other silicon suppliers
start to offer software and hardware
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bundled products? Do you consider there
to be a consolidation in the market?
TONI MERSCHEN: MasterCard has built excellent relationships with the vendor community over the years. We consider them our partners in providing optimal products and
services to our joint customers – financial institutions. In a
competitive environment where certain segments of the value
chain are beginning to mature and are less and less able to
command healthy margins, it is more than natural that entrepreneurial players are trying to improve their position across
the value chain. MasterCard will continue to work with the
leading suppliers in whatever combination makes sense in
order to ensure the levels of functionality, security, quality,
and service our customers expect.
SECURE: What do you consider to be
the next big trends in multi-application cards?
TONI MERSCHEN: Most of the banks migrating to EMV
today are focusing on just that: integrating the new technology into their existing payment business. Banks that are thinking about multi-application projects want to increase their
return on their original EMV investment as much as possible,
without incurring additional costs. So, using the EMV chip

for strong authentication across multiple channels – such
as using MasterCard’s Chip Authentication Program
(CAP) based on M/Chip – is the most straightforward
extension. Combining this with personal data storage to
simplify electronic purchasing across the entire transaction – such as using MasterCard’s OneSMART Web
Package based on MasterCard Open Data Storage
(MODS) standards – is the next step. Partnering with
merchants to reap customer relationship benefits from
chip is an obvious option for both acquirers and issuers.
Working with other industries to integrate non-payment
applications seems very attractive, but the potential partners need to overcome quite a number of business related hurdles to define and implement a win-win solution.
SECURE: What do you consider to
be the key to success for a bank
when introducing chip-based payment
cards in the market?
TONI MERSCHEN: The key to success is understanding the business benefits and operational impacts, making
educated technology, platform, and application choices,
and implementing in a cost-effective and high-quality
manner.

Dr. Toni Merschen
Senior Vice President, Chip Center of Excellence, MasterCard International, Belgium
In his role as Senior VP of the Chip Center of Excellence, Dr. Merschen is responsible for
managing all business and product aspects of chip development for MasterCard’s Global
e-Business and Emerging Technologies department, including establishing and managing
the Center of Excellence. The Center, representing extensive and unique expertise in chip
businesses and technologies, supports MasterCard’s customer group and regional offices
around the world to provide recognized industry leadership and support to MasterCard’s
customers in chip programs and services. He is also responsible for developing, coordinating
and executing MasterCard’s chip strategies and tactics on a global basis.
Prior to joining MasterCard International, Dr. Merschen was head of Citigroup’s global competence center for chip card
enabled solutions, mobile financial services, PKI, and biometrics. As Vice President and Director of emerging technologies, he
was the single point of contact within Citigroup for deploying business solutions based on emerging e-business technologies.
Most recently, he managed the technical implementation of Citibank’s U.S. consumer smart card program and defined and
deployed their strategy for mobile and alternative distribution channels for financial services delivery. Dr. Merschen represented Citigroup on the Board of Directors of the GlobalPlatform consortium.
Prior to Citibank, Dr. Merschen had numerous engineering, development and marketing responsibilities within IBM over a
14-year period, with assignments in Germany, the UK and New York. In his most recent assignment at IBM, Dr. Merschen
had worldwide responsibility for their R&D activities and strategic alliances for smart card technology and solutions.
Dr. Merschen holds a Ph.D. and Master degrees in mathematics and physics from the Technical University of Aachen, Germany.
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Setting the
Standard

GlobalPlatform is now supported by
every major payment system, as well as
public bodies and the healthcare, financial services, retail, telecommunications,
and travel and entertainment industries.

By Denny Jensen, Senior Vice President,
Visa Smart Readiness and Implementation,Visa International

Building a
Business Case

Chip technology is revolutionizing the way we pay, with safer,
faster transactions and a choice of services on a single smart
card. It could not have happened without a global effort to set
standards for interoperability, drive down costs and create
business cases.

The scene was now set for a migration to
smart cards and their associated infrastructure – and a range of drivers
emerged that are now prompting financial
institutions and entire markets to upgrade.

Imagine a world where time zones did
not exist and every country could set
its own clocks on a whim. Think what
a nuisance it would be if every petrol
company and car manufacturer specified a different mixture of fuel, or you
could only open a web page if you had
installed a specific browser from a
selection of hundreds.
Competing standards can cause chaos,
confusion and severe financial losses.
When they are applied to something as
ubiquitous as modern payment systems,
the potential for damage is enormous –
which is why the global EMV standard
for chip-based payments was developed.

Choosing
a Technology

ing customer relationships with card
issuers.

In the early 1990s, it became clear that
the technologies available to criminals
were, over time, liable to make magnetic
stripe payment cards vulnerable.

Other international payment systems
came to the same conclusion and
helped to create the EMV standard,
which ensures interoperability and perpetuates the promise that your Visa card
– or MasterCard, American Express,
and others – would be accepted in
every relevant sales terminal and ATM,
everywhere in the world.

The consequences could have destroyed
public confidence in a convenient, flexible way to pay that has helped to bring
the benefits of retail banking into many
new sectors and territories.
So Visa examined options that would
offer greater protection against fraud. It
rapidly became clear that the microchip
was the best option, especially in the
light of experience in France, where
proprietary chip technology had almost
eliminated counterfeiting. Chip also
provided an opportunity to offer other
services alongside payment, strengthen-

Visa continued to drive standards such
as GlobalPlatform for multi-application
cards. This open standard provides
issuers with flexibility in card choice,
the ability to develop applications once
and dynamically add or change the
application contents of the card, and it
ensures the bank’s investment in the
backend infrastructure is maintained.

These include:
䡲 Fraud control, especially of counterfeit and skimming – copying the
entire contents of a magnetic stripe
to create a clone. Fraud management
was enough to create a business case
for many countries across the EU,
which is set to become the first
smart region, where chip cards will
be in the majority by 2005.
䡲 Competition and differentiation –
the opportunity to package several
applications on a single card is
attractive in competitive markets. In
the US, for example, it costs an average of $150-200 to recruit a new
cardholder, so anything that helps to
retain customers is welcomed. Smart
cards also give conventional financial
institutions an edge when third parties, such as telcos, threaten their traditional business.
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There are currently more than 100 million
Visa EMV smart cards

䡲 Geographical expansion – spending,
identity and security data can be held
on the chip, so transactions can be
authorized safely off-line, without the
need to call the card issuer.This means
that modern payments can safely be
extended to areas with inadequate or
costly telecommunications, liberating
people and their governments from a
cash economy.
䡲 New commercial opportunities – for
example, the ability of the chip to
authorize transactions safely off-line
speeds up transaction times and lowers
costs, which makes payment cards
more attractive to sectors that have not
traditionally accepted cards, such as
quick service restaurants. There is also
an opportunity to form partnerships
with commercial organizations to offer
sophisticated and cost-effective loyalty
and rewards schemes.
䡲 Government initiatives – from Hong
Kong to South Africa, governments are
seizing the opportunity to introduce
identity and social benefit cards that
minimize fraud and reduce the burden
of administering cash.

Facing up to
Challenges
The cost of upgrading not only cards but
also the systems and acceptance infrastructure was a major issue when considering migration to chip. Acquirers and
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major retailers with integrated point-ofsale (POS) systems found it especially difficult to make a business case.
Visa has approached this problem on several fronts, focusing on technological
innovation, financial incentives and driving down the costs of smart infrastructure.
Visa’s Asia Pacific; Central and Eastern
Europe, the Middle East and Africa; and
EU regions have all implemented regional
incentives for completing the move to
chip – the earliest is 1 January 2005 in the
EU. After these dates, liability for fraud
that could have been prevented by chip
technology passes to the party – issuer or
acquirer – that has not made the upgrade.
This is a powerful financial incentive in
itself, and is supported by regional funds
that subsidize the introduction of chip
technology and by preferential fees for
chip transactions.
To ensure that its member banks benefit
fully,Visa has set up a number of programs
such as Visa Smart Breakthrough and the
Global Smart Partner Program, working
with technology vendors to develop tailored products and services that meet all
the necessary standards and specifications
and are available immediately and costeffectively. The aim is to come as close as
possible to turnkey solutions, minimizing
the difficulty of migration.
As a result, the price of a basic Visa Smart
payment card has fallen from around $8
five years ago to less than a dollar today,
while there are off-the-shelf answers to

everything from card personalization to
integrated acceptance systems.
Chip can also change the way we pay –
and the devices we use. One important
example is the use of a personal identification number (PIN) at POS, which is
expected to reduce fraud on lost and
stolen cards and speeds up transaction
times so much that one supermarket
chain in the UK believes that this benefit
alone makes its business case.
There is also potential to hold payment
data on chips in a variety of devices, from
mobile telephones to television set-top
boxes, making Visa’s vision of universal
commerce – where you can pay anywhere, any time and any way you choose
– a reality.

Increasing
Momentum
A handful of banks, from the Middle East
to Singapore, Korea and Latin America,
have acted as smart pioneers, although
momentum for mass migration really got
going in Europe, where countries are
moving fast to complete their upgrade.
Large parts of Asia, Latin America, the
Middle East and Africa are not far behind.
Millions of cards have been issued in the
US, while Canada recently announced a
schedule that should result in a smart
nation within seven years.
Asian banks are particularly notable for
their innovative approach. The first EMV
chip program was launched in Hong
Kong back in 1995, while Japan began its
national Smart Commerce project offering credit and electronic purse applications in 1997 and Singapore boasted the
first GlobalPlatform multi-application Visa
program in 1998.
Research shows that Asians are especially
keen to benefit from the convenience of
multiple applications – preferred applications include medical insurance, identity
card information, drivers’ licenses, passports and home keys. So it is hardly surprising that the trend continues across the
region, with banks from Hong Kong to
South Korea offering mass transit, loyalty,
secure site access and club membership
details alongside payment on a single card.
Japan is pushing the boundaries even further, and has become the first place in the
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world where people can download new
applications onto their GlobalPlatform
Visa cards via the Internet. Meanwhile,
plain vanilla, Visa payment-only smart
cards are becoming commonplace from
Malaysia to Taiwan.
The global pace of change is now starting. At the end of 2002, there were 52
million EMV Visa cards and 760,000
acceptance devices. Just three months
later, those figures had risen to 68 million

cards and a million devices. By the end of
this year, there are expected to be almost
110 million cards and 1.6 million places
where they can be used.
Fear of fraud moving from banks and
markets protected by chip to those that
have not upgraded is set to accelerate this
trend. While fraud as a percentage of the
$2.5 trillion spent each year on Visa cards
is at an all-time low, at less than 10 cents
in every $100, the financial cost is rising
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and every bank would like to minimize its
share of the burden.
At the same time, the EMV standard,
products and services are now proven and
other business benefits of the new technology are becoming clearer.
The choice today is simple: get smart, or
get left behind. In a world where competition, threats and rewards have gone
global, no bank can afford to take that risk
for long.

Quantifying the Opportunity
In 1999, Mexican banks assessed the business case for chip technology in the hope of reducing fraud – and found it didn’t add up.
Today, the business argument has been transformed and the country’s infrastructure is upgrading fast. Around 20 per cent of
Mexican terminals are EMV chip-capable and issuers and acquirers have joined forces to run a pilot that is scheduled to lead to a
full roll-out, starting early in 2004.Within three years, the country expects to have completed its migration.
Developments that prompted this include: the plummeting cost of the chip infrastructure; the establishment of local chip technology vendors; preferential fees for international chip transactions
Once the initial phase of the migration has upgraded cards and terminals, the banks plan to extend acceptance into areas such as
fuel stations and motorway tolls, using the chip’s ability to authorize transactions safely off-line. Multi-application cards will
follow to fend off competition from private label credit cards and attract the most desirable customers.

Payment on the Move
Mobile phones are becoming virtual wallets in South Korea, where SK Telecom, KEB Card and Woori Card have worked together
to incorporate a chip carrying the Visa Smart Credit application, an electronic purse for low value payments and a transit application
into handsets.
The phones beam payment information to terminals that have been adapted with plug-in receiver/transmitters, using infrared
technology. For security, users input a personal code before a transaction can take place.
Retailers such as fast food restaurants, convenience stores, department stores, cinemas and the national airline are taking part. They
believe the initiative will improve customer service and strengthen loyalty, while SK Telecom expects to improve customer retention.
More than 220,000 terminals have already been upgraded and 80,000 phones are in use – figures that are expected to rise to
around 400,000 terminals and at least 2 million phones by the end of the year.

The Social Benefits of Chip
The Moscow Social Card demonstrates the social impact – and economic benefits – that smart cards can bring.
All 2.3 million Moscow residents who receive benefits are being given a smart card carrying Visa payment alongside metro ticketing,
health and medical insurance data.The cards also give access to government pension payments, subsidies and discounts in specified
retailers.
Moscow City Council expects to cut the cost of administering its benefit system and dramatically reduce fraud – it has already
seen a $30 million reduction in fraud on student travel passes and a 20 per cent increase in revenue by Moscow Metro.

The Smart Solution to Fraud
The UK is leading the world into the EMV age, with more than half of the country’s Visa cards carrying an EMV chip. Its business
case is based firmly on fraud control – and its strategy is working.
National losses on all counterfeit cards fell from $231 million in 2001 to $214 million in 2002 and the country’s Association of
Payment Clearing Services believes that criminals are actively avoiding chip cards and terminals. A Visa study underlines the trend,
showing that, even before the infrastructure upgrade was complete, domestic counterfeit fraud among issuers who had upgraded
most of their cards to EMV chip was 43 per cent lower than among similar banks who still issued magnetic stripe cards.
Cross-border counterfeit was 38 per cent lower.
The introduction of chip and PIN is expected to drive down losses even further – the European Commission estimates it
will lead to savings of $706 million a year when it is implemented across Europe.
A trial currently taking place is designed to assess the best way to introduce the technology and test a communications
program that explains how to use PIN at POS to merchants and consumers who are used to signing a sales slip. It will be
followed by a national roll-out of PIN-enabled chip cards. By the end of 2004, there are expected to be 122 million UK
EMV smart cards using PIN for cardholder verification.

For more information visit:

www.corporate.visa.com
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Global Acceptance
of EMV Platform:

MULTOS Exceeds
Expectations

By Graeme Bradford, Product Manager
Smart card Technologies, Keycorp Limited

The interesting thing about discussions on smart card platforms is that rarely is the focus on the
most important aspect – the customer. Years ago when personal digital assistants first became
popular, there were several platforms vying for user acceptance. Suffice to say that once these
devices became mainstream there was little discussion from most users over what platform was
on the device, so long as it served its intended purposes. Of course there are always technically
savvy users who like to take sides. But I can tell you that most of the people I know who use one
of these devices, couldn’t care less if their system runs Palm, WinCE, Symbian etc. I see a similar
situation emerging for smart card platforms especially when it comes to EMV migration.
In this case, however, the product must
meet the needs of both the issuing
bank and the cardholding customer –
most people expect that when it comes
to their personal and banking information, that the bank has taken all necessary precautions to protect their data.
When it comes to EMV migration
there are a host of questions and issues,
both technical and business related, that
banks generally consider when making
a decision over the most suitable smart
card product. The key ones relate to:
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䡲 Fit for purpose – is the product
suitable and proven;
䡲 Total cost of ownership – not just
the up-front price of the card;
䡲 Security of the information stored
on the card;
䡲 Flexibility in both the supply
chain and the technology – a key
requirement for the conservative
banking industry.
The last point is something that certainly differentiates the payment industry from the telecommunications industry.

It’s not just that banks are generally
conservative, but more that there is
a much higher aversion to risk than
generally found in the telecommunications organizations (and one reason why
it is rare for the two to work closely
together).
You only need to look at how the two
markets differ for smart cards. Banks
have strong preferences for card vendors, often sourcing locally through
long-established relationships.
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There has been plenty of hype surrounding other platforms, relating to
suitability for payment smart cards. All
the while, MULTOS products are being
issued today to card holders globally
without any of the equivalent fanfare.
In short, MULTOS is already doing it.
The questions have been answered. The
solutions delivered. The customer’s happy.
It may be a general lack of awareness,
or the much lower PR activities of
the MULTOS community, but the
fact remains that many millions of
MULTOS cards are in the field, being
used successfully today. While others are
talking about EMV migration, we are
getting on with the job of helping customers actually do it.

MULTOS community. Thirdly, no other
platform offers the same level of compatibility and yet maintain such flexibility. All MULTOS products are type
approved according to the specification,
which is why you won’t see any of the
‘Plug Fests’ for MULTOS that are popular
(should I say required) for other platforms. It’s simply not necessary, because
all MULTOS products are compatible.

The great thing about MULTOS is that
it is so well-suited to banking and
secure ID applications. It is quite easy
for a MULTOS solution to ‘tick all the
boxes’ so to speak. MULTOS will always
pass the decision analysis test – there’s
just a lot less marketing hype. In fact
you might find that in the near future,
not only is your payment card running
securely on a MULTOS platform, but
also the payment terminal at the merchant is being secured by MULTOS.
Companies like SyntiQ and Way Systems
Inc. are finding new ways to utilize the
security capabilities of the MULTOS
platform. (The 2003 Sesames for the
best banking/financial application was
awarded to Way Systems for its mobile
merchant solution.)

MULTOS
is Accepted

I think MULTOS covers the most critical
aspects for the bank issuer. Firstly, it is
unmatched in its ability to provide a
total solution. MULTOS offers a complete family of products ranging from
low-cost SDA to high-end DDA. Secondly,
no other platform can claim the
amount of flexibility that MULTOS
provides. Choose from a number
of vendors in all parts of the supply
chain, from the list of suppliers in the

Lastly, no other solution can match the
security credentials of MULTOS backed
up by security evaluations. All MULTOS
implementations are required to be
evaluated to ITSEC E6 (high) – the
highest level of evaluation available.

The true test of a platform’s capabilities
is market success in its chosen markets.
Without going into details here, there
are significant smart card rollouts
underway now that utilize a MULTOS
product. Major payment card issuers in
France, Korea, Taiwan and Malaysia see
MULTOS as the clear choice for the
easiest path to EMV migration. Not to
mention that governments are looking
to MULTOS to solve issues related to
issuing citizen identity cards – Hong
Kong SAR is already commencing its
rollout of over 6 million cards using
MULTOS to each of their citizens.
The industry acceptance of MULTOS
is also something that is often overlooked. Again, the issuer is able to
choose the card vendor that it is most
comfortable working with. This could
be one of the global vendors such as
Axalto, G&D, Oberthur or Gemplus, or
alternatively could be with a preferred
local supplier. In either case, the choice
of supplier does not affect the compatibility of the platform – there is no need
to re-invest or re-certify.
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So that covers the supply chain, but
what about the applications? The simple
answer is that only one platform is
capable of supporting all the major card
brands and, importantly, all options
from SDA to DDA/CDA. With the recent
release of the MULTOS step/one specifications, a bank can now comply with
EMV mandates easily and at a low-cost,
but can upgrade to higher functionality
of full MULTOS without having to
totally reinvest in the issuing system.
Further to the issue of what applications
are supported on MULTOS, there is
often the misconception with development environments. Firstly, there are
hundreds of MULTOS applications
released by dozens of companies that
offer functions ranging from payments,
loyalty, secure storage, PKI, health and
biometrics to name a few.
Any company can develop a MULTOS
application (the specs are free) using
either ‘C’, Java, or the low-level MULTOS language called MAL. It is important to remember that Java Card and
Java are not exactly the same thing.
When it comes to the issuing and/or
card management system, all the major
vendors support MULTOS. The significant
difference is due to the complete definition of the card lifecycle under the single specification of MULTOS.
My opinion is that while EMV migration
has been slower than some in the industry expected, there are sufficient
indications that EMV migration will
pick up significantly during 2004. In this
environment, the vendors that understand payments, security and the issues
facing the decision-makers at issuing
banks, will be the most successful.
Suffice to say that the SIM model just
doesn’t work. In that case, I believe that
MULTOS offers the greatest package of
value, flexibility and functionality.

MULTOS will always pass the decision analysis test
– there’s just a lot less marketing hype
Please note that the views expressed in this article are by the author and do not necessarily represent the views of
Infineon Technologies or Partners of the Silicon Trust Program.

For more information visit:

www.keycorp.net
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Payment Operating Systems:

Why Java Card is the One
By Andy Streich, Director of Product Strategy, Aspects Software

In 1996 I joined a start-up company called Integrity Arts, whose focus was to build a proprietary
Operating System (OS) for smart cards that they would then sell to all the major card
vendors and set a de-facto standard for the industry. Luckily the company succeeded – by changing
its business plan. How many other efforts have there been, or are now ongoing, to produce the best
of breed smart card OS to support payment schemes?
Seven years ago Integrity Arts were
responding to a direct request from a
number of large banks that wanted to
issue large volumes of smart cards and
from multiple card vendors. To these
companies the technology seemed awkward, with each card vendor offering its
own OS and no common toolset or
even programming environment to
encourage application development by
third parties. These potential card
issuers faced a major challenge to ship
cards from different sources that
behaved the same way.
Today we hear the same request being
made by the same banks and other
large scale issuers. Why haven’t things
changed in the last seven years? Perhaps
they have.
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In 1996, Integrity Arts’ business plan
failed because no one was interested in
yet another proprietary OS - even if
licensed to the major players. However,
their business succeeded because they
helped drive the open standards bandwagon by evolving their work into
what is now known as Java Card™
technology. That meant a number of
technical sacrifices were made in order
to bring along the major card vendors
and let everyone have a say in the final
standard.
Integrity Arts was acquired by Sun
Microsystems in 1997 for its Java Card
technology. Today Sun maintains the
standards, provides reference implementations and compatibility test suites, and
sells licenses for the technology.

Aspects Software, my present company,
is leading a new breed of independent
software vendors in the smart card
industry, offering open standard Java
Card technology on a variety of chips.

Java Card
Standard
Visa International was a driver for the
Java Card standard. In order to best
serve their member banks, Visa wanted
a common payment OS which could
be provided by several card vendors and
provide a common programming environment for their applications. They
were simply asking for what anyone
writing software for PCs already had.
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Ironically, after all the effort Visa and
other financial institutions put into Java
Card technology, it first penetrated the
SIM market. Yet only recently have we
seen large deployments in payment.
Why is that?
It’s very simple – margins! Margins were
higher in the mobile phone space and,
having just invested in implementing
new technology, vendors wanted to
recoup their investment. That’s the usual
explanation – but not the whole story.
An important reason – and one that we
in the industry don’t like to talk about
– was compatibility problems with implementations from different vendors. It
was like the early days of Java technology
before the compatibility test suites were
robust. Only in Java Card 2.2 did Sun
rectify that problem and this version of
the technology is only now beginning
to ship in any volume.
Another reason (often glossed over) is
that the Java Card standards are complex and contain a number of optional
features. When designing a smart card
offering for the payment market segment with its tight margins, different
vendors chose different options in the
specifications. So even with a commitment to compatibility and a robust set
of compatibility tests, card issuers are
still faced with different products from
different vendors.
Perhaps the most important reason for
the delayed adoption of Java Card technology in the payment sector, was the
reluctance by Sun to go too far in
clearly determining smart card specific
and payment specific in particular,
attributes in the Java Card specifications. At the time, Sun thought they
should stick to specifying the bare
bones virtual machine and its programming environment and leave the industry particulars to, well, the industry.

GlobalPlatform
Visa, ever vigilant in pursuing good
solutions for its members, helped fill
the gap by contributing its intellectual
property to, and helping to create, the
GlobalPlatform (GP) standards organization. With a membership that includes
nearly everyone associated with smart cards,
GlobalPlatform has issued specifications
that complement Java Card technology
and other existing standards (such as
ISO7816). The GP specifications address
application download and install, personalization, and application and card
lifecycle – all the things that Sun wanted
to leave to the industry. In addition, and
probably not to Sun’s liking, the GP
specifications try to be runtime environment agnostic. That is, you can put GP
functionality on top of Java Card,
MULTOS, or another runtime with a
C-based Application Interface – which
goes to show that even an all-inclusive
organization like GlobalPlatform with
all the major card issuers as well as card
vendors as members, cannot decide on
one OS for payment systems.
So what happens now? Card issuers still
want a common programming environment for their smart card payment systems.
I think I am stating what industry
insiders consider to be the obvious: Java
Card is the OS for payment systems in
the future. Finally the necessary conditions have been met: Java Card offerings are ubiquitous. Not only do all the
major card vendors offer Java Card
products, but also new companies such
as Aspects Software have appeared
offering Java Card environments on a
variety of chips. Sun has addressed
compatibility with its greatly enhanced
test suites for version 2.2 and boosted
Java Card security work by providing a
Common Criteria protection profile
for the technology. The GP specifications are now mature and bridge payment, identification and mobile phone
market segments. Chip vendors are
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making it possible to offer Java Card
and GP technology with all their
options implemented on high quality
devices at reasonable cost.

MULTOS
But why not MULTOS? If you are asking the question you are already behind
the curve. The curve is defined by
deployment numbers and vendor support.
Java Card technology units shipped are
about 15 times higher than those of
MULTOS (about 300 million versus 20
million). Java Card technology is part of
a wider umbrella of successful, accepted,
(and now standard) Java technologies.
It’s good for the smart card industry
to be participating in the wider, more
dynamic, computing community in a
significant way. Now that we have the
underlying silicon support, the smart
card industry is moving quickly to
adopt more advanced computing concepts that have been accepted by the
larger computing industry for years. The
MULTOS branch of the mainstream
computing community is withering.
The Java story is a compelling one: one
programming language, write once run
anywhere™, a set of scalable platforms
to address business needs from servers
to workstations, from mobile phones to
smart cards. Why fight it? The GP specifications alongside the Java Card specifications form a complete description
of an operating system for payment
applications. If there was an open
source alternative available I’d advocate
it. Lacking that, however, there is no
other reasonable choice for smart card
OSs than Java Card and GP technology.
In the next few years there can be no
doubt that Java Card technology will be
pervasive in the payment marketplace.
The only remaining question for issuers
and vendors alike is how soon to join
the party!

Finally the necessary conditions have been met:
Java Card offerings are ubiquitous
Please note that the views expressed in this article are by the author and do not necessarily represent the views of
Infineon Technologies or Partners of the Silicon Trust Program.

For more information visit:

www.aspectssoftware.com

19

Application Focus

Payment

Take the Risk out of
Electronic Payment with
Infineon Technologies
By Miro Adzan, Director Business Development – Payment Segment, Infineon Technologies AG

The widespread acceptance of electronic and mobile commerce hinges predominately on the security
of the underlying transactions. And nowhere is security more important than in the banking sector.
Banks face a rising number of challenges, with customers expecting secure, web-enabled service
delivery and a wide selection of cost-effective, individualized, value-added services.
The Move to Chip
Based Solutions

of chip based financial services has now
been enabled across borders.

Banks have experienced substantial
problems with fraud in the area of card
based financial services. It is rumored
that in the UK alone, the fraud levels
are running at more than a quarter of a
billion Euros per year for fraudulent
card transactions, including lost and
stolen cards, as well as counterfeit cards.
These high costs have been a major
driver for the introduction of secure
chips into banking cards over the last
few years. In France, for example,
where chip based banking has a long
history, the introduction of chips has
reduced the fraud levels by almost 90%
over a period of 5 years.

Worldwide Migration
To drive chip deployment, MasterCard and
Visa have agreed on a liability shift for
card based credit and debit transactions.
Since the deployment of the infrastructure (such as terminals, background systems
and chip based banking cards) takes
time, the various regions have different
dates set for their migration. Europe is
leading the way with their deadline in
place for 2005, followed by Asia (set to
have the strongest growth) with a planned
date of 2006. The NAFTA and Latin
American regions are migrating later,
although for the US no deadline has yet
been scheduled.

However, fraud is not the only driving
force towards chip based solutions. There
are also a number of other important
considerations that have encouraged the
banking sector to upgrade their technology:
䡲 The need to enhance customer
retention rates;
䡲 To introduce and find new revenue
streams in the banking market;
䡲 The increase of web based
e-commerce applications;
䡲 Transactional cost reductions.
So far the market has been driven by
domestic schemes, but with increasing
globalization, an international standard
was clearly necessary. With the introduction of EMV (Europay MasterCard
Visa) compatible systems, the support
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Application Scenarios
The traditional credit, debit and ATM
services have been the initial major
applications for chip card based solutions. However, there is now a move to
include other value-added applications
into the new smart cards, such as:
䡲 E-purse schemes;
䡲 Home banking;
䡲 Web access;
䡲 ID services;
䡲 Data storage;
䡲 Loyalty applications;
䡲 High security digital signature
applications that enable PKI
(Public Key Infrastructure)
based services like B2B (Business
to Business) e-commerce or
governmental web access.

An additional promising application is
the inclusion of electronic ticketing for
mass transportation or single events
onto the banking card, using contactless
radio frequency technology.
The Growth of Smart Cards
There are more than 2 Billion banking
cards currently in circulation worldwide
and given the need to migrate magnetic
stripe based banking cards to chip based
cards in order to reduce fraud and
introduce new services, the market for
chip based banking cards (and hence
the market for chips) for this highly
security-sensitive market, will be a major
growth driver in the total smart card
industry. It is predicted that over the
next couple of years, shipment units of
smart cards will grow from less than
200 Million in 2001 to more than 600
Million in 2007 (Source: Frost & Sullivan World Banking Smart Card Market Financial
and Loyalty 2004).
Customer Needs
Suppliers who want to participate in
this “attractive” market will have to fulfill a number of critical requirements.
They must possess a high level of security
expertise and provide secure manufacturing and logistical processes. They
must offer a broad product portfolio to
cater for the varying performance requirements of the customer. Cost will also
be a major concern, especially when
chips are used purely as magnetic stripe
replacements. But even when high performance platforms are required to enable
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the potential of new applications and
services (either based on proprietary
Software solutions or using open platform operating systems like Java or
Multos), cost will of course still be an
issue. Local (or at least regional) presence is another consideration, especially
in Asia and emerging markets, as banks
tend to act locally with local partners.

Infineon’s Chip
Based Solutions
Infineon Technologies is very well positioned in this market to enable and drive
the migration of chip into the banking
sector. We are engaged in major projects worldwide, ranging from high-end
projects like the German Geldkarte and
the French Cartes Bancaire, to delivering cost optimized chips to worldwide
Proton projects, such as Scandinavia,
Eastern Europe and Malaysia. Infineon
is also participating in technology savvy
projects with contactless radio frequency
based banking cards, such as MasterCard’s PayPass project in the USA and
Visa’s contactless card in Japan using
the FeliCa standard. Infineon offers the
widest selection of innovative ICs integrating next-generation security features and state-of-the-art cryptographic
solutions to enable secure payments
across the broadest range of applications
and media. We have the experience and
reputation for supplying secure chips
into the banking industry.
The product portfolio ranges from low
cost memories to 8Bit Microcontrollers
with less than 20kB of memory, and
32Bit Microcontrollers with more than
400kB of memory. But all products are
designed with security in mind, embracing
an integral security concept to ensure
that the sensitivity of customer data is
never compromised.

Security is the Key
The highest security certificates in the
industry bear testimony to Infineon’s security leadership, proven by 8 Common
Criteria EAL5+ certificates according
to SSVG-PP-0002. All 16 Bit security
controllers from Infineon have Visa
level 3 and MasterCard CAST approval.
Infineon works together with the industry to enhance security awareness and
to push the hurdle for fraudulent attacks
against chips higher and higher.
Paving the way for secure e-business
transactions, Infineon is providing security ICs for state-of-the-art PKI (Public
Key Infrastructure) solutions. PKI employs
an encryption system that allows users
to uniquely sign documents with a digital signature. Infineon was the first semiconductor manufacturer worldwide to
produce a chip card controller (early
1999) that satisfied the exceptionally
stringent requirements of the German
law governing digital signatures.
Chip card ICs from Infineon contain
more than 50 individual integrated
security mechanisms that protect them
against manipulation and illegal use.
These include such security levels as:
䡲 6 different sensors (low and high
frequency, light, glitch, temperature,
life test function);
䡲 Chip individual and dynamic
memory and bus encryption;
䡲 Anti-snooping by randomizing
the power profile (CURSE),
countermeasures against SPA/DPA,
DFA and timing attacks;
䡲 Very dense active shield and trueRNG (Random Number Generator);
䡲 Enhanced Memory management
and Protection Unit (MMU),
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with up to 16 MB of addressable
memory on the 66 family and
4 GB on the 88 family.
Contactless Technology
Infineon is also well positioned as a
market leader for contactless technology,
by supporting all major industry standards (such as ISO 14443, ISO 15693,
SONY FeliCa, Mifare®), and being the
only supplier to support the contactless
standards ISO14443 type A and B and
FeliCa on one chip.These products easily
adapt to existing infrastructures, thus
significantly reducing the overall cost
of deployment.
In addition, full compatibility with
Infineon’s contact-based controller ICs
allow for a smooth migration path for
all applications from contact-based to
contactless mode. All of Infineon’s
product families (66S, 66P, 66PE and
88P) include dual interface derivatives,
enabling synergies in software development. Infineon provides packages for
both pure contactless and dual interface
cards, giving you the highest possible
flexibility and freedom to focus on
application development.
Infineon addresses Local Needs
Leveraging its worldwide presence,
Infineon can offer local support for
sales, manufacturing and R&D to
proactively support the local market
needs. Additionally, with a worldwide
cluster of manufacturing sites, local
content as well as an impounded supply
can easily be obtained, smoothing out
potential delivery constraints in the semiconductor industry.
Infineon also supports regional system
integrators by lending its expertise and
adapting designs to fit individual security demands.

INFINEON’S PORTFOLIO
䡲
䡲
䡲
䡲
䡲
䡲

Broad product portfolio from 2-400 KByte EEPROM
Tailored for native and single functions are e.g. SLE44C20-80S and SLE66C40/80S
Tailored for native and multi-functions are e.g. SLE66CX322P and SLE66CX80PE
Tailored for open-platform and non-PKI applications are e.g. SLE66C164P and SLE66C360PE
Tailored for open-platform and PKI applications are e.g. SLE66CX322P and SLE88CX720P
Comming soon: SLE66CX360PE and SLE88CFX4000P

For more information visit:

www.infineon.com/security
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What to Consider
when Migrating to EMV
By Graeme Bradford, Product Manager Smart card Technologies, Keycorp Limited

Ever since the introduction of the first payment device in the
form of a plastic card, both the use of the card – charge, credit,
debit, loyalty to name a few – and the technology surrounding
the issuing and processing of the transaction, have become
more complex.

The ubiquity of the payment terminal
and magnetic stripe-based payment
cards points to how convenient the
payment system is today.
Unfortunately, similar advances have
been seen in the technology and methods being employed by fraudsters keen
to take advantage of this vast network.
Bank card fraud is approaching USD$4
billion annually.
It was clear that magnetic stripe technology could easily be copied and
something more secure was needed. In
an effort to combat this growing fraud,
the leading payment brands of the day
Europay, MasterCard and Visa jointly
developed a specification for smart
cards (EMV). The current version
EMV2000, sets a global standard for
chip and terminal compatibility regardless of manufacturer, financial institution or where the card is used (see
Figure 1 for an example of card use).
The card brands and some national
financial systems have set dates that
mandate when the issuing and acquiring financial institutions must comply
with the EMV standard – or bear the
cost of possible fraudulent transactions.
There has been plenty of discussion
related to whether banks can find a
business case for EMV migration based
on fraud alone. This is where multiapplication smart cards can really provide benefits. This article focuses on the
issuing side of EMV migration, to show
how the platform decision is key to a
successful smart card rollout.
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Decision Time –
What are the
Choices?
The decision to migrate to EMV is the
beginning of a complex project that
generates a multitude of further decisions. Careful selection of the right
technology will make the project significantly easier.
Static or Dynamic Data
Authentication (SDA or DDA)?
The decision here is based on the level
of security desired versus the cost of
the card (see Box on page 23 for a brief
overview of the differences between
SDA and DDA). With SDA, the initial
card cost is lower, with a higher risk
during off-line transactions. The SDA
card is a common choice for banks
wishing to migrate to EMV simply to
comply with mandate rules. Others
choose DDA cards either because local
financial regulations stipulate DDA, or
because the extra benefits of DDA justify the additional cost.
An example of two different EMV rollouts currently underway are in the UK
using SDA, and France using DDA.
Single Application versus
Multi-Application?
The question here is really pointing to
the business reason for migrating to
EMV and what the bank expects to get
out of the whole project. If it’s a matter

of just getting a card out there that complies, then a single application card may
be the right answer. If, however, there is
a possibility (and this may even be after
the card has been issued) that the EMV
cards could be used for other purposes in
addition to basic payments, then multiapplication cards are required.
Often this is linked to the bank’s business partners, merchant partners or
even internal business units that can
provide an integrated card offering.
Open or Proprietary?
The next question is linked to the
technology platform chosen and comes
back to preferences for the bank. Smart
card platforms can be either proprietary
or open. There are several advantages to
using an open platform:
䡲 Specifications are available to
implement the platform, develop
applications and issue cards. And
in some cases the specifications are
managed by an open consortium;
䡲 There is greater choice in vendors
across the supply chain;
䡲 An ability to provide compatible
solutions – although there is a catch
here for the unwary.
The Importance
of Compatibility
This is possibly the most important
option to consider when choosing smart
card partners. As with other technologies, not all options are what they
seem. When it comes to compatibility,
it would seem most prudent to choose a
platform that can offer fully interoperable
solutions from multiple vendors. Changing
vendors of chip, issuing system or card
manufacturer should not affect the
application, certifications or in-house
card systems.

Payment
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Flexibility?
When it comes to the dynamic environment of payment systems, technology and new business opportunities and
challenges, it is difficult to assess what
future options may be required. That is
why it is important to consider how
much flexibility the smart card technology provides. What appears to be the
cheapest solution might prove costly
when adding features in the future.
Does the same platform provide SDA
and DDA solutions utilizing the same
card issuing system, or do you need
to re-invest? These issues must be considered because EMV migration is
unquestionably a complex project. Choose
the wrong platform and it could also be
a costly project.
Additional Revenue Streams –
what’s the Bigger Picture?

Figure 1: Authentication of a payment using
a smart card and PIN

So much focus can be placed on the
EMV migration itself, that possible
additional benefits offered by smart
cards (and EMV infrastructure) can be
overlooked. EMV migration, obviously
also includes the upgrade of payment
terminals. These new terminals are able
to deliver value-added services to combine with additional applications loaded
on the smart card.

Proprietary solutions from major card
vendors or IBM/ST/Visa. JavaCard platforms from card vendors, software houses or IBM/Philips/Visa. MULTOS platforms from Keycorp or Hitachi/DNP.
The options can be daunting and at
times confusing, but there are several
pointers that can help to make the
decision easier.

What are the
Solutions to all
these Issues?

MULTOS
is the Answer

There are dozens of solutions for all
types of EMV migration options.

Obviously there will always be statements made by proponents of competing
smart card platforms about one being

better than the other. However, one platform is actually able to deliver on these
statements – MULTOS. Looking at the
impressive capabilities, flexibility and
value offered by MULTOS solutions, it is
difficult to argue with such a claim. Add
to this the proven field performance and
global rollouts of EMV cards based on
MULTOS.
The question of when to begin an EMV
migration project may not be easy to
answer, but with a platform such as
MULTOS providing additional benefits,
and reducing the total cost of ownership
of the product, the EMV project can
certainly be a successful one.

SDA (Static Data Authentication)
versus DDA (Dynamic Data Authentication)
Since the EMV specification allows for a transaction to occur with an EMV terminal off-line – meaning the terminal is
not connected to the bank host – there needs to be a method of authenticating the card and cardholder. SDA utilizes
cheaper chip technology, but as the name suggests, the data exchange with the terminal is static – i.e. there are no RSA
cryptography capabilities on the card. Additionally, cardholder verification is performed without encrypting the PIN.
DDA on the other hand, uses more complex chip technology that is able to perform public key cryptographic processes to
provide a higher level of transaction security – and the PIN is encrypted during cardholder verification. For additional
reference, the EMV2000 specification detailed an extra level of security – referred to as CDA or Combined DDA and
Application Cryptogram. In this case, along with the usual DDA function during an off-line transaction, the transaction
cryptogram is included.
See page 16 for more details about MULTOS.

For more information visit:

www.keycorp.net
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A New Era in Payment
Transactions for Austria
By Michael Koenig, Communications & PR Manager, Austria Card

More than a year ahead of
the EMV card implementation deadline, Austria Card
delivered the first EMV 2000
compatible debit cards to endusers. By the end of 2003
about 1.1 million cards were
in the field as a result of
contracts with all the major
Austrian banks.
Smart cards have been used in Austria
for a considerable time now. In 1995,
Austria was the first European country
to introduce an electronic purse based
on a microchip. A trial was carried out
in the city of Eisenstadt and due to the
high levels of acceptance during this
test period, the smart card established
itself as a viable payment method.

EMV Cards
in the Field
The EMV Standard (as introduced in
1996 by Europay, Mastercard and Visa
to stop worldwide card fraud) was, and
still is, a challenge for banks throughout
the world. However, because Austrian
banks have been dealing with smart
cards for the past ten years, they managed to handle the migration within a
very short time period. September 1st
(the day the first Austrian EMV cards
were delivered) signaled a new era for
Austria Card and the Austrian banks.
The software used for the EMV chip
was developed by Austria Card’s very
own research and development department, as Jochen Hense, head of the

department explains: “In the past two
years we have started to develop software, applications and ACOS (Austria
Card’s Operating System) for smart
cards. The mask for the Austrian EMV
chip is one of the results of our work.”
The main advantage of the EMV standard, is that chip cards are more secure
than cards with a magnetic stripe.
However, the chip (which works as a
“mini-computer”) also enables many
different applications to be included on
the card, such as electronic signature,
reward programs or an electronic purse.
This nationwide rollout means that by the
end of 2004 about five million Austrians
will have “anti-fraud” debit and credit
cards conforming to the new standard.
Austria Card’s CEO, Fritz Tupy,
explains how the nationwide scheme is
leading the field in EMV implementation: “Our co-operation with the
Austrian banks over the past twenty
years has always worked well. This
timely rollout of EMV smart cards
shows that Austria Card, together with
the Austrian banks, is always one step
ahead of the international financial
world.”

The Need for
a Customized
Operating System
ACOS is based on general market
requirements, but its multi-functionality,
performance, customized adaptations
and cost-effectiveness are unique in the
smart card business. ACOS EMV is a
completely modular system and the
hardware-related functions are all com-

Figure 1: ACOS Structure

bined in the HAL (Hardware Abstraction
Layer). The HAL enables the operating
system to access memory, communication interfaces, cryptographic coprocessors
and further hardware via defined interfaces (see Figure 1). Therefore only
HAL has to be updated if an operating
system is or has to be transferred to
other hardware. The operating system
also includes functions such as the T=1
protocol, data-handling and APDUInterpreter. The APDU-Interpreter is
content sensitive, which means that the
different file structures such as EMV, ePurse or digital signature are working
in parallel – depending on which kind of
commands or applications are requested.
ACOS has been programmed in “C”
language which guaranties easy handling, maintenance and reutilization.
Only time and security sensitive issues
have been programmed in Assembler.
Another advantage of ACOS is that
even developers without any smart card
knowledge are able to develop their
own application on the upper layer – a
C-interface – without further assistance.

Austria Card is a market-leading and internationally operating company in the field of smart card production and development. In 1981 with a staff of 18 employees, Austria Card was founded as the personalization center for EC-cards and
eurocheques. Today, the company produces 57 million cards with approximately 300 employees. These are highly-secure
smart cards for payment transactions, telecommunications and identification. As a subsidiary of the Central Bank of Austria
(=OeNB), Austria Card is a European competence center for the development and production of smart cards. At its headquarters in Vienna, all payment cards and ID cards for the Austrian market are personalized.
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For more information visit:

www.austriacard.at
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Smart Card Technology
in the Public Transport
Industry

By Konstantinos Markantonakis and Keith E. Mayes, Smart Card Centre,
Information Security Group, Royal Holloway University of London

During the early stages of smart card technology development there was very little interoperability
and security. However, it soon became evident that these were vital qualities that could be firmly
embedded within smart card solutions by means of appropriate standardization. Today, smart
cards are utilized in a wide range of sectors including finance, telecommunications, health,
government and transport, although the extent of standardization and feature prioritization
varies between them. This variation may restrict the vast potential of smart cards as a user-friendly,
portable and mainly secure storage medium utilizing advanced cryptographic capabilities.
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Over the last few years there has been
much discussion around the optimal
introduction and utilization of smart
card technology in the public transport
industry. A number of schemes have
been proposed worldwide, being
followed by a smaller number of live
schemes arising mainly in Europe [1]
and Asia [2].
In this article we provide an overview of
the main issues around the current status
of smart card technology in the transport industry. We begin our discussion
by highlighting the main driving forces
behind the use of smart card technology
in the transport industry and introducing the major smart card standardization
initiatives. This leads into some observations, concluding remarks and ideas for
further consideration when balancing
security and interoperability, along with
the overall advantages and disadvantages
of smart card technology in the public
transport sector.

Smart Cards in
Public Transport
Although smart cards are utilized in a
number of different transport applications
(poll collection, freight monitoring,
etc.) for the purpose of this article we
mainly concentrate on the use of smart
card technology as a ticketing medium.
Ticketing is often defined as a contractual and monetary relationship between
the transport operators and the users of
public transport services (e.g. buses and
trains) for the provision of a service
linked to the monetary value of the
ticket.The provision of a ticketing system
requires a set of complex procedures
that involves the issuance and validation
of the ticketing medium. Traditionally,
public transport tickets are paper based.
However, there are a number of driving
forces, arising from the requirements
of the participating entities, which
dictate the use of more efficient
and secure ticketing mediums. Table 1
provides a short summary of the main
requirements of the core entities involved in a smart card/transport ticketing relationship.

Contactless smart card technology has
appeared as the prominent technology
that will successfully meet the requirements of each participating entity. Although fraud reduction is perceived as the
main driver for the consideration of smart
card technology (often contactless) in the
transport industry, the importance of the
other requirements (as summarized in
Table 1) should not be underestimated.
However, it must be clear that although
smart card technology successfully
addresses some of these requirements, it
also introduces further complexities that
require careful investigation.
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(see next page) summarizes some of the
major standardization activities.
Table 2 (see next page) highlights the
fact that international standardization
bodies are actively producing standards
mainly addressing the physical and electrical properties of cards.
Standards at a European level mainly
address issues on various data elements
specifically for the transport industry and
enhancements to various interfaces and
interoperability with other standards.
Standardization attempts at a National
level [4] aim to develop standards that

Public Transport Operators
䡲
䡲
䡲
䡲
䡲

Reduce passenger/staff fraud levels.
Reduce delays at entry gates.
Improve cash handling procedures.
Reduce staff handling costs and improve staff utilization.
Flexibility in fare policies.

Local/National Governments

Users

䡲 Cross functionality with the rest of
e-government activities.

䡲 Benefit from procedures
that will improve their
overall journey duration and
experience, as well as
reduced cost.

䡲 Identification and entitlement cards.

Table 1: The main requirements of the participants in
the public transport relationship

Standards
and Technology
It is generally recognized that standardization improves interoperability and
enables technology suppliers to offer
standardized systems at competitive
prices. Over the last few years contactless smart card technology and transport driven standardization initiatives
have attempted to provide the missing
link that will simplify the utilization of
smart card technology within the transport industry. Currently, there are various organizations and working groups,
mainly operating at three levels [3] International, European and National.
The standardization efforts can also be
divided depending on whether they
examine issues around smart card technology or are transport specific. Table 2

will cover business rules and supporting
systems (back office systems, financial
transaction clearing systems, etc.).
Among the most notable development
regarding standardization at a National
level, is that different schemes are starting to collaborate with each other [5],
as for example, in the case of ITSO [6]
and Calypso [7] schemes in the UK and
France respectively.

Further Issues
associated with
Smart Card
Technology in
Transport
The selection and deployment of a
ticketing system in the transport sector
is not trivial, as it should satisfy and
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mentioned drawbacks as they were too
broad in scope

Operational Level

Standard

International

ISO/IEC 10536, ISO/IEC 5693, ISO/IEC 14443.

European

CEN TC 278 WG 3, CEN TC224, Fastest, eEurope ,
1545 Part 1 and Part2.

National

ITSO, Calypso, Oyster.

Table 2: An overview of the different standardization
efforts

fulfil the expectations of the different
participants, as defined in Table 1. Apart
from the functional and behavioral
characteristics of the above entities, a
smart card based system should also
justify its existence by supporting a
well-balanced business case (e.g. costs,
future benefits, risks).
Understanding the Business Case
Let us take into account the general
assumption that London transport pays
less than 1pence for a paper magnetic
stripe ticket [8].The cost of the cheapest
smart card that can be used for transport applications is significantly higher.
Taking into account that a smart card
system will have to be supported by
significant changes in back office systems,
investment in technology, advertising,
staff training, etc. it becomes evident
that the introduction of a more expensive
ticketing medium should be carefully
justified.
The costs (e.g. capital, maintenance, operating) of a smart card based ticketing
system are initially very high. However,
as fraud is becoming too widespread,
especially for ticketing mediums that
are easily falsifiable (magnetic stripe
tickets), it is inevitable that transport
operators in their attempts to safeguard
their investment will seek alternative and
more secure technologies offering additional protection. However, the business
case behind such a major investment
should be robust, reliable and highly
efficient.
The balance between the perceived risk
and benefits offered by the utilized
technology should also be taken into
account. In other words, a relatively
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cheap smart card ticketing medium
(e.g. low cost smart card) for a one-way
journey should be carefully balanced
with the actual value of the ticket. For
example, a one-way ticket costing £55
from London to Portsmouth, in a low
cost smart card that costs £1 and offers
limited security functionality (i.e. can
be copied or modified with relevant
expertise) may be replaced by a more
secure smart card that costs slightly
more and offers added security.
If the security of the relatively cheap
one-way ticketing medium is compromised and people can create fraudulent
one-way tickets, then it might be worth
investing right at the beginning into a
more expensive and secure medium.
The added cost (of the additional security) is often passed over to the traveler,
but a competing transport operator that
manages the perceived risk against the
commercial offering more efficiently,
could attract more customers. This
example aims to highlight the fact that
there is something missing - and it is
not the technology. Studies and empirical
evidence suggest that utilization of smart
card technology as a ticketing medium
offers significant advantages over existing
paper-based systems. The existence of
a successful business case for the
deployment of smart cards in the transport industry is clearly the missing
component.
It is not there because it cannot easily
be generalized and each individual
transport operator needs to create its
own, based on individual business plans
and commercial offerings. Some early
attempts to provide a unified business
case [9], although they were extremely
well designed, suffered from the afore-

Ensuring the Correct
Infrastructure is in Place
Another very interesting observation
that is often underestimated, is that the
best technology will offer very little
protection if the surrounding infrastructure is not in place. For example, if
proper station gating is not implemented,
opportunities for fraud will not be
eliminated. Furthermore, it could be
the case that passenger safety regulations in certain stations dictate the
gate/passenger pass-through levels. This
implies that certain stations during rush
hour will have to open gates in order
to meet these requirements. Visual
inspection of tickets might still be
necessary for certain types of tickets
(e.g. child tickets) and has also been
suggested that the current random ticket
inspection should also continue to take
place.
Other Factors to Consider
Additionally, although contactless smart
card technology offers adequate protection against certain types of attacks, at
the same time it introduces potential
vulnerabilities. Ongoing research at the
Information Security Group Smart
Card Centre (ISG/SCC) aims to review
the physical and logical security of
contactless smart card technology. The
effectiveness of man-in-the middle attacks,
monitoring over-the-air communication
and replay attacks along with the
necessary hardware components, could
necessitate further safeguards and additional costs.
We believe that among the main driving
factors behind the adoption of smart
card technology within the transport
industry, will be the existence of interoperable standards that provide competitive implementation prices.
The adoption of smart card technology
by the first operators may push
fraud towards the operators that utilize
less secure ticketing mediums and
ultimately encourage more widespread
use of the technology.

Transport

Application Focus

Advert
Finally, we believe that transport operators require extra support both by local
governments and local authorities in
order to link their smart card initiatives
with cards that can be used for other
purposes, e.g. entitlement cards, schools
and libraries. In that way, not only the
cost of the actual card will be shared
among the different entities, but more
importantly the expertise and the
development costs for the supporting
infrastructures will also be spread between the different parties.

in a phased rollout. Travelers can top up
their Oyster card with money at any
Underground station, and at some
2,500 private outlets (typically newsagents and small corner shops). Sensors
on tube ticket gates will read the card, with
the price of a fare being automatically
deducted when the traveler exits a station.
The aim is to cut cash transactions and
reduce ‘dwell time’ at bus stops and
queues at stations.

Contactless Technology in London

The ISG originally became involved in
1996 when they developed a risk
model for the smart card scheme. They
were retained by London Transport
(and then TfL) to perform a number of
security studies that focused on the
smart card lifecycle and related fraud
reduction measures. The ISG believe
that the new technology should have a
major effect on reducing fraud levels.

Royal Holloway's Information Security
Group (ISG) has been working to ensure
that Transport for London's (TfL) new
smart card scheme (Oyster) is a fraudfree zone. From spring 2003, the smart
cards have been offered to the public
travelling on the city’s buses and tubes

For the travelling public, perhaps the
most convenient aspect of the scheme
is that explicit ticket purchases will
become much less frequent. When the
system becomes fully functional it will
be the world’s largest smart card based
ticketing scheme.

The National Smart Card Project [10]
initiative in the UK is a good example
in which local authorities are exploring
ways that will leverage the adoption of
smart card technology.

The Smart Card Centre
The creation of the ISG Smart Card Centre with its extensive smart card and
information security resources, has enabled the provision of valuable and unbiased advice in the deployment of smart card technology.
The available expertise can successfully assist transport operators during the
lifecycle of their chip migration programs. Expert advice can be provided
at many stages of the program including requirements capture, design, prototyping, and demonstrating, as well as project managing the information
security components and preparation of tender documents.
For further information please contact the members of the Centre.
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Biometrics takes
to the Sea
Biometric Solution cuts Administration Costs
at Bornholmstrafikken Shipping through use of
Fingerprint Readers By Precise Biometrics
Every year 1.2 million passengers cross the water between the island
of Bornholm and the Danish and Swedish mainland on Bornholmstrafikken ferries. A substantial number of the passengers are
regular commuters, and queues for the tickets can be considerable.
The Challenge
Bornholmstrafikken has a mix of customers
using their services; both holidaymakers and regular commuters. When
passenger numbers traditionally swelled
during the holiday season, the queues
for ticket sales would increase dramatically – generating higher administration
costs for the ferry company (more staff,
increase in tickets etc.) and longer
queues for the passengers (especially
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unpopular amongst the regular travelers).
The shipping company needed to find
an easy-to-use solution that could be
installed, operated and maintained
within the margins of their budget.

decided that a solution based on
the combination of biometrics and
smart cards would solve their ticket
sales administration issues. Less time
would be spent on administration and
passengers could handle the purchase of
tickets and check-in themselves in a
one-stop operation, without having to
spend time in queues. In addition, the
ferry employees would know exactly
who has boarded the ferry.

The Solution

Why Biometrics?

After contacting Precise Biometrics’
partner PayVend Solutions (a Danish
systems integrator and distributor of
payment systems), Bornholmstrafikken

The idea of using a biometric solution
was discussed after Bornholmstrafikken
discovered that Scandinavian Airlines
were testing biometric technology for
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checking-in passengers at airports,
using Precise Biometrics’ fingerprint
technology (see Figure 1).
Bornholmstrafikken realized that the
type of system Precise Biometrics
offered would meet their demands
for reduced administration costs and
better user convenience, and set about
implementing a similar system for
themselves, integrating their specific
requirements.

Customer Benefits
“Quick and secure”, is the positive
feedback received from commuters
about the new ticket and check-in
system. The new system was introduced
during 2003 giving passengers the
possibility to handle the purchase of
tickets and check-in themselves, using a
smart card and their fingerprint.
Today, commuters book their tickets in
advance, either through a booking system
on the Internet, or by telephone. When
passengers arrive at the ferry-station, all
they have to do is hold their smart card
in front of the reader and place their
finger on one of the fingerprint sensors
to confirm their reservation and then
board the ferry. This has greatly
reduced the time previously spent
checking in, when long queues were
inevitable both at ticket counters and
when boarding.

Benefits for
the Company
After installing the fingerprint-based
solution at all their ferry-stations in
Denmark and Sweden, Bornholmstrafikken expects to greatly reduce the
company’s administration costs (ticket
sales and check-in). The investment in
such a complete solution will be repaid
in a relatively short time period –
within less than a year. So far 8,000
passengers have registered their fingerprints on the new ID cards (the
“Bornholmer-card”) and are handling
the purchase of tickets and check-in
without help from the ticket office. In
total, Bornholmstrafikken estimates that
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This technology is going to be
huge. What we see now is just
the beginning
10,000 passengers will use the new system.
The biometric smart card not only facilitates internal administrative improvements,
it has also enabled Bornholmstrafikken
to comply with the international maritime safety rules (SOLAS) in a more
comprehensive way. These rules require
the identification of passengers traveling
on ferries, and because the Precise
BioMatch™ integrated into the automated boarding procedure verifies all
passengers, Bornholmstrafikken can supply
an exact manifest.

Keeping Personal
Data Secure

Increased Security

Although the majority of passengers
have welcomed the idea of a new ticket
and check-in system, some still had
concerns about privacy - is the registration
of fingerprints contrary to the law concerning civil liberties and violating the
user’s personal data integrity? As a
result, the project was reported to
the Danish Datatillsynet (the Data
Inspection Board), who after a short
period of investigation, gave its formal
approval.

In addition to saving time, the use
of fingerprint recognition has also meant
increased security. Thanks to the new
ticket and check-in system, Bornholmstrafikken can ensure that the passengers
are exactly who they claim to be.
“When you use a fingerprint as identification you don’t need a PIN code. If
you lose your card nobody else can use
it, as it is tied to your fingerprint,” says
Kim Sørensen, Traffic Manager at Bornholmstrafikken.
The biometric solution combining smart
cards with a fingerprint sensor has also
been approved by Danish banks, who
endorse the Biometric Cardholder
Verification Mechanism, as sufficiently
secure for electronic payment transactions.

The main reason the new system
received the green light, was due
to the fact that the fingerprint is stored
directly on the card and not externally
in a database. Once the card has stored
the initial fingerprint details, each
subsequent fingerprint image taken
from the check-in terminal is matched
against the image on the card.
Therefore, the cardholder is the only
person who can use the card, as it
cannot be used without the cardholder
“unlocking” it with his or her
fingerprint. “This technology is going
to be huge. What we see now is just
the
beginning”, Kim
Sørensen,
Traffic Manager at Bornholmstrafikken
concludes.

Fingerprint reader:
Precise BioAccess™ Mifare,
for physical access control
designed for
contactless smart cards
Payment solution software:
BHG ver.1.01
from PayVend Solutions

Figure 1: Fingerprint reader using Precise
Biometrics technology

For more information visit:

www.precisebiometrics.com
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eTicketing –
the Smarter
Way to Travel
Contactless Chip Card
Technology offers Advantages
for Public Transport
By Dr. Andreas Schauer,
Product/Project Manager – Industry & Government division,
Giesecke & Devrient

Chip cards have now become an established part of our daily
life, be it in connection with making payments, visiting the
doctor’s surgery or using a mobile phone. However, the smart
card is also increasingly to be found elsewhere; for example in
the form of ID cards or electronic tickets for public transport.
The following article takes a look at the role played by contactless technology in this area, what advantages it offers, and
where there are already examples of its successful use in the
area of public transport.
The majority of chip cards in use today
still use contact-based technology, with
a silicon chip embedded in the visible
“gold leaf ” on the plastic card. When
electronic transactions are performed
the requisite communication takes
place between this type of card and the
card-reader unit via contact points on
the chip module.
However, there is another technology
that is increasingly asserting itself in the
market; namely that of the contactless
chip card. Here, the chip is not visibly
embedded in the card and equipped
with what is literally an aerial.
Communication takes place via an air
interface instead of an electrical contact. The reader unit generates a highfrequency magnetic field, which not
only supplies the chip with data, but
also with energy. Access control, time
recording and the payment function for
canteens, are currently among the most
utilized applications, but this technology is now also making inroads into the
public transport sector.
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Breakthrough
with the Help of
Standardization

This standardization is of key significance from the industry’s point of view.
Not only can manufacturers now develop
products at an international level on
the basis of reliable and interoperable
standards, but also the prerequisite level
of interest in contactless technology has
been generated amongst an increasing
number of companies.

For a long time contactless technology’s
Achilles heel was the lack of standards.
The first cards of this type were all of a
proprietary nature and therefore not
interchangeable amongst each other,
due to the manufacturer-specific systems
they employed. However, in 2001 the
situation was greatly improved, by the
introduction of ISO standard 14443
(technical term “Proximity”), applicable
to cards used within a distance of up to
ten centimeters from the reader unit.

eTicketing
Systems as Main
Driving Force
behind Contactless
Chip Technology

This was followed six months later by
ISO 15693; specifying the range to be a
distance of up to approximately one
meter (technical term: “Vicinity”). The
term used for even larger distances
between the card and reader unit is
“long range”, currently defined in ISO
18000. (See Figure 1 for a listing of the
different standards.)

Sales figures and the scale of the associated
projects, show that the largest proportion of contactless chip cards are being
employed in public transport-related
projects, with speed and convenience
being the convincing argument in favor
of this technology. We differentiate
between the two types of application:
check-in-check-out (CICO) - meaning
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Figure 1: The different types of contactless cards

that the passenger uses an eTicket to
check in when entering the mode of
transport, as well as to check out when
leaving, doing so by simply moving the
card past the reader unit.
The advantages of the two control systems are obvious. Firstly, they enable
precise determination and charging of
the number of stops traveled. Secondly,
the transport companies have an accurate means of obtaining an overview of
the extent to which their network
routes are utilized and can optimize
their timetables accordingly. Ticket
machines require less maintenance and
there is no longer a need for handling
cash. A further advantage is that other
applications can be loaded onto the

electronic ticket, such as department
store bonus points, rent-a-car or parkand-ride functions. The value-added
functionality that is possible with cards
of this type, represents the underlying
potential for the introduction of
eTicketing systems.
Developments in recent years clearly
show that eTicketing systems certainly
can, and will, establish themselves in
the market. The best known and largest
project worldwide (with no less than 8
million cards in circulation) is the one
in Hong Kong. Shanghai, Aberdeen,
Tokyo, Perth, London and Brisbane also
have comparable systems that have been
successfully introduced or are in the
phase-in or trial phase.

Interoperability
Preferred
Comparable with the roaming function
of mobile telephones, a desirable feature would be that eTickets for public
transport could be used for travel in
several public transport association networks on a cross-city, cross-time-zone
and cross-fare basis, so to speak.
Given increasing standardization –
especially in forms that enable additional on-board applications – on the
one hand, and constantly falling prices
on the other, this technology is bound
to prove unstoppable in the public
transport sector. And what makes this
an attractive proposition is the fact that
we can all benefit from it.

Advantages of eTicketing
䡲 Convenience and simplicity - The customer no longer has to search through what is in many cases a complex fare
system with various different travel zones, special discounts or timetables. This will all be dealt with automatically.
䡲 Speed – Ticket control using the reader unit upon entering and leaving the means of transport, takes place within seconds.
This means that queues can be avoided.
䡲 Fairness - Users are only charged for the number of stops actually traveled.
䡲 Enhanced attractiveness - The cards offer a platform for a large number of additional applications. This means a further
benefit for the passenger.
䡲 Cost optimization - The public transport operators can optimize their route networks by analyzing the data gathered from
the cards. Operating the ticket machines will likewise be less costly and time-consuming since cash is no longer handled,
and the reduced number of mechanical components ensure a greater ease of maintenance.
This article was first published in its original version in German in the September 2003 issue of CardForum and in English in Smart Card International November 2003.

For more information visit:

www.gi-de.com
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Ticketing

Event Management
gets Smart
Electronic Ticketing via RFID-based Stadium Passes
By Uwe Adamczyk, Product Manager, ACG Identification GmbH

Sports and event stadiums are no longer places where the visitor only goes to watch a match or a
show. The original “come along, see the event, go back home” attitude no longer exists and has
been transformed into a “come along, have some fun, see the event, have some more fun, then
go back home”. In fact, stadiums have become a place where visitors can spend a large part of
their free time, benefiting from the growing number of attractions offered in such areas; conferences, fan (souvenir) shops, restaurants and snack areas, as well as amusement and gaming areas.
Irrespective of the kind of stadium or
event (e.g. soccer, basketball, swimming,
athletics, pop concerts), all event managers
have the same need: a fast, smooth and
problem-free process must be guaranteed (not only for the event, but also
for all the additional activities in and
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around the stadium). To achieve this
aim, stadium management now needs
more than just a simple piece of paper
allowing visitors to enter the area,
which is the one and only function of a
“traditional” entrance ticket. Today,
stadium managers are looking for an

“all in one-solution” simplifying the
handling of events by combining several
functions in one medium: access control,
cashless payment, loyalty programs etc.
The answer to this problem is simple:
the Multi-Application smart card.
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Applications
for a Stadium Pass
based on Smart
Card Technology

time can be saved by the acceleration of
the payment transactions, which leads
to increased convenience for both the
visitors and the employees.

The Multi-Application smart card allows
event managers to combine a growing
number of applications into one medium:
the smart ticket. All the below activities
in and around a stadium can be managed using these smart card based stadium
passes.

Public
Transportation

Electronic Ticketing /
Access Control
Smart cards can be used as electronic
tickets to control access to the actual
event location or even to special areas
of the location (like a VIP lounge).
Furthermore, if the smart tickets are
based on RFID technology (Radio
Frequency Identification, a so-called
contactless technology) the visitors’
handling-time can be accelerated: no
need to introduce a ticket into a reader,
wait for the ticket to be read and for
the release of the turnstile. All operations are hands-free, which reduces
time spent in queues and improves the
level of convenience.
Cashless Payment (e-Purse)
By using smart cards, all payments in the
stadium can be executed in an electronic
and cashless way - no more handling of
cash by the stadium employees and no
need for the visitors to search their
pockets for coins or bank notes. Again,

The use of the smart ticket is not just
limited to the event location itself. An
eTicket for public transport to and
from the stadium can also be integrated
as an additional application to the smart
card. So the fee for public transport can
already be included in the ticket and be
paid directly from the stadium management to the transportation authorities.
Parking Voucher
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Smart Tickets –
the Benefits for
Stadium Operators
As we have already seen, the MultiApplication smart card offers several
benefits to the visitor: reduced queuing, an increase in services available, as
well as a higher level of convenience.
However, the advantages offered to
event managers and stadium operators are
even more numerous.
Benefits from
Cashless Payment
Cashless payment via the Multi-Application smart card offers more than one
advantage to event location managers:

Just like the pre-paid fee for public
transport, a parking voucher for reduced
parking or even free parking can also
be integrated into the eTicket. Visitors
arriving by car consequently get the
same advantages as those using public
transport facilities, and the parking
areas can be managed more efficiently.

䡲 As the cards have to be prepaid
(debit cards) by the visitors, the stadium operators can benefit from
increased cash flow. Because the stadium management receives money
from the visitors before providing
the services, there is a limitation of
the financial risk, as well as a wider
financial scope;

Club Membership Card /
Loyalty Schemes

䡲 As the use of cash is reduced or even
completely removed, the risk of
fraud consequently reduces too. Where
there is no cash, there is less risk of
employee theft;

The smart ticket can also be used for
loyalty programs, especially if a visitor
owns a seasonal card, by allowing the
storage and management of bonus
points. This would enable the visitor to
purchase fan club articles at special
rates, and could also be made available
to the owners of long-term tickets.

䡲 Even the accounting for in-stadium
sales becomes easier, as it is done in
an automatic and electronic way –
no more manual counting of all the
cash after the event.

Figure 1: Contactless smart cards in use at the Bernabeu Stadium in Madrid,
Spain to enter the facility and make cashless payments
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Real-time Information for
Stadium Management
With such a common platform offered
by smart card systems and where the
different applications are linked together
by one medium, the stadium operators
have all the relevant figures available
not only in electronic format, but also
in real-time. Numerous activities can
be monitored and the stadium operators can get an immediate overview of,
for example:

Ticketing

istration), including external preselling, computer cashiers, management of permanent cardholders etc.
The figures and reports based on information collected via the smart tickets
not only simplifies the complete stadium
management and accounting process,
but also makes it faster and more reliable. Furthermore, the whole stadium
concept and marketing strategies can be
adapted accordingly.

Management of the
Stadium Employees
An employee management system can be
based on the same system implemented
for the smart tickets. Restricted areas,
which should be accessible for admitted
personnel only, could be secured, as
well as time and attendance control
implemented in this system and so on.
Improved Marketability
of the Stadium

Increased Security
 The number of visitors - By knowing the exact visitor numbers, stadium management can try to optimize
the number of visitors in the stadium, eliminating problems such as
over capacity or “forgotten”, empty
seats;
 The “mixture” of visitor types Management gets direct reporting
on the representation of the different visitor types (e.g. VIPs, visitors
with seasonal or daily tickets) and
also of their consumer behavior if
the smart ticket is used for cashless
payment as well;
 Different accounting figures - Instadium sales accounting can be
viewed directly in the stadium management systems (direct cash admin-

The Multi-Application smart card
based solution offers a higher security
level than “normal” tickets. Today’s
advanced semiconductor technology
prevents copying or forgery of tickets.
Attractive Medium
for Marketing
and Sponsoring
For special events (such as particularly
rare or one-off concerts), if only a limited
number of cards with a special carddesign is produced, the card could be considered as a collector’s item afterwards.
This makes it an excellent marketing
and advertising platform and offers
opportunities for the negotiation of
sponsorship contracts.

Event organizers who are looking for
the ideal location for their event, have
established criteria these locations must
meet - such as offering a high level of
security, a proven access control system
and a problem-free implementation of all
the in-stadium processes and operations.
Therefore, stadiums using smart card
systems become attractive not only for
the visitors, but also for the event
organizers who must achieve both their
aims: perfect organization, and maximum comfort and pleasure for the visitors.
The utilization of stadiums can be
improved by the implementation of
smart card systems, which add value to
the stadium itself.

Conclusion
From the above arguments highlighting the advantages of a Multi-Application smart card based stadium pass, we can see
that using such a system could fulfil the needs of modern stadiums and arenas, their event organizers and visitors alike, by
providing a common solution for multiple applications. This offers a very convenient technology for all parties involved,
ensuring that return on investment can be achieved even in the short term. It is the opinion of the author, that over the
next few years, all major stadiums will be equipped with this technology.
In the meantime there are several stadiums and arenas where this technology has already been implemented. A few examples of larger implementations are:
▪ Schalke Arena (“Auf Schalke”) - Germany ▪ Bernabeu Stadium - Real Madrid, Spain ▪ Fritz Walter Stadium – Kaiserslautern,
Germany ▪ St. Jacob Park – Basel, Switzerland ▪ Aarhaus Stadium - Denmark ▪ Tirol Tivoli Park – Innsbruck, Austria
If you want to see these systems in action, why not visit one of the above stadiums next time your favorite group or
football team are there!
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Getting Your
Credentials In Order
U.S. Market Update: Smart ID Cards and
Readers Deliver Network Security and Physical
Access Control in a Single Credential
By Jason Schouw,Vice President Americas, SCM Microsystems

The use of smart cards as secure identification credentials is growing in the United States.
Driving this demand is an increased need for greater physical security, along with the requirement to authenticate individuals accessing online networks, often referred to as “logical access
control”. For identity credentials or physical access control, the use of smart cards provides a
significantly higher level of security than either magnetic stripe cards or proximity cards - the
most common solutions in use today. Smart cards are inherently more secure, and can provide
encryption of access codes or mutual authentication of cards and readers when needed.
For identity credentials, the capability
to store public keys or certificates on
the card can make it virtually impossible to duplicate or modify smart cardbased IDs. Other additions, such as
storing biometrics, further enhance the
security of the ID.
In the area of IT security, interest in
using smart cards is certainly increasing.
In order to ensure computer security, a
physical card as well as a password

should be used for access, and any keys
or certificates must be stored outside
the PC or workstation so that they can
be removed. Otherwise, it can be far
too easy for someone else to pretend to
be you.
For these reasons government agencies
and companies are converging on the
smart card as the best solution for identity card requirements, with security
conscious government agencies and

companies in the computer industry at
the vanguard.
At SCM Microsystems, our perspective
is shaped by our extensive involvement
in organizations that are developing the
standards for PC security and smart
cards. We are also a major supplier of
smart card reader solutions to the toptier of OEM and system integrators
serving this application. In the United
States alone, SCM has shipped over 1.5
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million smart card readers for use in
logical access control.
Drawing on our experience, we understand that the impetus to use smart card
technology is most often driven from
the desire to strengthen the security of
an ID credential or to implement a logical access control application. Once a
decision has been made to act on either
or both of these goals, the organization
devotes the funding needed to actually
implement a solution.

Current Use
of Credentials
Although organizations are moving
toward a single ID card for both logical
and physical access control, today that
credential usually carries multiple technologies, due to the fact that most
organizations have an existing physical
access control infrastructure, which is
normally based on magnetic stripe,
proximity or other technologies. While
these technologies are ideal for physical
access control, they are not as well suited for logical access control. Most early
adopters have elected to use contact smart
card technology for network security,
and implement the corresponding
smart card reader-based infrastructure
as part of the deployment (such as in
Figure 1).
Still, no one wants two ID credentials.
To get everything onto one card, the
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most common approach is to put more
than one technology on the ID credential, which is called a hybrid card, or a
multiple technology card. This is typically a single card with a contact smart
chip for logical security, together with
proximity technology or a magnetic
stripe for access control.
The advantage of the hybrid card
approach is that an organization can
avoid changing their existing physical
access control reader infrastructure at the
same time as they deploy their logical
access control system. The disadvantage,
of course, is that the credentials can be
considerably more expensive if they
carry two or more technologies.
A solution that is gaining popularity, is
the use of contactless smart card technology. While still in the early stages,
this may be a good way to achieve both
secure logical access and convenient
contactless physical access, using a credential with only one technology.
Another consideration that significantly
affects the implementation choices and
priorities is the type of organization.
Although all organizations making the
change to smart cards aim to eventually
achieve both physical and logical access
control, the emphasis tends to be on
one component or the other, depending on whether the organization is in
the public or private sector.

The U.S.
Government Leads
the Way

Figure 1: SCM Microsystem’s Secure PINpad
reader SPRx32 provides
protection for PIN codes
in smart card based
authentication programs
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In government agencies, there is a real
sense of urgency to strengthen the
security of credentials. Another goal is
to establish mutual acceptance criteria
of identity credentials issued by different agencies. In many cases agencies are
using new government smart card
interoperability standards (GSC-IS) for
issuing an employee badge or ID and
combining physical access, online access
and in some cases biometrics on the
same smart card-based credential. In
commercial organizations, however, the

Figure 2: SCM Microsystem’s SCR331
reader deployed by the
DoD for its Common
Access Program

driving force shaping technology and
implementation choices is more likely
to be logical access control. The two
applications described in this article
(government versus corporate) help to
clarify this contrast.
Common Access Card
The Department of Defense (DoD)
Common Access Card is one of the
most advanced programs in the United
States. A smart card serves as the standard identification and physical access
credential and is is also used for secure
authentication and network access (see
Figure 2).
The card is issued to active duty military, selected reservists and National
Guard, DoD civilian employees and
selected DoD contractors. By the end
of 2003, the DoD issued 3.5 million
smart cards, well on the way to the
4 million goal expected to be achieved
by early 2004. They have deployed an
issuance infrastructure in 900 plus sites
in more than 15 countries around the
world, and are in the process of rolling
out more than 1 million card readers
and the associated middleware.
Other Government Projects
Several other U.S. government agencies
are also using smart ID cards, including
the Departments of Interior, Treasury,
State and Homeland Security. There is
also a policy and project to standardize
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on a common ID card for the entire
U.S. federal government, built on existing
standards and programs.
The United States is testing smart card
technology for the Transportation Workers
Identity Credential (TWIC), a card that
would eventually be used by up to 12
million individuals working at the nation’s airports, train stations and sea ports.
The United States is also at the forefront
of working with other countries to
incorporate contactless chip technology
into passports. By putting features like a
signed digital image of the individual’s
photograph onto the chip, authorities hope
to make passports extremely difficult, if
not impossible, to alter or duplicate.

Computer
Companies Lead
Corporate Users
In the corporate world, Sun Microsystems is leading the way with a very
advanced program where logical access
control is essential to their entire networking and system implementation.
“At Sun Microsystems we created a
new smart card solution for network
security and physical access control
called Java™ Badge,” says Chris Saleh,
marketing manager and program manager for JavaBadge. “We've re-badged
every Sun employee in the United
States and we're on track to finish all
35,000 employees worldwide in 128

countries by July. The cards also have a
magnetic stripe for access control today,
and Mifare Type B proximity we plan
to use for access in the future. We chose
a Java card because it offers the important advantage of being able to
dynamically add applications in the field
in real time.”
Although one of the applications of the
card is building access, the main reason
Sun moved to smart cards was to implement logical access to the company's
network using Sun Ray™ appliances,
the thin clients deployed at Sun.“We have
flexible offices for 25,000 employees,
meaning you do not always work at the
same office,” says Saleh. “Sun Ray delivers IT services in a very cost effective
manner because all sessions reside on
servers. The smart card is the key to the
system, because it lets people bring up their
own sessions and user environment.”
“For example, say you want to leave for
the gym. You pull out your JavaBadge
from the Sun Ray™ appliance, which
powers down to save energy. When you
return from the gym you go to another
office and use your card to get your
session back up again. Once you insert
the JavaBadge into the appliance it
powers up, gets your personal session
from the Sun Ray appliance and takes
you right back to your personal session
where you left off. Sun calls it “Session
Mobility” which is being able to carry
your user environment from one area
to another,” explains Saleh.
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“We're entering a new phase with
JavaCard to issue certificates on smart
cards,” says Saleh. “We'll have three
applications secured by PKI: authentication/single sign-on, signature and
encryption for secure email transmissions. For the highest levels of security
we want dual factor authentication what you have and what you know.
The card is what you have and the PIN
is what you know in order to log in to
services. Down the road, maybe we'll
use a three-factor authentication with
the addition of biometrics.”
As well as using cards with the Sun Ray
appliance, there were many other reasons for Sun to choose smart cards.
“It's technically safer to store PIN and
key information on smart card hardware tokens rather than on a computer
hard drive in some server room. It
eliminates the inefficient use and inherently weak security of passwords. We
were motivated to go to smart cards for
legal reasons too. To move commerce to
the Internet we needed a robust system
that offers non-repudiation, and Europe
dictates smart cards and PKI to achieve
this. Finally the smart cards enabled us
to consolidate four or five credentials
into one card,” states Saleh.
“The user reaction is extremely positive. The consolidation of cards, not
having to remember passwords, mobility and increased sense of security are
huge pluses and convenience for them.
We are a big proponent of smart cards,”
he concludes.

Conclusion: A Smart Future
The Smart Card Alliance (a not-for profit, multi-industry association working to accelerate the widespread acceptance of
multiple application smart card technology) estimates that there are now about 5 million smart cards being issued in the
United States for logical or physical access control. With that many cards deployed, the necessary readers, middleware and
PKI solutions are clearly at the stage where they can be deployed widely and in large numbers. Certainly inside the federal
government, the trend to use smart cards is well established and growing.
While the private sector is less advanced in the number of implementations, the leaders in the computer, security and technology industries are among the early adopters. As they are the companies that best understand all of the issues, as well
as the alternative technologies, it is telling they are largely opting to use smart cards internally. Their influence is likely to
filter into other sectors over time.
The constant headlines about network security and the need for more secure online authentication of identities makes it
clear that the future of using smart cards as secure identity credentials in the United States is very promising indeed.

For more information visit:

www.scmmicro.com
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Trusted Computing

Solving
Real World
Problems

䡲 Manageability at a network level so
that IT managers can efficiently and
cost effectively administrate an enterprise network;
䡲 Manageability at a client level for
individuals, so that users effortlessly
utilize trust and security solutions on
the desktop.

Wave Systems Partners
with PC Ecosystem to
make Trusted Computing
a Success

Trusted Computing
and Developers

By Brian Berger, Senior Vice President Business Development &
Marketing, Wave Systems Corp.

The major suppliers in the personal computer ecosystem are
now a part of an important industry effort that is rapidly gaining momentum – aimed at making computers more secure.
The hardware platform with secure software, rather than software-only solutions, is seen as the most effective combination
to leverage security options that are effective and useful to PC
users in an enterprise.
Major Players
Giving Trusted
Computing
Momentum
To make this opportunity a reality,
industry leaders have banded together
to form the Trusted Computing Group
(TCG), an organization dedicated to
embedding trust and security more
broadly into computing platforms and
devices. Membership includes global
leaders AMD, HP, IBM, Intel,
Microsoft, Sony, and Sun Microsystems.
The organization continues to grow and
now numbers more than 30 members
from nearly every corner of the globe.
Wave Systems and its partner, Infineon
Technologies, are original members of
the TCG.
The TCG organization has defined a
semiconductor device known as the
Trusted Platform Module (TPM) to serve
as a root of trust for secure activities on
enabled platforms such as PCs.
Infineon is the manufacturer of a leading TPM solution - the Ready-To-GoSolution.Wave Systems is a leading inde-
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pendent software developer, and offers
the EMBASSY® Trust Suite portfolio of
software services and infrastructure,
which uses TPM resources, to deliver
hardened security solutions to users.

Wave’s Strategy
of Manageability
Everyday experience shows us that products and services that are unnecessarily
complex and difficult to use will ultimately fail in the marketplace. Wave
Systems believes that in order for Trusted
Computing to be truly successful, computing platforms must offer security
solutions that are perceived to have
value, be simple to enable, work on any
enabled machine, and be easy to use
day in and day out.
Wave is focusing on delivering manageability to three levels of the security
and trust marketplace:
䡲 Delivering on a strategy to make it
easy for developers to create exciting
new applications;

Wave believes that the ecosystem must
effectively address the need for software
developers to more productively support
this emerging market. To focus on this
opportunity, Wave is making tools and
middleware available that enables third
party developers to easily integrate
their applications with TCG-compliant
PC platforms.
Wave’s tools allow software developers
to provide TPM-based functions through
its advanced functions and middleware
capabilities. Wave’s developer products
allow a software developer to write a
TPM aware hardware-based program that
will run on a TCG-compliant trusted
platform.
Thousands of independent software
developers have created PC security
products that use standards-based services for security capabilities. Now these
developers can be made even more
productive by addressing the emerging
Trusted Computing market using the
Wave developer products.

Manageability
for Enterprise
Networks
When a trusted platform is enabled, it
creates secrets. These secrets protect the
confidential information and are typically called “keys”. For Trusted Computing to have greater adoption and
deployment, products are required to
back-up these keys and move these keys
from platform to platform based upon
the key “owner’s” request.
Fundamental issues are routinely lost to
a user or administrator, such as when
the keys and secrets are held within a
secure platform, or, in the case of hard-
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ware failure, the recovery path and
capabilities of the platform.
Wave has developed the EMBASSY Trust
Server architecture to address such
common infrastructure concerns in the
emerging Trusted Computing marketplace. Wave’s trusted server products
provide two primary and vitally important functions to enterprises that deploy
TPM platforms. The first is backup and
migration of TPM created keys, and the
second is to ensure that a network is
communicating with keys generated
from a trusted platform.
The EMBASSY Trust Server architecture
includes Key Transfer Manager (KTM)
and Attestation Credential Manager
(ACM) – essential enablers for managing and determining authenticity of
trusted platforms.
Key Transfer Manager
There are millions of trusted computers
in business networks today. These computers are secured by TPMs, and keys
stored within the TPM hardware protect
user data. These keys are secured by
hardware and thus are not easily accessible.Yet the keys must be recoverable if
the hardware fails or if the user’s configuration is moved to a new hardware
platform – both are potentially common
occurrences. Traditional backup mechanisms, which consist of backing up only
the contents of the drive, are not able

to recover the keys stored on the TPM
or data encrypted by these keys.
Backup mechanisms provided by computer manufacturers are limited in terms
of manageability, usability and security.
To address these limitations, Wave’s Key
Transfer Manager facilitates the backup
of TPM keys for a restore operation to
the same TPM platform or a new TPM
platform. The Key Transfer Manager is a
“one-click” client and client serverbased solution delivering the secure
remote archival of sensitive keys and
secrets that have been established with
migratable permissions. Retrieval of the
archived information requires authorized
access based upon security policies
established at the initiation of the
archival process.
The Key Transfer Manager offers
advantages beyond currently available
solutions, by giving the user and IT
manager an uncomplicated way to
ensure protection. By allowing IT
administrators to have control over the
backup and security of the data, businesses are satisfied that TPM-secured
intellectual property assets are both
secure and recoverable (see Figure 1).
Attestation Credential Manager
Another critical issue in any network is
the authenticity of each authorized
platform. While digital certificates
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establish electronic credentials for
secure information exchange, the TCG
has identified a type of digital certificate called a TPM Identity Credential.
The TPM Identity Credential asserts
that a trusted third party has authenticated a key as originating from a
genuine TPM platform with a unique
purpose to cryptographically verify the
authenticity of a TPM-based platform.
A TPM Identity Credential may be
used to certify a second set of keys that
provide assurance to applications and
services for extended trust features
under the control of the owner and
user. This process creates a Certified
Credential that increases the level of
trust, access control and policy management for individuals, enterprises and
business-to-business infrastructures.
These credentials can be used by applications requiring enhanced security
ranging from secure email to corporate
access control or authorization for
transactions. TPM Identity Credentials
allow applications to vouch for the
trusted state of the TPM platform and
keys to allow access to sensitive information and for engaging in binding,
authorized transactions while maintaining user privacy.
Wave’s Attestation Credential Manager,
which conforms to the latest TCG
specifications, provides capabilities for
any application to ensure that it is
transacting with a trusted platform. The

Figure 1: The “Building Blocks” of the Key Transfer Manager

41

Application Focus

Attestation Credential Manager acts as
a trusted third party to issue credentials
to trusted platforms that applications
can verify as coming from a trusted
source. Additionally, revocation checking and certificate validation ensures
that the credentials are valid. This is a
critical service for IT executives managing trusted platforms (see Figure 2).

Manageability
For Users
For clients, Wave has developed the
EMBASSY Trust Suite as a set of secure
services that introduce individuals to a
set of high-value applications that can be
used intuitively and simply. EMBASSY
Trust Suite is integrated into the
Microsoft Office® environment and is
engineered to deliver a variety of PCrelated productivity tasks in an intuitive,
easy-to-understand format.
As part of an introductory set of services, Trusted Computing users have
access to Wave’s Document Manager
Vault. The easy-to-use vault, integrated
with Microsoft Office, protects against unauthorized access from network snoopers
and hackers. The vault provides document encryption, decryption and clientside storage for documents. Documents
are securely stored and easily accessible
to the authorized user. The vault also
allows multi-user functionality for an
optional shared capability.

Trusted Computing

form that requires a signature. Smart
Signature includes a Wave certificate and
signing keys generated by the TPM.
Also included is a platform registration
capability for storing and recovering
trusted platform registration information and simplified backup and restore
capabilities for the user or IT manager.

Manageability is
Key to Trusted
Computing Success
Wave is transitioning its many years of
research and development in security
applications and trust infrastructures to
develop this growing portfolio of embedded security solutions for the Trusted
Computing market. We are focused on
the standards-based approach to hardware-based Trusted Computing, while
striving for leadership by delivering
Trusted Computing applications, services
and infrastructures across multiple
trusted platforms.

With the emergence of the TCG-driven
market opportunity, Wave is focused on
working with its colleagues in the PC
ecosystem - leaders like Infineon Technologies - to deliver the EMBASSY Trust
Suite of TCG-capable applications and
services. We believe the Trusted Computing opportunity will result in a
global embedded base of secure personal
computers, PDAs and digital phones;
first in the business environment, and
later rolling out for use by consumers.
This framework will be used by stakeholders in all markets seeking solutions
to the ongoing challenges of user identity and authentication.
But for all of this to be realized, we
believe seamless and relatively simpleto-use solutions must be made available. Wave is delighted to be working
with Infineon Technologies to help
make this a reality; for developers, IT
administrators and end users, from the
network to the desktop.

Users can access a Private Information
Manager, which uses the TPM functionality to securely and efficiently
store user information, such as user
names, passwords and other personal
information. The Private Information
Manager intelligently retrieves login information for simplified Web login and automatic form-fill capabilities. The Private
Information Manager’s data is stored
using the TPM’s security features and
can be moved securely from machine to
machine.
An additional application is the Smart
Signature capability, an Adobe Acrobat
plug-in solution that is ideal for contracts
or any other customized document or
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Figure 2: How the Attestation Credential Manager works

For more information visit:

www.wave.com
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Smart Cards

Would you Trust your
Confidential Data to a
Washing Machine Processor?
By Marcus Janke and Dr. Peter Laackmann, Infineon Technologies AG

The Central Processing Unit (CPU), acting as the heart of every smart card also has a crucial
impact on all areas of device security. As recent headlines show, the use of standard architectures
(normally used for non-security microprocessors), can have catastrophic side effects.
The CPU from
an Attacker’s
Standpoint
The CPU in a smart card works as the
central unit, where the software stored
in the card’s memory is executed. This
being the case, the commands are first
fetched from the memories, and then
processed step by step, with data
(including secrets like keys or confidential messages) being read, modified and
re-written at the same time.
Due to this central functionality, the
CPU can serve as a valuable target for
attackers, whose main purpose is the
production of falsified cards or socalled emulators. Bogus cards, especially
in the sector of pay-TV access, are
common on the gray or black market
and are widely distributed and used. It
has been demonstrated that the effort
needed to generate a bogus card is
highly dependant on the type of CPU
that is used in the original card.

Ways to Falsify
a Smart Card
Three steps have to be taken to generate a
bogus card. First, the attacker must learn
details about the original hardware and
software. Then in the second step, using
this knowledge, the attacker must discover
weaknesses to spy out or reconstruct the
software code of the original, introducing
small modifications. In the third step the
attacker has to choose a freely programmable
smart card to program with his own software code.
At first glance, the variety of security
features offered in the datasheets of
today’s security controllers, give the
impression that such attacks are feasible
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only with extreme effort. But this
impression can be deceiving, as the
following example clearly shows.
A few months ago, the appearance of a
small blue smart card, the “Titanium
Card” (shown in Figure 1), which can
be freely purchased in satellite accessory
shops and over the internet, caused
havoc. Also available was a complete
development kit including sample programs, programming software and even
some ready-to-use pay TV emulation
software for six different access systems
being freely distributed over the internet – which could be programmed onto

Figure 1: “Titanium Card” –
through for pirates?

the card even by an engineering novice.
Unlike the smart card industry, hackers
have praised these new devices for
encouraging counterfeiting opportunities. How could this have happened?
A deep knowledge of a system’s architecture and functionality is of utmost
importance for an attacker, as well as
the occurrence of security weaknesses
within the system. Once a hacker is
familiar with both the hardware and
software, they are able to orientate and
detect weaknesses in both parts of the
whole system. If, in addition, they can

be sure that the hardware core contains
standard components (such as a standard
CPU from a non-security processor) the
next steps are easier. Unfortunately, the
use of standard CPUs, descended from
processors used in washing machines,
telephones and toys, are still common
for many types of smart cards.
Both the architecture and the functionality
details of these CPU cores are normally
very well known within the engineering
community, as well as data, schematics
and even complete development toolkits,
which, in many cases, are freely available.
In the smart card industry some of these
CPUs are (despite
the obvious security
problems) still popular. The primary
reason for this is
that the complete
development of dedicated, proprietary
security CPU cores
costs a large amount of money and
time for chip manA breakufacturers. But this
potential cost saving
advantage sometimes turns out to be just as elusive.
For an attacker, the use of a standard
CPU core in a smart card quickly turns
out to be an advantage. They can use
common knowledge to perform a quick
orientation to find problems and learn
from publicly available information on
standard devices. Analysis of both hardware and software is easier - the software functionality is easy to understand, as well as the details of the
processor action in the device. Both
insights form the basis for an effective
attack against an original smart card.

Smart Cards

Additionally, the developed attack can
be practiced to perfection on standard
chips, without the risk of destroying
valuable original cards.
Once the software of a card has been
extracted or reconstructed, attackers are
normally forced to modify the program
code for their specific needs; for example they would expand time limits,
change keys, or allow user updates. For
this, they utilize software tools such as
dis-assemblers to change the program’s
raw data into understandable commands, compilers to generate program
code from programming languages,
and assemblers to re-build smart card
specific software code for the bogus
card.
Finally, a suitable, freely programmable
smart card is needed for programming
with the attacker’s new pirate software,
turning the blank card into a bogus
smart card. Therefore, it is important
that all software commands that are
available on the original card are also
running properly on the blank card – once
again the use of a standard core in the
original turns out to be an opportunity
for attackers.Today, a complete evolutionary chain of these freely programmable
cards can be found in the market.

core which turns out to be very interesting for attackers. Only days after the
appearance of this product, the first
software, including a complete development software kit, encryption and test
programs, could be found on freely
accessible internet download servers.
Shortly afterwards, several downloadable
files, including software for six different
pay TV access systems, could be found.
The reaction of the hackers (found in
newsgroups and forums) showed that they
judged the new cards as a real “breakthrough” - for the first time some basic
security features of a smart card would
protect the hackers’ needs, preventing at
least “schoolyard attacks” which would
minimize the pirates’ profits.

A Pirate’s
Curse?

How to Combat
CPU Attacks

Paradoxically, one problem seems to
remain for the pirates offering readyprogrammed bogus cards: their own
poor security against attacks. It soon
becomes clear that the pirates also have
to cope with the same security problems; if the cards they are selling are
not protected against copying, soon,
secondary copies are produced. As a
matter of fact, the “Funcards” (as shown
in Figure 2) can be copied with simple
equipment to yield duplicate bogus
cards, so that the pirates themselves end
up only selling minor card quantities.
A few months ago, for some attackers,
the dream of the “secure pirate card” at
last became a reality. In many satellite
accessory stores and internet shops, a
new freely programmable smart card
was on offer. The blue colored card
contains a security controller with a

The process from “washing machine
processors” to pirate cards is a reality
today, which will lead to significant
consequences in the smart card industry.
As the mechanisms and principles of
such attacks have been known for years,
Infineon Technologies only uses proprietary secure CPU cores. These CPUs
are developed inside a certified security
environment directly at Infineon. Of
course, security does not come for free;
so vast efforts are put into the development of these proprietary modules. But
a “security return on investment” shows
up clearly after a fairly short amount
of time: the learning process of the
attackers is effectively reduced and
hindered. The range of CPU commands
is chosen as an optimum balance
between customer needs and proprietary development.Therefore, an attacker
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Figure 2: Different versions of the illegally used
“Funcards” – freely programmable smart cards
with standard cores

would face major problems in transferring a smart card program for an
Infineon security controller to a standard
microprocessor. Finally, the internal
CPU functionality is – due to the fact
that the CPUs are specially designed
for security needs - much different
from publicly known architectures. In
addition, over 50 security features in
several defense lines are used against
attackers, who are always willing to
continually make new developments for
their pirate cards.
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Smart Cards

How Good Are
Your Connections?
By Guntram Laude, Head of Development, Novacard

Even though dual interface technology has been available for
some years now, it seems that there is still a problem regarding
the reliability of the electrical connection between the antenna
and the chip module. Whilst researching this particular problem, companies have developed and implemented a variety of
connection techniques. However, no one could claim to have
found the ideal solution – until now.
Despite intensive efforts to adapt innovative technologies used elsewhere in
the electronics industry, there has not
been a really successful concept that
can be evaluated so far. Whether the
concept has included anisotropic conductive foils (ACF), isotropic conductive adhesives (ICA) or the use of
piercing particles in combination with
non-conductive adhesives (NCA), they
all have one thing in common: they do
not create a metallic connection (i.e.
the kind of electrical contact is not a
material-coherent connection, but only
the touching of metallic interfaces, held
in position by an adhesive matrix).

Touch is
not Enough
What makes it so difficult to ensure the
longevity of such a connection within a
smart card? An electrical connection based
on the touching of metallic interfaces,
only works if this condition can be permanently fixed in place, requiring a
contact zone hermetically sealed against
environmental and mechanical influences. However, this condition cannot
be fulfilled, as the materials normally
used in card production are not chemically inert. In addition, there is an
enormous mechanical stress applied on
the card during its use.
Due to the constant micro-roughness
of the contact areas, few current paths
can naturally be established and this
leads to significant problems during the
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production process of the cards. The
specific parameters of the adhesive
restrict the process window and a quality
evaluation of the connection becomes
nearly impossible. This is due to the
fact that the direct view to the product
is obstructed and the process has to be
led by indirect parameters.
Of course, under optimum conditions a
usable connection is possible. But even
slight deviations from such conditions
increase the risk of an undetected
process window exception. The connection generated in this way is now
exposed to a variety of stresses during
the use of the card. Bending and torsion of the card itself creates lateral
movements in the contact area, which
leads to a wide-area inclusion of
humidity. This in turn causes corrosion,
which creates non-conductive impurity
layers in the contact area. And if further
problematic effects, such as the negative
swell behavior of the adhesive matrix
or non-compatible thermal expansion
coefficients also occur, the failure of the
connection becomes inevitable.

The Solution
Only a material-coherent connection,
generated by welding or soldering, is
mechanically stable, and to the greatest
possible extent resistant to climatic
influences. In the process developed by
Novacard, two small holes on the back
of the card allow direct access to the
antenna contact areas. Here, tools can

For more information visit:

www.novacard.de

be inserted and with the help of laser
heat energy they can be directly coupled
into the contact area. A variety of
procedures is possible, but the favorite
is welding, as this can be done with a
high degree of control. During the
process a special tool welds the antenna
material directly to the contact areas of
the chip module. The overwhelming
advantage of this process is the control
that can be exercised by the engineer:
the connection can be evaluated using
visual criteria.

A Sign of Reliability
Once the electrical contact has been
established the two holes have to be filled.
This is possible using different adhesives, as
well as specially formed pellets, which can
later be dyed so that a high quality surface is
created. Not that you wouldn’t see the
former holes - but they will remind you that
you obtained a highly reliable smart card!
Novacard is an innovative card manufacturing company specializing in
the production of smart cards, contactless cards, dual interface cards
and high quality plastic cards. But
not all projects have involved standard cards. Novacard has dealt with
very special card projects such as
the integration of finger tip sensors, Batteries, Displays or Keypads
into cards.
This has provided Novacard with
invaluable experience in joining
together different technologies and
embedding complex electronic
components. A good example of
this is the finger tip SensorCard.
Novacard is still the only chip card
manufacturer able to provide its
customers with integrated finger
tip sensors embedded into the card
itself.

Within the Trust

®

Protect your System
with a Cherry (Keyboard)
Introducing the 14000 series
FingerTIP™ ID Board with
integrated fingerprint sensor, USB
hub and PC/SC smart card reader
The 14000 series keyboard from Cherry is equipped with an integrated Infineon fingerprint sensor (G83-14100), and can also
be used in conjunction with an Omnikey smart card reader
(G83-14000) for extra security. This combination provides an
opportunity for a host of new application areas in the fields of network access, file protection and encryption of data by biometrics.
The keyboard is fully USB-compatible
but with an extra driver it can also be
used on Windows NT 4.0 computer
systems. The 14000 series has a buspowered hub with integrated keyboard
functions, a fingerprint sensor module
and smart card reader. There are also
two downstream ports available on the
back of the keyboard for connecting
any extra equipment required.
The keyboard permits access to confidential data in computer systems after a
precise and positive examination of a
user’s fingerprint - thereby drastically
reducing the use of passwords and the
associated administrative costs. The keyboard is particularly suitable for work-

ing in network and banking environments, and for other applications that
require a high level of security access.
With the G83-14000 keyboard model,
it is also possible to use a smart card for
multi-factor authentication. Fingerprint
data should always be stored on an independent storage medium (for example a
smart card) rather than on the PC’s
hard drive and so this system is better
protected against access by hackers.
The keyboard is available with “ID
Device Software” which allows operating
system logon under Win 98/ME/NT/
2000/XP, file encryption with Office
2000/XP and password replacement for

applications such as MS Outlook,
WinZIP, Lotus Organizer, Star Money
etc. This software can also be used for
the Siemens ID Mouse Professional,
which Cherry has recently acquired
from Siemens.
To enable integration in applications,
there are two SDKs available; the
Bromba
SDK
(former
Siemens)
(www.bromba.com) or the SDK from
Precise Biometrics (www.precisebiometrics.com).
䡲 Cherry GmbH is one of the leading suppliers in the high-tech sector.
Our keyboards, electronic modules
and assemblies ensure more safety,
ease of operation and reliability for
data input systems, electronic assemblies in household appliances, industrial applications or the automotive
sector.
䡲 With production sites in Europe,
America and Asia and sales offices
and marketing partners in virtually
every country in the world, Cherry
can fulfil the interests of its customers directly.
䡲 Cherry is known for its groundbreaking solutions for keyboards, with
additional options available such as
freely programmable function keys,
bar code magnetic card readers,
smart card readers/writers and biometric technology for access control
by fingerprint.
䡲 Cherry offers keyboards to read
health insurance cards, customer
cards, credit cards, EC cards, electronic cash cards, electronic signatures
for home banking and other smart
card applications. Our security keyboards have integrated fingerprint
sensors and smart card readers for
security applications such as digital
signatures in accordance with the
signature law, access control, computers and networks and secure
home banking using smart cards,
data encoding and secure payment
procedures in the internet and PKI
infrastructures.

For more information visit:

www.cherry.de
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OpenPGP Smart Card The Signature Card for Everyone
New Features
䡲 Log-In to PCs (local and server);
䡲 Tools for network administrators;
䡲 URL to your public keys on card.
Technical Features
The OpenPGP smart card specification
is compliant with ISO 7816-4 and -8.
The smart card application is compatible
with the OpenPGP standard (RFC2440)
and registered by FSF Europe e.V.
Implementation by PPC Card Systems
GmbH has the following advantages:

Gnu Privacy Guard (GnuPG)
䡲 GnuPG is a full implementation of
OpenPGP, the standard that extends
PGP (Pretty Good Privacy), the defacto standard for cryptographic tools
on the Internet;
䡲 GnuPG is Free Software. It can be
freely used, modified and distributed
under the terms of the GNU General
Public License;
䡲 GnuPG was funded by the German
Federal Ministry of Economics and
Technology (BMWi);
䡲 GnuPG is available for Windows,
Unix and Macintosh. The software is
freeware, even for commercial use;
䡲 GnuPG is the first software that supports smart cards according to the
OpenPGP smart card specification.

Advantages
of the OpenPGP
Smart Card
More security
䡲 Private keys are no longer
stored on unsecured devices
(disc, hard disc etc.);
䡲 Private keys are stored on a secure
smart card with PIN protection;
䡲 No opportunity for viruses,
trojans etc. to read your keys.
Mobility
䡲 Your keys are always with you;
䡲 Easy usage on different
PCs in companies, hotels or
internet cafes;
䡲 No need for installing your keys
on other equipment.

䡲 3 independent 1024 bit RSA keys
(signing, encryption, authentication);
䡲 Key generation on card and/or
import of existing keys;
䡲 Signature counter;
䡲 Data object to store a URL to access
the full OpenPGP public key;
䡲 Data objects for card holder name
etc.;
䡲 Data object for login specific data;
䡲 Length of PIN between 6 and 254
characters; not restricted to numbers;
䡲 T=1 protocol; compatible with most
readers;
䡲 40mm * 10mm sized signature panel
for card holder name or personal
number etc.;
䡲 Specification freely available and
usable without any constraints;
䡲 Reasonably priced.
For more information go to:
www.gnupg.org
www.g10code.de

PPC Card Systems, founded in 1989, is a leading full service company for various applications in banking, e-commerce,
e-government, health, GSM, transport, loyalty and security.
The headquarters is located in Paderborn, Germany with a production site in Groningen, Holland.
PPC is certified by VISA, MasterCard, Diners, GeldKarte and health insurance card to the level of DIN EN ISO 9001: 2000.
PPC offers a full range of services: planning and advice for the creation of the layout and smart card applications,
printing, processing chip implantation, personalization and production of PIN-letters and the dispatch by our own Lettershop.
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For more information visit:

www.ppc-card.de
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Trusted Logic Launches jTOP™
The New Family of Secure Java Card™ platforms
Trusted Logic has recently launched jTOP (Java Trusted Open Platform), its new family of highly
secure and flexible Java Card platforms for smart cards.
The jTOP family of platforms is currently
available in three market flavors:
䡲 Banking - with VSDC/PSE
application packages, and enabling
public key cryptography;
䡲 ID and Transport - with type A/B
contactless interfaces,
also featuring PK cryptography;
䡲 GSM - with WIM application
and logical channels, giving
it true multi-application power.
Having previously pioneered the development of highly secure components for
smart cards, the natural next step
for Trusted Logic was to leverage this
expertise to create a complete platform.
The platform should incorporate the
widely acknowledged secure components (including the still unchallenged
On-Card Verifier) with the objective of
meeting the growing market need for a
Java Card platform that is both highly
secure and quickly configurable.

security of mechanisms built into the
system (built-in integrity and confidentiality mechanisms, integrated cryptographic libraries, etc.), and the extra
security of carefully designed components of the system (Defensive Virtual
Machine, On-Card Verifier, etc.).

Flexibility
jTOP has a modular architecture, which
makes it easy, not only to upgrade to
new versions and adapt to new markets,
but more importantly, evolve without
losing all previously developed and
validated interfaces. jTOP is also
designed to allow the secure co-habitation
of native applications, thereby facilitating

Future Plans
jTOP platforms incorporate security
and flexibility together with some other
unique features (such as the On-Card
Debugger), without increasing the
complexity of the platform, and their
performance is on a par with the best
in the market. The jTOP family offers
a range of necessary improvements
vis-à-vis other market platforms – top
quality products that reduce problems
and errors.
The challenges for Trusted Logic in the
course of 2004 will be the preparation
of jTOP for Common Criteria
EAL4+/EAL5 certification.

“Trusted Logic is operating a strategic
move, from the delivery of standalone
components to the supply of a full-blown
platform.With our security achievements
and innovation capacity, jTOP is well
equipped to withstand the competition.
We need to be where the market expects
us to be,” says Dominique Bolignano,
President and CEO of Trusted Logic.
Two features in particular distinguish
jTOP platforms from other Java Card
platforms in the market: their high level
of security and their flexibility.

Security
Security was not added as an extra feature:
jTOP platforms were designed to
encapsulate security from the very foundations. Hence, these platforms can
offer two-fold security: the intrinsic

partnerships on multi-purpose operating
systems. Finally, jTOP offers dynamic
ROMizing: a unique feature allowing
quick and easy integration of new
Java Card applications into the ROM
code. Besides the obvious benefits of
saving on expensive EEPROM and integration time, this feature also allows
jTOP users to hold onto previously
obtained certifications when adding the
new application.

The Common Criteria certified jTOP
should re-inforce jTOP’s attraction
to the high-end banking segment,
which increasingly requires EAL4+
certification of its products.
With jTOP and its associated market
flavors, Trusted Logic can now offer its
unique security and Java expertise to
cover the complete range of Java smart
card requirements.

For more information visit:

www.trusted-logic.com
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Running Commentary

Chips with
everything please!
It is with alarming regularity recently that I have found myself
with a sharp pair of scissors in one hand and a credit or debit
card in the other. To any casual observer the sight of me standing over the bin chopping up my cards would surely indicate
that my spending must have spiraled out of control, forcing me
to take drastic action. But that’s not the reason. In fact, it is
because most of my card issuers have decided to send me a
shiny new card with an embedded smart chip.
I’m not alone. Recent figures suggest
that in the UK, eight million EMVbased smart cards have been issued since
October last year. This equates to
approximately one in six cardholders.
Meanwhile five of the UK’s biggest
issuers had started issuing chip and
PIN-enabled credit and debit cards by
January and 100,000 businesses had also
switched over to the technology, including restaurants and small shops.
The statistics don’t stop there. It seems
that card cutting could soon become a
national past time as the UK target for
the end of 2004 is a total of 36 million
cardholders with chip and PIN cards
and 440,000 businesses. Many other
European countries are following apace.
The introduction of the EMV specification by Europay, MasterCard and Visa
came at a time when fraud was spiraling out of control, primarily due to the
severe security problems surrounding
magnetic stripe technology which can
easily be copied. Now EMV migration
deadlines are looming large (January
2005 in Europe) and this is why it is
the topic on the tip of most smart card
executives’ tongues.
Inevitably with so much at stake it is
rare to find a bad word spoken of EMV
technology, but it is important to realize
that the program has not been without
its critics. In particular there have been
many upset retailers complaining at the
cost of the switch-over to smart card
technology. Meanwhile, a rise in other
types of fraud, such as card not present
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fraud threatens to take the gloss off the
cardholder present fraud figures, which
will be sure to drop once the entire
infrastructure has made the switch. (A
similar domestic PIN-based system for
debit cards in France saw an 80%
reduction in fraud since its introduction ten years ago.)
Regardless of the politics, the fact that
EMV technology is taking off, is beyond
doubt. How quickly it is able to penetrate other world markets is less certain.
(The USA in particular appears to have
no appetite for such cards, preferring
instead to focus on alternative payment
methods, such as fast and easy contactless
technology – see articles from MasterCard and Visa earlier in this issue.)

Wallets talk
No doubt as statisticians pore over
smart card shipment figures and try to
assess drivers for the future, they will be
able to come up with some reasonable
‘guesstimates’ as to where the industry
is headed.
Statistics have never been one of my
strong points, however. So while considering the smart card industry’s direction myself recently, I came up with a
new, albeit less scientific, method for
measuring change and likely future
direction.
Putting aside all thoughts of exponential
growth curves and sophisticated forecasting techniques, it is my belief that
the wallet in your pocket is as good a
yardstick as any.

Consider a person’s wallet as it might
have appeared five years ago. It would
have been stuffed full of magnetic
stripe-based bank cards, phone cards,
old underground tickets, one or two
loyalty cards and a crumpled photograph of your nearest and dearest.
So what is in my wallet today? Yes the
bank cards are still there; but they are
rapidly being replaced by EMV smart
cards. Phone cards – how quaint! One or
two loyalty cards have become four or
five, while underground tickets were
recently replaced with my new Oyster
smart card for travelling in London. As for
the photograph? That is now the screen
saver on my mobile phone! Add to these
my new corporate ID card and a driving
license card and that completes the set.
Now let’s take a look at what the
experts are saying. Eurosmart, one of
the smart card industry’s leading associations, recently released its findings on
the industry. It reports that memorybased telecom cards (essentially phone
cards) have fallen from 950 million units
in 2002 to an estimated 850 million
cards in 2003. The financial/retail/loyalty
sector is forecast for 25% growth in
2004 to reach 235 million microprocessor-based cards, while transport and
corporate security cards will see 30%
and 35% growth in microprocessor
cards respectively. (So the wallet method
and expert forecasts seem to tally!)
By the end of 2004 the number of
smart cards shipped annually will come
close to two billion. Little wonder then
that they are literally taking over people’s
wallets. Scissors at the ready…
Mark Lockie
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