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Editorial

Superheroes are everywhere right now:
Spiderman is a box office success and
Daredevil is to be released worldwide
next year. There are rumors that there
will be a new Superman production,
too. The public continues to be fascinated by the bigger power that will
protect them from harm. Does this trend
stretch to the IT world? It would seem
so. At least the key players got together to
create a spec that would
protect computing: the
TCPA. And with the
founding of this Alliance
a new term was created:
Trusted Computing.
In this issue of
Secure we interview Intel’s
Security Architect
- David Grawrock, who maintains that
consumers who are looking to purchase
a particular electronic product in the

future (be they phones, PC’s or PDA’s),
may use the security of the particular
platform as a key differentiating factor
in their purchasing decision – obviously
this is of great relevance to the TCPA.
Read the article on page 30 to find out
more.

program – just imagine: you will be
able to take the train to the concert,
automatically gaining bonus points,
walk right into the venue without
queuing, buy a hot dog and take your
date out for drinks afterwards – all with
one card.

There is an emerging market where the
introduction of new security technology
very much depends on end consumer
acceptance: transport and electronic
ticketing. Security is only one requirement for success here, equally important
is convenience. The technology answer
is Contactless Smart Card Technology:
the security level of a Smart Card payment system combined with the hasslefree contactless interface that no longer
requires the card to be inserted into a
reader. Additionally, such a transport /
leisure card could contain other applications, such as an e-purse or loyalty

Other topics covered in this issue are the
latest updates on what is happening in the
world of Biometrics: business cases, product updates as well as a comprehensive
account by Brigitte Wirtz of where we
stand with Standardization.
If you have any questions or simply
want to voice your opinion on Smart
Cards, Biometrics and other siliconbased security related topics, go to
the Silicon Trust Discussion Area at
www.silicon-trust.com.
Veronica von Preysing
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Sleek, Slim, Small
and Secure Memory for
Mobile Applications
The MultiMediaCard Association
(MMCA) was founded in 1998, with
14 companies as original members,
to promote the worldwide adoption
of MultiMediaCards, the sleek, slim,
small and secure memory devices
designed for a wide range of mobile
applications.
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with a mission “To provide a forum
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Biometrics Community.”
This is achieved by promoting the
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The Parkinson Pass
A Pioneering Project
During the last few years much work
has been done on the development
of a Smart Card for Parkinson patients
that will be suitable for biometric
identification.
The ultimate aim of the project would
be to develop a special Smart Card
for all categories of people with a
chronic illness and it is hoped that
this project could one day become a
nation-wide scheme.
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Convenient Security
The real ‘Key’ to Biometric
Security Solutions
Biometric recognition systems are
destined to replace PIN codes in many
applications (Smart credit cards and
mobile phones immediately come
to mind). The advantages of biometrics are compelling – enhanced
security, easy and convenient handling, and unambiguous verification
of identity.

30
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On a very hot day in June, SECURE
caught up with David Grawrock,
Security Architect with Intel, at the
Infineon Technologies headquarters
in Munich, to talk about the TCPA,
Intel’s role, the TPM modules and
what it’s going to take to make the
benefits of a secure platform obvious
to the average guy-in-the-street.
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Contactless Chip Card
technology as the basis for
universal electronic tickets
in Germany
Every day around 25 million passengers use public transport in
Germany; this is more than nine
billion a year – but the figure could
be higher still. The attraction of a
service that would otherwise be
easy and convenient to use is often
impaired by everyday problems –
either you don’t have enough small
change, the ticket machine is out of
order, or the price system is too
complicated. A convenient solution
would be for a ticket to be valid in
other transport networks in different regions.Thus, in cooperation with
the Association of German Transport
Companies (VDV), Infineon and
other industrial firms are working
on a technical standard which
would allow a universal electronic
ticket to be introduced throughout
the whole of Germany.
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Biometric Data on ID Cards:
No Longer a Thing of the
Future
In recent months, the issue of secure
identification documents has aroused
public debate. Often, however, it is
only the documents themselves that
are discussed, while the overall system
required to guarantee that an ID
functions securely has been largely
ignored.
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Electromagnetic Espionage
from Smart Cards – Attacks
and Countermeasures
A quick look back into the history
of espionage shows that the analysis
of electromagnetic emanations for
espionage purposes is a process that
has been in use for a number of
years. The codeword TEMPEST
covers a methodology known since
1950, of receiving, amplifying and
evaluating high-frequency sidechannel radiation - including the
appropriate countermeasures. A
practical example of a very simple
attack, known as HF flooding, was
discovered in 1952 at the American
embassy in Moscow. Behind a big
state seal, a strange mechanical
device was hidden and was being
irradiated from outside with strong
electromagnetic fields. The device
itself included a resonant circuit,
which was sensitive to voices in that
particular room. The modulated signal from this mechanical device was
then analyzed from a distance of
several hundred meters, compromising all spoken words inside the
room. HF Flooding attacks still are
common today – albeit in a slightly
modified form.
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Biometrics
Biometric Standardization
Are we Nearly There Yet,
Or Have We Just Begun?
The usage of biometric solutions over
the last few years has clearly shifted
to a solution and application-oriented
approach. The unfortunate events of
September 11th have resulted in a
world wide change of biometric
focus to large scale government, ID
and travel applications. The apparent
urge to also secure national security
by biometric methods has imposed
a pressure on standardization, with a
change from a strong focus on
Internet security to also incorporate
the requests of secure travel, ID documents and government applications.
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Infineon’s Trusted
Platform Module
Global Networking is causing the globe
to shrink and network boundaries
to disappear. Closed corporate networks are opening up as demand for
information is increasing from traveling employees, customers and partners. With this development the
vulnerability of information is rising;
as is the need for security.
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Dongles
Aladdin moves into
the Fast Lane
Aladdin’s eToken protects sensitive
Formula Three race car data with USBbased two-factor authentication.
RFID
Chip Sharing
The potential for all-inclusive
use of RFID-Technology
“Radio Frequency Identification”, or
RFID for short, is one of the most
innovative and forward-looking
technologies in the object and person oriented recognition systems
sector. The chip systems, which are
also known as transponders, have
been in use for several years already.
For example, practically every car
owner is also a user of RFID technology if the chip contained in the
key communicates with the engine
electronics via an antenna located in
the dashboard and enables the ignition
to be activated following authentication (the immobilizer).
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the same infrastructure.
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Silicon Trust
provides
expert platform
to shape the
Future of
Silicon Based
Security
Security Solutions Forum
Spring 2002

Internal
Security
This April, the 3rd Security Solutions Forum
took place, hosted by the Silicon Trust and was
considered by all, to be the most successful
partner event so far. More than 100 attendees
turned out to hear Silicon Trust members, as
well as selected guests, speak on the possibilities
of silicon-based solutions.Two key security applications were addressed in parallel tracks:
Identification and e-Business.
Identification Track
Parallel to a top level Podium Discussion on the Security
Requirements for e-Business, the Identification Track focused
on two main themes: National ID Card projects and high volume
Ticketing projects. This training track approach to the Security
Solutions Forum allowed all attendees to meet top level
Experts from the Security Industry, representing companies
such as Giesecke & Devrient and Siemens Business Services,
and listen to actual business cases from Silicon Trust Partners
(Novacard, ISL and SC2).
A small exhibition also allowed visitors to view products and
technology from the Silicon Trust partners, as well as talk to
representatives of the companies present.

e-Business Track
The Podium Discussion brought together leading figures
from the main e-Business companies (Deutsche Bank, Oracle,
Mastercard, Palm, Microsoft and Infineon), to discuss the issue:
“Hardware Security in an e-Business Environment. A necessary
feature or an unnecessary expense?” During what was an entertaining and interesting 90 minutes, it emerged that although all
speakers recognized the need for more hardware security in an
e-Business environment, it is still difficult to understand who
would actually pay for this security. Palm even went further by
saying that they considered the real breakthrough for standardized
security in an e-Business environment would only happen once
one of the market players was to initialize the market through
the incorporation of security hardware in their end application.
All of the speakers agreed that Biometric security techniques
were a potential growth area in the security industry, but
needed more exposure for consumer acceptance.
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Mastercard caused a stir in the audience when they announced
that although credit card fraud was considered a problem,
they viewed identity theft an even greater risk and would be
looking for security solutions that could combat this.

Biometric security techniques –
needs more exposure for
consumer acceptance...
Overall though, it was agreed that Hardware Security was
indeed a necessity and that all of the players needed to
address trust in systems, as well as trust in individual hardware
and software. The trust in systems discussion also included
the TCPA and the specifications for platform security. The
panelists (and audience) also recognized the TCPA specifications as a major milestone that will allow trusted systems
to move from being an interesting peripheral feature to a
necessity for tomorrow’s e-business platforms.
In the afternoon Attendees listened to presentations from
Partners (Aladdin, Sospita and Datacard),as well as guest
Speakers from the MMCA and realtime, covering the different technologies available today.

Overwhelmingly
positive feedback for
Security Forum
This Security Solutions Forum attracted 123 people over a
two-day period. Of those attendees, 94% ranked the forum
(through the feedback forms) as “very good”. The audience
agreed that the podium discussion was indeed the richest part
of the Forum, with 100% of attendees saying they would
attend another such Forum again and would recommend the
Security Solutions Forum to their colleagues.

“It’s great to actually see and
hear about practical examples
for the security industry. By
hosting such an event, Infineon,
through

the

Silicon

Trust,

allows everyone to learn from
each other and that’s what
it is going to take for this
market to grow to its true
potential”.

Comment from Feedback Form
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The Silicon Trust

Introducing the

Silicon Trust
With the New Economy growing at an exponential rate, the need for solutions enabling secure ECommerce, M-Commerce, and banking as well as data and content protection is becoming more
critical. Silicon based security is paving the way to make tomorrow’s lifestyles secure.

The Silicon Trust
– what is it and
how do you join?
Partner Mission
The Silicon Trust is a platform created
for those businesses utilizing Infineon’s
Security products and solutions in their
end applications. Its primary goal is to
develop and enhance market awareness
as well as customer acceptance for individual products and solutions developed by the Silicon Trust partners.

The Silicon Trust
Vision
The Silicon Trust is an industry platform for silicon-based security technology embracing a unified approach to
the marketplace. It intends to become
the number-one reference for companies searching for the highest-quality,
certified security solutions available
across the entire spectrum of products
and solutions.
Our Silicon Trust Partners provide the
critical link between Infineon and customers with complex projects or significant time constraints. Because our
security products serve such a wide
variety of applications, opportunities
exist for consultants and system integrators with specific vertical market
expertise. Silicon Trust Partners add
value by writing custom software applications, designing custom hardware, and
providing turnkey solutions.
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Qualifying for the
Silicon Trust
Infineon Technologies aims to work
with companies, which provide complementary products or services. You
may be eligible to join the Silicon Trust
if your company is engaged in:

Members of the
Silicon Trust
• ACG
• Aladdin
• Association for
Biometrics

1. Hardware or software
consulting

• Baltech

2. Systems integration

• BeyondLSI

3. Third-party products
and systems

• Bioscrypt
• Datacard

Infineon Technologies seeks partners
who use Infineon’s security products
and who want to build a business relationship with Infineon Technologies
and other Silicon Trust partners.
The Silicon Trust provides tangible
benefits for active members. When
evaluating applicants, Infineon Technologies looks for:

• Faktum
• G&D
• Guardeonic Solutions
• Ikendi
• ISL
• Loqware
• MMCA
• Novacard

 Competency in the area of
security products or similar areas.

• Omnikey
• Pollex

 A clear business strategy and
explanation of how Infineon’s
security products are a part
of your particular solution.
 References from customers
who are satisfied with your
technical abilities and business
practices.

• Precise
• PSE
• SC2
• Secartis
• Siemens
• Sospita
• Teletrust

 Sponsorship by the Infineon
Technologies representative
in your area.

• Towitoko

For information visit:

www.silicon-trust.com

The Silicon Trust

Welcome to the Trust
We would like to welcome the following members to the Silicon Trust. For further information on
these companies, please check out their websites.
BALTECH
BALTECH is specialized in the design and production of contactless Smart Card
and RFID Read/Write modules and devices. The underlying product philosophy is
to provide contactless technology sub-solutions to enable customers to handle the
variety and complexity of contactless technologies on the market without the need
to dive into details. The products address a wide range of applications like access
control, time & attendance, e-purse, loyalty, ticketing, logistics, EAS etc. Besides
standard products for integration or direct use, Baltech offers customized adoptions
based on its existing core technologies. www.baltech.de

BEYONDLSI
BeyondLSI Inc. offers a compact fingerprint authentication systems solution based
on its distinctive fingerprint identification core technology (patent pending worldwide). Technological features such as small fingerprint template data size (50 to 64
bytes), small program and data sizes, fast processing time, encrypted networking, are
integrated into a subcard-sized module, providing an ideal authentication platform
for all systems including small hand-held devices, computer terminals, e-commerce,
access control, door locks, and social security. www.beyondLSI.com

IKENDI
The core of IKENDI's marketing strategy is the licensing of technology and software. The target customers develop and market final products and applications with
the help of the IKENDI development kits, IKENDI know-how and support. Thus
the customer is in a position to integrate fingerprint recognition technology in his
system with low costs and short time to market. IKENDI has 15-year-old roots in
the research of digital image processing (mainly for medical applications) and artificial intelligence. In 1996 the focus was turned on fingerprint recognition, where
IKENDI today has a leading position for embedded and PC BIOS solutions for fingerprint recognition. www.ikendi.com

MMCA (MultiMediaCard Association)
The MultiMediaCard Association (MMCA) was founded in 1998, with 14 companies as original members, to promote the worldwide adoption of a compact, removable standard for storing and retrieving digital information in small, low power
devices. In fact, MultiMediaCards are the world’s smallest removable solid-state
memory solutions for mobile applications. The organization has grown rapidly and
now has over 100 member companies worldwide, representing all branches of
mobile electronic applications. The MMCA developed and regulates open industry
standards that define all types of MultiMediaCards, and drives worldwide acceptance of MultiMediaCards as an industry standard across multiple host platforms and
markets. www.mmca.org

NOVACARD
Novacard is an innovative card manufacturing company specialized in the production of Smart Cards, contactless cards, dual interface cards and high quality plastic
cards. Since 1999 Novacard has dealt with the development of Chip Cards with
integrated finger tip sensor, pioneered work and is at present the only card manufacturer with current projects / cards in the field. For its biometric Smart Card,
Novacard has gained three awards: The Sesames Award 1999 in the category
Healthcare, the ICMA Elan Award 2000 for Technical Achievement as well as the
National Dutch Chip Card Award. www.novacard.de
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Smart Card and Biometric Industry News Exclusively from Ctt and Btt

A date for
your Diary!
6, 7, 8, November 2002
Biometrics 2002
This major biometrics show in London
has a three-day conference and two-day
exhibition. Over 1,300 attendees made
it to last year’s event and this year the
floor space has been extended to accommodate even more exhibitors. New this
year is a continual conference stream
covering industry case studies, a scientific
papers area and competition, as well as
recruitment advice and a cyber café.

Biometrics get
internet standard
Btt April 2002
The use of biometrics in internet-based
applications has been given a boost as
OASIS, the well-known e-business
standards interoperability consortium,
announced it will work on a standard
XML (Extensible Markup Language)
schema for biometrics.
This is important for the biometrics
industry as XML is seen as an essential
language for the development of nextgeneration Web services. XML is also
popular among current application developers, as they (rather than machines) are
able to read and correct any faulty code.

Smart Cards
for US airport
workers
Ctt May 2002
Smart Card technology will underpin
the common ID document that is to be
issued to 15 million US workers at
some 1,000 airports, seaports and other
key transportation sites. The Transportation Workers Identification Credential card (TWIC) is currently the
subject of a major project within the
Department of Transportation (DOT).
There will be one standard federal credential and one integrated network of databases; this network will link the records
of enrolled personnel in the aviation,
maritime, road and rail industries.
The architecture of the TWIC card will
be based on the General Service
Administration Smart Card standards –
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already in use for the Department of
Defense Common Access Card. The
TWIC card will initially be a 32 KB
EEPROM Smart Card, running under
Java, with contact chips; the later addition
of contactless technology forms part of
the plan.
A pilot of the TWIC card is to be run
this summer.

tronic tickets in public transport by
mid-2003. The first large-scale pilot
projects are to be launched in the
Berlin and Dresden metropolitan areas.
The basic technology will be contactless data transfer; but the tickets can be
provided to passengers in a variety of
forms – as Smart Cards or built into a
wrist-watch or key fob.

Biometric
drivers’ licenses
on the cards

European
biometric roadmap
announced

Btt May 2002
A new bill introduced to the US House
of Representatives on 1 May 2002 proposes the standardization of drivers'
licenses in the USA. Importantly for
the biometric industry, the legislation
requires the inclusion of a biometric
identifier on a Smart Card and another
in a centralized Department of Motor
Vehicles (DMV) database.
The Driver's License Modernization
Act is sponsored by Democratic Rep.
Jim Moran and Republican Rep. Tom
Davis. Under the proposed guidelines,
the US states and the District of
Columbia would have five years to
conform to a new nationwide standard
for licenses.
The bill joins several other efforts already
underway to enhance the security of
driver's licenses, an issue that has
become an increasingly hot topic since
it was discovered that at least eight of
the 19 hijackers on 11 September had
used fake state-issued licenses.

Btt May 2002
A new consortium – BIOVISION – has
signed a 400,000 Euro contract with the
European Commission to develop a roadmap for future biometrics development.
The seven to ten-year plan will focus
on issues such as security, the concerns
of end users and the legal issues surrounding the use of biometrics. One of
the consortium’s early conclusions is
the lack of a Europe-wide forum for
exchange of ideas and opportunities
and it aims to act as a catalyst for the
formation of such a forum.

Germany to
launch nationwide
e-tickets
Ctt May 2002
Germany's association of transport
operators (VDV) is planning to launch
a standard electronic ticket for nationwide use. Cooperating in the joint
project are Card etc, Cubic, Deutsche
Bank, ERG, Guardeonic Solutions,
Infineon, Siemens, T-Systems and the
Fraunhofer Institute for Transport and
Infrastructure Systems.
The aim is to produce a standard solution for the purchase and use of elec-

Nine percent
growth expected
Ctt June 2002
The Smart Card industry is set to grow
at about 9% during 2002, according to
the latest forecasts from Eurosmart, the
industry's leading trade association. This
is in line with the rate of growth in
2001, but a long way below the 23%
increase shown in 1999.
The slowdown of expansion in mobile
phone market continues to have its effect.
Shipments in 2001, at 390 million
units, accounted for 65% of the microprocessor (high value) card market. In
2002, there will be a 6% increase in
shipments to the mobile phone industry,
at 415 million units, but this will represent just 60% of the microprocessor
card market.
However, microprocessor cards are set
to show an overall increase of 15% during 2002, due to the roll-out of EMV
bank cards and the first major deployments of Smart Cards in the ID and
transport sectors.

Infobox
Smart Card and Biometric Industry News Exclusively from Ctt and Btt

Australia looks
at facial biometrics
for passports
Btt June 2002
Biometric facial identifiers could be introduced into the Australian passport if
newly-funded research into the technology proves successful. The introduction of facial recognition technology
is designed to cut down on passport
fraud and help reduce the risk of potential terrorist attacks.
Australian Treasurer Peter Costello has
earmarked approximately A$3.0 million
in 2002-2003 for the research and
development which will be conducted
by the Department of Foreign Affairs
and Trade (DFAT).
The development of a biometric identifier would be in line with action taken
by other countries. For example, the UK
and the Netherlands are known to be
actively looking at the different options
for integrating biometrics with their
passports, and new legislation announced
by the USA last month outlined its
intention to put biometric identifiers
into passports by October 2004.

Southampton
goes live with
smart city services
Ctt June 2002
Six thousand tenants of publicly-owned
housing in Southampton, UK, will be
able to go online (using either PCs or
public kiosks located in a few areas),
under the city's SmartPath scheme, to
monitor the progress of applications for
repairs to their homes. Once this phase
is successfully up and running, the city
aims to include a wide range of services
for its entire citizen body of 250,000,
and to provide access points at kiosks
across the city.

The SmartPath project is one of the
UK Government's 25 Pathfinder projects – initiated by the Department for
Transport, Local Government and
Regions (DTLR) – to deliver government services online.
SmartPath builds on Southampton's
SmartCities multi-application Smart
Card initiative. The SmartCities card,
which was launched in Spring 2000,
provides access to bus transport and
other services.With the addition of digital
certificates (supplied by Entrust), SmartCities cards are now becoming available
for accessing the Web.

Forget privacy,
give us biometrics!
Btt July/August 2002
Two polls looking at public opinion on
privacy issues and biometrics should
leave extreme privacy advocates feeling
abashed that their high-profile attacks
seem to have fallen on deaf ears. Both
polls indicate that the majority of US
citizens are happy to use biometrics in
their daily life, with more than 70% in
favour of carrying identification cards
with fingerprints.
The latest statistics may come as a surprise to many, as the torrent of negative
news stories in the national media, and
from privacy groups, would have suggested a strong revulsion to the idea of a
national ID card in the US – particularly
one using biometrics.
The two nationwide polls were from
biometric supplier Saflink and The
Gallup Organization. The Saflink poll
revealed that only 11% of those interviewed perceived biometric identification to be an invasion of privacy with
over 70% saying they would be more
willing to purchase products online if
the transactions required biometric
authentication. Some 65% meanwhile

said they would prefer that hospitals
and doctors used biometrics in place of
passwords to protect patient records.

Hong Kong
SMARTICS project
under way
Ctt July/August 2002
The Government of the Hong Kong
Special Administration Region (SAR)
has begun to place orders for Smart
Cards for use in its Smart Identity Card
System (SMARTICS) project.
For the first phase of this project
Infineon is to supply its 66Plus microcontroller chips for embedding in 1.2
million Smart Cards supplied by
Keycorp, a member of the consortium
that won the project.
Identity cards have been in use in
Hong Kong since 1949. The new Smart
Card will replace the current laminated
plastic photo ID card and will contain a
fingerprint identifier (believed to be
both thumbprints). It will be held by
adults and may eventually carry basic
medical data or driver license details.

Identix merger
approved
Btt July/August 2002
Two of the biometric market's leading
players – Identix and Visionics Corporation – have been given approval for
their merger worth an estimated
US$600 million. The deal has created
the largest multi-biometric company in
the industry's history.
In a surprise strategic move, Identix has
retreated from the low end optical fingerprint sensor market, where it was one of
the market leaders. Instead it will adapt
its fingerprint software to work with
the many cheap and increasingly robust
silicon sensors on the market today.

The above news stories are brief excerpts from articles published in Card Technology Today
(Ctt) and Biometric Technology Today (Btt).
Visit www.smartcards-today.com or www.biometrics-today.com for more information.
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MMCA

MultiMediaCards:

Sleek, Slim, Small
and Secure Memory
for Mobile Applications
The MultiMediaCard Association (MMCA) was founded in 1998, with 14 companies as original
members,to promote the worldwide adoption of MultiMediaCards, the sleek, slim, small and secure
memory devices designed for a wide range of mobile applications.
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The cards work on both the Palm and
PocketPC standards and are used in
government, health care, publishing and
a wide variety of other industry sectors,
as well as in such consumer products as
MP-3 music players, portable video
games, personal digital assistants
(PDAs), mobile telephones, video camcorders and digital cameras.
Weighing less than two grams and
approximately the size of a postage stamp,
these convenient, reliable, rugged and
lightweight standardized data carriers
store up to 128 Mbytes, sufficient for
over two hours of CD quality MP-3
digital music, or approximately 80,000
book pages. Storage capacities of 256
Mbytes are expected to be available in
calendar year 2003.
The MultiMediaCard standard has been
adopted by over 100 of the world’s
leading electronics firms, including
Canon, Casio, Eastman Kodak, Ericsson,
Hewlett Packard, Hitachi, JVC, Motorola,
Nokia, Palm, Panasonic, Samsung,
Sanyo, SCM, Siemens and many others,
with hundreds of products now available in the marketplace. In addition,
most slots today accommodate both
MultiMediaCards as well as SD cards.
MultiMediaCards use Flash technology
for many-times reusable recording applications, and ROM technology for readonly applications. They are fast for
excellent system performance; energy
efficient for prolonged battery life in
portable products; and cost-effective for
use in systems sold at consumer price
points. The molded package has a simple
seven-pad (pin) serial interface that
offers easy integration to the many
hardware platforms used in today’s
portable devices.
Secure MultiMediaCards (SecureMMC™) address the numerous requirements of future consumer, business and
industrial applications (such as mobile
e-commerce, banking, copyright protection and content security), particularly in portable devices. To meet these
requirements, SecureMMCs contain
special tamper-resistant modules incorporating the same security technology
found in Smart Card bank and credit
cards. To ensure backward compatibility,

all SecureMMCs have the full functionality of standard MultiMediaCards.
The first applied version of the SecureMMC meets the requirements of the
secure copyright protection markets
(e.g. SDMI PD Specification Version 1.0),
offering unique copyright protection
and content protection for all kinds of
digital data. Copyright holders of digital
recordings can define the maximum
number of copies that can be made of
the protected content.They can also block
illegal downloads to other memory
cards of lower security level. For this
reason, the MultiMediaCard standard
was chosen by the Keitaide-Music
Consortium in Japan to provide content
protection for secure delivery of music
to mobile phones using the KeitaideMusic Technical Specification.
Moreover, SecureMMCs will soon provide a platform to provide content encryption on special cards for secured
commercial and even mobile e-commerce
transactions. New security technologies
will be considered as they emerge.
Going forward, SecureMMCs will
ensure secure storage and retrieval of
digital information for mobile e-transactions, independent of the device,
server or network. The standard will
also provide content protection for digital content distribution of music,
video, books and a host of other applications. In addition, low-voltage cards
as well as half-size cards are expected to
be on the market soon.
The MultiMediaCard Association
developed and regulates open industry
standards that define all types of
MultiMediaCards, and drives worldwide acceptance of MultiMediaCards as
an industry standard across multiple
host platforms and markets. The organization works aggressively toward full
interchangeability and compatibility
(including backward compatibility)
among the cards produced by all
MMCA members. The MMCA also
promotes alternate sourcing, and has
established a compliance program.
MultiMediaCards offer an unmatched
array of features and benefits, and are
becoming the industry standard for
compact removable storage media.
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The MultiMediaCard
standard offers a unique
blend of benefits to a
variety of users:
• For consumers, they are
small, low cost, robust and
able to store photos, music,
games, reference, catalogs
and other media-rich
content used in many of
the coolest, leading-edge
electronic products on
the market today.
• Benefits to host manufacturers include the cards’
simple interface and the
fact that they represent
a widely adopted industry
standard offering the
most compact product
packaging possible.
• Benefits to content
distributors are the cards’
ability to plug and play
and the fact they are
shipping today. Most of
the content delivered on
MultiMediaCards uses
low-cost ROM for such
applications as reference
material, mapping software,
travel guides, games and
a host of other uses.

For more information on the
MultiMediaCard Association,
contact: Andy Prophet, Executive
Director at info@mmca.org
Public Relations Contact for the
MMCA:
Tom Mahon
tmahon3@earthlink.net
+1 (925) 937-4921

All trade names are either registered trademarks or trademarks of their respective holders.

For information visit:

www.mmca.org
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AfB

The Association
for Biometrics (AfB)
The AfB is a UK based organization with a mission
“To provide a forum for the European and International Biometrics Community.”
This is achieved by promoting the
development and implementation of
Biometric technologies, standards and
applications through education and
awareness programs and the gathering
and dissemination of best practices.
The Association for Biometrics is one
of the longest-standing organizations
devoted exclusively to the development
and promotion of the technology. Ten
years ago, initial meetings under the
sponsorship of the UK’s Department
for Trade and Industry brought together
academics, suppliers and potential end
users to share their experience and
ideas. Numerous seminars and workshops have continued to further that
vision.
The past twelve months has seen a
marked increase in the press coverage
of biometric systems and technologies
in addition to market response. The
changes occurring in the biometrics
industry demanded that the AfB was
better positioned to meet these new
challenges. Responding to these changes
the AfB has successfully completed a
significant restructuring during 2001.
The AFB is now registered as a limited
company with a Board of Directors and
a professional secretariat to enable the
development of appropriate strategies
and the implementation of a range of
programs for the European/International biometrics industry.
In order to meet the focus in all areas
of biometrics, the AfB Board has
formed sub committees that will concentrate on three key areas, namely:
• Education and Awareness
• Technology and Applications
• Marketing, Membership and Services
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AfB

The current Board has attracted new
members and now represents the full
breadth of the biometrics community
from academic and research activities
through to suppliers, integrators and
end users.
Our goal remains to promote all aspects
of biometrics in a professional, independent and responsible manner. The
AfB intends to be at the heart of
International Biometrics and to this
end has already created strategic links
with many European and International
organizations, and will proactively continue this process. Over the coming
year we will endeavor to provide the
best possible services to our members,
including an active membership program, numerous conferences and workshops whilst providing up to date infor-

mation services (including listservs).
Our website is now a living area, with
major enhancements including a members only section, a membership directory and continuously updated information, news and events.
To fully achieve our objectives and represent the International Biometrics
Industry, we will continue to recruit
new members from across Europe and
other International territories, whilst
continuing to build strong relationships
with related organizations throughout
Europe and further a field.
The most ambitious program to date in
this arena is that of BioVision, an EU
Project within the IST projects on
Trust and Confidence area. It has a
timeline of roughly one year and will
aim to develop:

• a roadmap for the European biometrics industry over the period 20032010, and
• a blueprint for a Europe-wide forum
for biometrics.
One deliverable within the BioVision
program is a European Biometrics
Forum, which the AfB has promoted
for the past two years. Indeed, AfB support was instrumental in BioVision
achieving success during the bid period. The AfB is, and will continue to
play a major role in the Biometric
industry both in the UK and Europe.

For information visit:

www.afb.org.uk
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Biometric
Data on
ID Cards:
No Longer a Thing
of the Future
By Dr. Christoph Woenckhaus
Government Key Account Executive, Giesecke & Devrient

In recent months, the issue of secure identification documents has aroused public debate. Often,
however, it is only the documents themselves that are discussed, while the overall system required
to guarantee that an ID functions securely has been largely ignored.
The purpose of an identification document is to enable positive determination of a person’s identity. Based on a
positive comparison between the document holder and the ID, the individual
can be authorized to request or receive
a service or gain access to a specified
area, for example at a border crossing.
For an identity document to fulfill this
purpose, a number of points must be
given equal consideration:
• The document itself should be
counterfeit-proof, meaning it should
be impossible to replicate it or
manipulate it after issue.
• The identity document should
establish a positive match between
the person offering it as proof of
identity and the document itself.
• The verification process
should be simple and accurate and
therefore quick to perform.
• The document must be durable
and should not “lose” the
information contained on it.

Biometrics
as verification
technology
The secure identity document
ID cards themselves are protected by a
number of security features that, ideally,
cannot be reproduced or altered, at
least not without an unjustifiable amount

18

of effort. Generally, a combination of
various security features is used. Figure 1
shows a sample card-based identity
document with a selection of security
features.
The document pictured here does not
yet contain any personal data. The data
must be applied during the personalization process in such a way that it
cannot be removed or altered later.
Regardless of any other possible data
storage devices they may contain, such
as a microprocessor chip, identity documents will always need to carry image
and text data since visual ID checks
will remain the most widely used application.

Laser engraving has proved to be one of
the most secure methods of personalizing
a card with text and image data. The
data is essentially burned into the card
(Figure 2), with several layers of the
card being blackened. The technology
used to do this allows precise control of
the laser beam’s energy down to a single
pixel, so that the data is not only
engraved in black and white, but also in
as many as 256 shades of gray. Any later
attempt to alter the information would
automatically lead to the destruction of
the entire ID card.
A life expectancy of 10 years and more
for PC (polycarbonate) cards of this
kind is nothing unusual.

Optical Variable Color Effect

Microprinting
Integrated
Microprocessor

Photo Area With Softframe

Surface Relief

Multiple Laser
Image Film
Kinegram™/
Hologram

Figure 1: Chip Card security features

Fluorescent Ink
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Transparent Film 1
Transparent Film 2
Substrate

Figure 2: Laser
engraving is a secure
method of inscription

Reliably matching
document and
holder using
biometrics traits
Almost every identity document in use
nowadays relies on a photograph to
provide an association between the
individual being identified and the ID.
Such comparisons cannot be carried
out with a high degree of reliability,
since a person’s appearance could have
either changed over the years or been
changed on purpose.
Establishing a link between the card and
the cardholder can be made more reliable
through the use of biometric technology.
This technology takes advantage of the
fact that every human being possesses
characteristics unique to him or her.
During a process known as enrollment,
these traits are captured once for the
purpose of generating an identity document. The feature, such as a fingerprint, recorded as an image using a
sensor or scanned into a computer, is
converted to a set of parameters with
the aid of special image processing programs. The parameters are then stored
exclusively on the document, eliminating
any need to store them centrally.
When a person crosses the border into
another country, for example, the biometric features would be captured once
again locally in a procedure similar to
that used during enrollment. The
parameters recorded live would then be

compared on the spot with those found
on the ID (Figure 3). In essence, this
method of comparison does not rely on
the exact biometric trait that has been
selected, because it is only the parameters that are compared each time.
A large variety of biometric characteristics can be used for verification
processes, such as fingerprinting, facial
recognition, hand geometry measurements, iris or retina scans, voice recognition, and lip movement recognition.
Each of these methods has certain
advantages and disadvantages that must
be considered for the intended application. In addition to being perfectly
secure, the technology must meet criteria of acceptance and practicality.
The one biometric trait that has been
most used so far is the fingerprint
(Figure 4). When using this feature, the
coordinates of the skin’s distinctive
cross points and bifurcations, known as
minutiae, are used as biometric data.
The image processing program determines the coordinates and direction of
these selected points. Anywhere from
20 to 60 of these sets of data are sufficient for a description. The data, known
as a template, is then stored on the
identity document.

Enrollment

information onto the card. Besides
merely storing data, cards of this kind are
also capable of performing complicated
calculations, much like a computer.
With the aid of a process known as oncard matching, there is no longer any
need for the biometric data to be read
off the document for it to be processed.
Instead, the sensitive information never
leaves the card. Returning to the border crossing example described above,
the scanned data would be sent to the
card’s microprocessor, which would
then perform the comparison itself and
communicate only the results; either
acceptance or rejection.

Multiple uses
for intelligent
ID systems
The use of Smart Cards in connection
with modern open card operating systems, Java for example, allows different
applications to be stored and operated
on a card and be deleted again. What
makes this special, is that the applications can be uploaded even after the
card has already been personalized. In
this way, a card’s functions can be

Verification

Image Processing

Image Processing

Storage

Template Matching

Acceptance/
Rejection

Figure 3: Comparison of locally scanned
data and template on the card

Storing biometric
data on an
identity document
Today, a Chip Card with a corresponding
security system offers the highest possible
security against unauthorized individuals
reading information from, or writing

changed over its lifetime. For example,
a digital signature can be stored on
a card. This application assures the
recipient of a message, on the one
hand, that the sender is indeed who he
or she claims to be and, on the other,
that the document was not altered
during transmission.
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Figure 5: Simplified model of a complete system solution

transportation, or gaining access to
certain buildings are conceivable (see
Figure 5).

tems to the data capturing units to
solutions for personalizing the cards.
The project’s scope also covers installation of the entire infrastructure, at border crossings for example.

Case in point:
Macao

Figure 4: Minutiae
– biometric details
of a fingerprint

This function is an important component of all e-government systems.
Citizens can thereby save themselves
troublesome and time-consuming trips
to conduct business with local authorities. Activities such as reporting a
change of address, registering a vehicle,
or even voting in an election can all be
carried out over the Internet with the
aid of this secure means of authentication. Other individual applications,
such as a payment function, public
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All these applications and functions are
no longer limited to science fiction. In
Finland, for example, a solution with the
described elements has been in place for
several years now. Macao launched a system of this kind at the start of this year.
In addition to serving as identity documents, the multiapplication cards being
issued there will contain a digital signature. A payment function and driver’s
license are also in the works.The ID will
be personalized using laser engraving,
and two different fingerprints will serve
as the biometric characteristics.
A consortium of various companies,
including Giesecke & Devrient, is supplying all the necessary components
from the cards and their operating sys-

Summary
and outlook
The events of last year have shown that
public security cannot be taken for
granted. Instead, it must be actively
pursued and continually improved.
With the technologies at our disposal
today, it is quite possible to increase
security in various areas of public life,
while at the same time making their
use quicker and more convenient.
The challenge in doing so is not so
much to use one single technology,
such as secure inscription, to the extent
of its possibilities as it is to achieve a
total solution through a well thoughtout combination of different elements
of security and different functions.

For information visit:

www.gieseckedevrient.com

By Wim A. Kuling Project Leader OWM Zorgverzekeraar ZORG en ZEKERHEID

During the last few years
much work has been done on
the development of a Smart
Card for Parkinson patients
that will be suitable for
biometric identification.
The ultimate aim of the
project would be to develop a
special Smart Card for all
categories of people with
a chronic illness and it is
hoped that this project
could one day become a
nation-wide scheme.
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The background of the scheme is based
upon the fact that people with a chronic
illness - probably accounting for between 10 and 15% of the population consume around 80% of the budget and
facilities available for health care. Patients
in this category are also often receiving
treatment from more than one physician
or therapist, and these specialists also
need to know about their colleague's
therapies and treatment methods. The
Parkinson-Pass creates a basis for the
Electronic Patient Dossier (EPD) and
provides a practical, quick and easy to
use key for that Dossier. Use of the key
is exclusive to the patient and their care
provider. Without one of the two keys
there can be no access to the data stored
on the Pass.
The Parkinson-Pass is not a top-down
exercise, as many other ICT projects in
the health care sector are or have been.
The idea has been developed from real
needs and in close collaboration with
patient organizations such as the Dutch
Parkinson Association, a dozen or so
Dutch and German ICT companies, the
Care Card Group*, hospitals, a regional
health insurer, and an enthusiastic neurologist based in Leiden. Expertise was also
forthcoming from the National Smart
Card Platform of the Netherlands
(which is now no longer in operation).
From the very beginning, we ensured that
the Registration Board (the national watchdog on issues of privacy and security) has
been involved in the project.
The Parkinson Pass was awarded the
National Smart Card Prize in The
Hague at the end of 1999. Shortly afterwards, the Pass was judged the most
successful card project in the health care
section of the Sesames Awards during the
prestigious Cartes 99 in Paris. Recently,
IPZorg** chairman, Elco Brinkman, advocated expansion of the existing Care Card
tests with experiments for people with
chronic illnesses, especially those who
need to visit more than one physician
or therapist. However, despite such
interest, the Parkinson Pass has not had
financial support from any official
source in the past. In the beginning it
was very difficult to convince interested

parties of the usefulness of the
Parkinson Pass, and in fact there was
very little support for the project initially.

Patients retain
access key
The present version of the ParkinsonPass contains both a built-in memory
chip and a processor chip, the former
linked to a sensor for biometric identification. Various characteristics of the
owner's fingerprint are stored in digital
form in the memory chip. In the present
version of the Pass the memory chip is
still being used as the storage and transport medium for biometric information. In future versions, the sensor, the
fingerprint data and the recognition
algorithm will all be stored in the
processor.
Information from the medical dossier
which is stored on the card is only
made available if the fingerprint corresponds to the one registered on the
card. In addition, Smart Cards are also
issued to all care providers. Only if
both cards are used simultaneously can
data from the card be made accessible.
The patient will always have the final
word in deciding who can access his
medical data.
The Pass serves mainly as a medication
alarm for Parkinson Patients. Information stored on the card includes the
medication used and the progress of the
disorder. Neurologists can add new prescriptions to the card along with a
timetable for taking the medication.
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Pharmacists are also able to read out
the prescriptions and then input details
of what medication has been handed to
the patient. If necessary, the pharmacist
can also adjust the timetable for taking
medication, providing approval has first
been obtained from the prescribing
specialist.
One of the aims of the Parkinson Smart
Card has been to provide help to this
group of patients in taking their medication. One way to do so is to facilitate
an exchange of information and data.
Parkinson patients are wholesale medication users and they often take a wide
range of medicines. In the course of
time it is often necessary to adjust the
timetable for taking this medication. In
order to improve patient compliance,
each Parkinson patient who takes part
in the test is given a special little gadget
called “Ex Libris” - specially designed
for the purpose of this scheme - to
enable them to read out the medication
and other details from the chip on the
Smart Card. An acoustic, light or
vibrating signal from the Ex Libris tells
the patient that it is time to take their
medication. At the same time, an LCD
display shows which specific medicine
has to be taken. In the initial phases,
special software was installed in about
50 pharmacies so that the Smart Cards
could be read and adjusted. Two pharmacy wholesalers adapted their own
software in the second quarter of 2001,
so that it would be compatible with the
Parkinson Pharmacy Application. This
has allowed about 95% of the pharmacies
in the Leiden area to take part in the
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trial. Consultations are presently being
held with a third supplier of pharmacy
computer software. Two hospitals in the
Leiden area have agreed to take part in
the trial and eventually it is hoped that
approximately 500 patients living in
and around Leiden will be testing the
Parkinson Pass in practice.

Complex
Technology
This project demonstrates just how
complex such an issue is: in both the
technical and the organizational aspects,
and how plans have to be constantly
adjusted to allow for new technological
developments. The second generation
of Ex Libris is much thinner, lighter
and easier to use than the original
version. The first prototype of the
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German companies are collaborating in
this project, including both Novacard
and Infineon. Integration is in the
capable hands of HSB in Woerden (NL)
and Zorg & Zekerheid (Z&Z), a health
insurer based in Leiden, has also made
substantial investments in this project.
A modern, Windows-based, program
has been written by HSB especially for
the neurologists involved in this project, i.e. the SPES: Short Parkinson
Evaluation Scale. The mouse-driven
SPES program allows the neurologist to
make notes on the status or condition
of each Parkinson patient very quickly
and easily. This is particularly useful
when we consider the pressure of work
in neurology departments. New technology must not be allowed to interfere
with the normal work rhythm. Using

The Ex-Libris medication aid was modified several times
using feedback from the users.

Parkinson Pass contained two chips, but
technology has now progressed to a
stage where a single chip is possible.
So the Parkinson-Pass offers unique
patient identification and better patient
verification without the need for a
nation-wide system of unique patient
numbers. The ultra modern and ultra
thin (only 2 mm) biometric sensor has
been developed by Infineon Technologies and the thickness of the Pass
now complies with the ISO standard
7816 and the card is physically suitable
for use in most card readers. Five
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SPES the neurologist can makes notes
on the card about the progress of the
patient's disorder, medication and timetable. SPES also includes an electronic
formulary on the basis of the Z-Index***
of medicines.
As most neurologists do not even have
computer systems, these specialists are
being provided with modern PCs that
have SPES pre-installed. If another
physician or a family doctor prescribes
medicines, the pharmacist can add the
details from such hand-written prescriptions to the Pass.

Pioneering work
It is inevitable that a cutting edge project of this kind should encounter
obstacles. Originally it was hoped to
provide volunteer Parkinson patients
with a Smart Card at the beginning of
1999, then the starting date had to be
pushed back to February 2000. It
proved impossible to meet this deadline, and so in early 2001, the rollout
finally started with 80 to 100 Parkinson
patients registered at the Leiden
University Medical Centre (LUMC)
and the Diaconessen Hospital in
Leiden, hopefully increasing by an extra
100-150 this year, by including all the
pharmacists in Leiden. The original
investment budget of several hundred
thousand guilders - made available by
health insurer Zorg & Zekerheid - has
now been exceeded. One reason for
this, is that it proved necessary to develop all hardware, software and many new
standards from scratch. “Dutch developers have invested far too little in biometrics in the past”, says Johan Beun,
co-manager of the project and ICT
ambassador for the Association for the
Chronically Ill and the Dutch Patient
Consumers Federation (NPCF). “We
need to stimulate the acquisition of this
sort of expertise throughout the country and make it available for other projects. Then others will not need to suffer
the delays and setbacks we have. ”
Many of the products and standards
that have been developed as part of the
Parkinson-project can be used in future
ICT projects for the chronically ill. The
Ex-Libris was developed specially for
the Parkinson-Pass project. The latest
fingertip sensors are proving to be
about four times as fast as the chips in
most card readers. “With the Parkinson
Pass we are actually shooting at a moving target”, says Wim Kuling, project
manger for Z&Z. “It is barely possible
to keep pace with the technological
developments. It has always been a
great temptation to draw the latest
technology into the project, but to do
so would be to introduce new problems
as well. That was why we have chosen a
scenario which may make concessions

Identification/Health

Table showing figures relating to the project
Parkinson patients in the Netherlands...............................................45,000
Members Parkinson Patients Org. .......................................................6,000
Parinson patients in our province (z.H.) ...............................................6,000
Zorg en Zekerheid clients with Parkinson............................................1,000
Excepted number of participants..................................................500 – 800
Impression of other chronic illnesses in NL (source: WOCZ)
• diabetes mellitus .......................................................................300,000
• bronchitis and asthma...............................................................750,000
• heart disease ............................................................................480,000
• migraine.................................................................................1,500,000
• rheumatoid arthritis...................................................................470,000
• liver, intestine and kidney disease .............................................160,000
to overall functionality, but it will provide the best overall practical results.”
The Parkinson Smart Card is not a
technological island: many existing and
reputable standards have been integrated (Vektis/API, AGB, APHNOR, ISO,
medication codes, and Edifact standards
such as MEDREC and MEDEUR).
Nonetheless, there has been a need
for standardization and normalization,
especially for purposes of security and
biometric identification. The project
had to make its own choices in that
respect. The Parkinson Pass also had to
be 100% compatible with the specifications of the Care Card Group, which is
currently running a national trial for a
health care card in the Amersfoort area.
In addition, it was the intention to
make the Parkinson Smart Card fully
readable in the card readers used by
health insurer Z&Z. “In the end we had
to drop that criterion because, for the
time being at least, we are having to
deal with readers with two heads”,
explains Kuling. In and around Leiden
about 450,000 people are using a memory card as a proof of registration. Card
readers have been installed in ten health
care consumer centers (Zorgwinkels)
operated by Z&Z in the Leiden area.
“Historically, the Parkinson Pass is
doing pioneering work for Holland
Limited”, says Beun. “We now have a

multi-functional card in a multi-disciplinary and hybrid environment. That's
no sinecure.” The Card Management
System had to be adapted, links to pharmacy systems had to be developed and
implemented, and new procedures for
repeat prescriptions and home delivery
of medication had to be created.
Pioneering technical work has also been
done to create a back-up and recovery
system in the event of loss or damage of
cards. Just imagine how much coordination has gone into creating a system to
write the medication history onto the
card, to allow simultaneous use of care
provider's and patient's cards, the link
between the Parkinson Pharmacy
Application and the normal systems in
use at pharmacies, and the principle that
this complex little card would have to
be compatible with just about every
type of card reader in common use.
HSB and its partners in The
Netherlands and Germany have really
done innovative work.
That is also the reason why the
National Smart Card Platform (NCP –
no longer operational since early 2001)
was interested in keeping abreast of the
Parkinson Pass project. Former NCP
secretary Jan van Arkel (now co-chair
of E-Europe) points out that a card
with a built-in biometric verification
certainly fulfils a certain social need.
“Something like this is also of signifi-

For information visit:

www.zorgenzekerheid.nl
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cance outside the health care sector.
Just think of E-government electronic
voting for instance, via the Internet, or
E-commerce where reliable verification
functions are indispensable for cardholder and supplier alike.”
“The Parkinson Pass is a unique investigation into the usefulness and effectiveness of a health care Smart Card for
hundreds of thousands of specific
patients, like those people with a
chronic illness”, says Johan Beun. “This
is a crucial step in the direction of EPD
for the most expensive health care
patient.” He feels it is quite possible
that in the longer term patient information will be available via a network,
without being stored on a card. “At the
moment it is a big advantage that the
biometric data is stored in the card
itself.” But in the longer term Beun is
convinced that affordable and watertight forms of biometric identification
will be available without card technology. Just as banking organizations are
already using “smart tokens” for electronic payments traffic, biometric technology is increasingly being integrated
into GSM phones, palmtop computers
and even keyrings. It will be years
before every patient with a chronic illness uses this type of technology, but
until then, card technology can be an
excellent aid for specific groups of
patients.

* The Care Card Group - ZorgPas
Groep - was a Dutch initiative to
develop a nation-wide Smart Card for
patient identification. This initiative
was fully supported by the Dutch
government, health insurers and all
care providers, but ceased operations
earlier this year.
** IPZorg (now called NICTIZ –
Nationaal ICT instituut de zorg) – a
government initiated organisation
whose task it is to stimulate the application of ICT technology in the
health care sector.
*** The Z-Index is a database of all
pharmaceutical and medical products
available in The Netherlands.

25

Trusted Computing

By Florian Höfle, CEO, Ikendi

Application Focus

Convenient
Security

The real ‘Key’ to
Biometric Security
Solutions

Biometric recognition systems are destined to replace PIN codes in many applications
(Smart credit cards and mobile phones immediately come to mind). The advantages of
biometrics are compelling – enhanced security, easy and convenient handling, and unambiguous
verification of identity.
To protect mobile telephones, PC’s and
credit cards from unauthorized use,
people have relied for many years on a
number generally composed of four
digits; the PIN code. This system has its
drawbacks. With just 10,000 possible
combinations, it offers relatively low
security. Beyond that, the user is often
compelled to memorize a multitude of
different numeric codes for different
devices and/or electronic cash and
credit cards. For these reasons, engineers have been looking for alternative
systems offering failsafe protection
against unauthorized access, unambiguous identity verification, and greater
convenience. Biometric technology can
store and retrieve the distinguishing
traits of physiological features that
enable unambiguous identification.

Ease of use
is decisive
However, for biometric technology to
make inroads, it must satisfy other criteria; for example, the need for low
cost, ease of use, and microelectronic
space constraints. And of course the
method of identification must win
widespread acceptance among consumers. There is much to be said for
fingerprint recognition – next to its
popular appeal, it is easy to use. The
finger is simply moved over or placed
on a sensor, and a scanner records the
papillary lines in a fraction of a second.
Several manufacturers offer sensors that
use different methods to transform the

values for papillary lines detected on
the skin by the sensor’s surface, into
gray shade images. Fingerprint sensors
generally have a surface area of between 150 and 250 mm2. Line scanners
(thermal scanners, for example) have a
much smaller area (approximately 30
mm2). All scanning processes are able to
achieve resolutions up to 500 dpi.
Complex mathematical formulae extract
the distinguishing features from the
image recorded by the sensor.
However, one of the growing markets is
the securing of PC’s. It is here that
IKENDI has taken a different path to
many other biometric security implementers. This solution is based upon
stopping the intruder gaining access to
the data in the PC right from boot-up;
not after the BIOS environment has
already started. In effect, to use an analogy, the system blocks the intruder at
the office front entrance, not at reception (after they have got through the
front door).

The Fingerprint
BIOS-Solution
With the Fingerprint BIOS-Solution®
IKENDI has implemented a full Fingerprint recognition (with encoding and
matching) in the System-BIOS environment. The whole program, including
the fingerprint database, is managed in
the System-BIOS. In the pre-boot phase,
the system can be locked securely and
is accessible with a pre-registered finger

placed on the integrated Fingerprint
sensor. The implementation is delivered
as two option ROM modules for any
PC-BIOS and is adaptable to different
Fingerprint sensor types and hardware
connections. All security options can be
configured with the BIOS-Setup mask,
while the access to the BIOS-Setup is
also secured by a Fingerprint. For the
different functions, supervisor and user
fingers can be captured on the database.
Inside the System-BIOS flash the database is stored and mirrored for fault
tolerance reasons. The solution works
without any other storage device (hard
disk) or operating system function
(OS-independent) and is already implemented in current notebook types.

Functionality
From the BIOS-Setup the separate
supervisor and user menus are accessible.
The supervisor can also enter the system BIOS, while a user can only start
the PC. In the supervisor menu it’s also
possible to delete the whole database
and to enroll a complete set of new
fingers. In this way, the best working
fingers can be selected with a separate
procedure.
In the test-menu the user can check
his finger templates to see if they are
suitable for a secure fingerprint recognition. Not all fingers can be used, and
it is dependent on the characteristics of
the finger. The user can also view the
image in order to adjust the handling
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of the system and get a good image
quality.
Each supervisor or user finger has to be
captured 4 times during the enrollment
procedure. Each finger must be of a good
quality, with enough characteristics for
a secure recognition. After all fingers
are captured, the system merges the fingers into an enhanced template.The template is stored in the mirrored BIOS
flash database.
When the PC starts-up, the user identification by fingerprint is automatically
started. The system always shows the
finger quality by value on the left side.
The displayed line indicates the quality
by its length and changes from red to
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green when the quality of the finger is
good enough. Only if the user (or
supervisor) is identified, will the system
proceed with booting.

Implementation
The first PC manufacturer to have
implemented this system into their latest model of laptop PC is FujitsuSiemens. The IKENDI Fingerprint
BIOS-Solution can now be found on
the
Fujitsu-Siemens
CELSIUS®
Mobile H. Fujitsu-Siemens must be
impressed with the IKENDI solution,
as they are currently calling their new
CELSIUS Mobile ‘the most secure

Fujitsu-Siemens
CELSIUS® Mobile H.

mobile family in the world’. Of course,
the laptop also contains an integrated
card reader and data encryption on the
HDD, but the IKENDI solution goes
an awfully long way to enable FujitsuSiemens to back up their claim!

Separate Supervisor Menu available
from the BIOS-Setup.

The Test Menu allows the user to check
the finger templates for suitability.

User fingers must be captured four
times during the enrollment procedure.

User identification by fingerprint
automatically begins at PC-Startup

For information visit:

www.ikendi.com

Protecting
Your Platform
An interview with David Grawrock, Security Architect, Intel Corporation

On a very hot day in June, SECURE caught up with David Grawrock, Security
Architect with Intel, at the Infineon Technologies headquarters in Munich, to talk
about the TCPA, Intel’s role, the TPM modules and what it’s going to take to
make the benefits of a secure platform obvious to the average guy-in-the-street.

Trusted Computing

SECURE - David, what would you say are the benefits of
the TCPA* and TPM** products?
First, it increases your level of trust in your platform. This
starts with a measuring process, so you now know what’s happening on your machine. The next step is that it then gives
you a way of taking those measurements and reliably reporting them. After that, you can validate those measurements,
and finally there is a way to monitor data (and other things)
that are stored on that particular platform, that is tied to
those specific measurements. So you can say, “I only get this
value back when everything is in the same configuration.”
For a manufacturer, these are the now the basic building
blocks that allow you (as a manufacturer) to build applications that use those facilities.
SECURE - That’s great for the chip manufacturers,
but what about the man in the street? How will end
consumers react when they are told that the machine
they are about to purchase has security products on
board that were defined by the TCPA?
Personally, I hope that they don’t know about TCPA at all! In
the sense that I would like them to believe that the systems
themselves are simply more secure than they used to be;
primarily because security is hard for end consumers to see.
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They get [their machine] and go, “Why is this one more
secure and this one less secure?” So what you would really like
to do is build up the brands [of the machines], so that the PC
manufacturers (or whoever), can say this one is more secure
than the last one we produced. And consumers get to the point
where they believe that their information is going to be properly protected because this particular platform is more secure
than the previous platform. That’s the end user benefit – an
increase of faith in their machine to protect their data.
Today’s machines are pretty good, however threats are increasing. Consumers need to have confidence that the platform will
protect their data and work properly. And so the idea here is to
start giving system manufacturers the ability to make better
building blocks and produce better systems, so that the end
consumer can say, “Oh, I trust that this machine will work
properly.”
SECURE - Does that mean then that the people who will
get the real benefit from the work of the TCPA is not the
Infineon’s and the Intel’s of this world, but the IBM’s and
the DELL’s. In fact any platform maker, because the end
consumer only looks at the platform as a whole and not
at the fact that it has a TPM chip on board?
D.G. – The customers will get the real benefit. I think you
will see the benefit first with the IBM’s and DELL’s. I guess

“At the start
the (TCPA)
logo will be
a little more
visible, to
differentiate
this platform (secure)
from the
other
platform
(unsecured).”
*

TCPA: Trusted Computing
Platform Alliance
** TPM: Trusted Platform Module
See page 58 for
more background
information.
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that there will probably be a TCPA logo on the machine
somewhere. It’s interesting when you look at how information is distributed about the machine through logos and
stickers. If you look at a machine today, there are loads of
stickers giving information about the machine but many of
them are now on the bottom of the machine. Those on the
top are the ones that are used to differentiate one platform
from another in today’s market environment.
I think this is how it will start with TCPA. At the start, the logo
will be a little more visible, to differentiate this platform from
the other platforms, so the end consumer will be able to say,
“Oh this is one of the machines that was built with one of these
security things on board. This is a secure platform, so I can trust
this platform more.” So what we see is that there is a step up. It
moves everything forward.
SECURE - Why did Intel want to be a part of the TCPA?
Is it simply because it’s the next big marketing thing?
D.G. - Oh, I don’t think it’s the next big marketing thing. I’m
a security person from way back and I believe that security
should have been looked at a long time ago. It’s a realization
that we need to make things better for the consumer. And
better in this case means more trustworthy. Not that things
are not sellable and usable right now (from a security point of
view) - they are. But end consumers would like to see an
increased level of trust. And I think that is what we are trying
to provide. Our mission statement is about providing building
blocks for the Internet. Some of the building blocks we need
to provide are provided by the TCPA – it’s providing more
building blocks.
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Security is a difficult thing to differentiate on, sometimes it’s
very hard to say, “I’m more secure than you are.” But I think
that’s what is important to say to the consumers (be they IT
or someone at home), that these are more trustable platforms.
That’s important, that’s what drives us.You can have a greater
degree of trust now and in the future.
SECURE - Can you give me an overview of the TCPA
guidelines for different applications? Are we talking about
one platform or many?
D.G. - One of the guiding principles of TCPA was that we
didn’t want to be tied to one specific platform – we didn’t
want to say that this was a PC effort. (Laughs). Granted, that
when you see who the original promoters were, it drives the
point home that PC’s were what we thought about first and
this is where we went. But the main specification that we
wrote is platform agnostic. We don’t talk about things that are
on a specific platform, because we think that this concept of
providing a level of trust through measurements and reporting and so on, is valid on whatever platform you are dealing
with; whether it’s a PC or a PDA or a cell phone or a router
or any of those types of computing platforms. They all have
the same requirements. What am I dealing with? What is its
current configuration? How do I store things securely on that
platform? So we went and made sure that the specification
said that these functional requirements were on all platforms
and so let’s make sure they are available; let’s make sure this is
done. And then on top of that, we said “Fine. Let’s look at
how you would take this generic definition and make sure it
was implemented properly on a specific platform.” And the
first one we did was the PC. But the idea is that these specifications are very generic and usable building blocks on all
sorts of different types of platforms.
By giving building blocks and saying this is the base level of
things that you are going to do, that gives us the guidelines
for application building. When you are using standard generic
information, it doesn’t matter what application or platform
you are on. I can send this, the same command on any type of
platform or machine and get the same answer back. I can
evaluate my answer and decide on my level of trust to that
system based on that. So the guidelines we are giving for
applications are not in the sense of “Here’s how you build
your application.” What we are doing is that we are saying
here is this great bottom level building block and it gives you
this piece of information and it will tell you reliably what’s
going on. Now you as an application, make your decision;
make up your mind.

“...the main specifications
that (the TCPA) wrote
are platform agnostic.”
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that what you provided really is something of value. And then
you have to be able to find either your own internal company’s or an external company’s part of the organization that is
willing to do the work necessary. People have to take a risk. If
its not been done before, you are out there all of a sudden
implementing something that you don’t know if it’s been
done properly, you don’t know if it’s complete and you don’t
know if there are any other problems on it. So you really have
to find people who are willing to take a risk and develop it
and suddenly find a problem and still be willing to go back
and make some changes. So it’s a process that requires a lot of
give and take by everybody. You have to be willing to sit
there and say, “This is what I have designed, and this is what I
have produced for everybody.” And if there is also a mistake,
you also have to be willing to say, “Oh sorry, I made a mistake
– I’ll make that change.” You have to be very flexible on that
process.
SECURE - What does it take to make security an everyday item?

“That's the end user
benefit – an increase of
faith in their machines to
protect their data.”

Once you get that information, there are a whole bunch of
things you can do. And so the guidelines for an application
are going to be “use the facilities, the building blocks as they are
designed and it will give you a whole new world of things to do.”
SECURE - Are TPMs available today?
D.G. - Yes, they are shipping.You can look at the membership
list and find out who is doing that. But there are platforms
that are shipping today that have TPMs on them.
SECURE - Any immediate feedback from the market
about the TCPA and the TPM products or is it still a little
too early?
D.G. - Honestly, it’s a little too early for that right now.
SECURE - What are the problems in taking a subject like
this from theory to practice and on to implementation?
D.G. - Huh! Do I start at the beginning or at the end?
(Laughs).
Going from a spec to something that actually happens is a
long process and what you have to make sure happens first, is

D.G. - We have to continue to tell people that this is something they need - whether they realize it or not. And we have
to continue to tell them. But part of the problem is that manufacturers in the past have made security too visible. We have
made security something that you see, as opposed to something that works in the background for you. It should be
something that is easy to use. Human error is normally what
breaches security protocols or causes crashes. What’s happening now is that we are trying to make everyone a security
expert (even if all they want to do is buy something with
their credit card over the web!), whether they want to be or
not. Now we have unknowing, untrained, unknowledgeable,
and uncaring people who are supposed to be security
experts. It’s not going to work.
So our job really, is to make sure these people do not have to
become security experts. We have to take it out of their
hands, because they are not going to do it right. And if we
depend upon them to do it right, we are going to be in trouble. So we have to make sure that the security we provide
people is so simple to use, that they do not understand they
are becoming security experts and that the technology works
all the time, every time - without their knowledge and for
their benefit.
SECURE - Could something like the TCPA have happened without the credibility and presence of the likes of
Microsoft, IBM and Intel and other industry movers?
D.G. - No, I think that if you had tried to do this as an individual company, even if you were Microsoft, IBM or Intel,
you would not have had the power or the ability to move
things like a large organization does (in this case the TCPA)
where people work together. If you get a collection of passionate people out there pushing the same idea and they are
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in different companies and they can get together and get
things done, then the whole thing grows and multiplies and
pretty soon you have that critical mass. I don’t know what the
number is for that critical mass, but it is very hard to start
something like this in one company and get it out there.
There have been lots and lots of products from single companies in the past that haven’t made it. They have done a good
job, have worked well, but they withered on the vine.
SECURE - So what is it that makes all these months of work
within the TCPA a success; that TPM products are a success?
What’s the one little item that makes it all worthwhile?
D.G. - (Laughs, as do other Infineon people in the room).
It’s on every single machine out there! (Pauses).
Although it’s a nice idea – that’s not really likely. (Pauses again).
Probably the success criterion is that it’s in use and that the
TPM or its successor is still in use five, ten years from now. If
that’s the case then we are a success.
SECURE - Final question. How do you see the TCPA
evolving over time?
D.G. - (Laughs). That’s an open question right now, because
from one side I think that security is not the point.You don’t
stick a stake in the ground and say, “Hey, I’m secure. I’m
done.” Security is a process; it’s always about give and take. I
set a barrier, the attackers go over it. I set a new barrier; they
go over that one too. However, hopefully, as we set new barriers, we take out a whole section of attackers – they are no
longer able to play, and you move forward.
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However, crypto algorithms change, procedures change, all
these things are events that occur and I think that if you are
going to try and provide long term trust in a platform, then
you are going to be saying: “what am I going to look at and
how can I evaluate how this platform is viewed right now?
What do I do to make it more trustable in the future?”
So that says you are moving forward. Now what does it say
towards the organization? I’m not sure. That’s a business issue,
not a mechanical issue of how we manage that. But what it is
not saying is that we are going to do this once and then
throw it over the wall and forget it. I don’t think that’s going
to happen. We have to go forward and look at features and see
what we need to change. So I think we are going to have to
baby-sit this thing and watch it for a while. How long that
while is – I don’t know.
Munich, Germany – June 2002
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Every day around 25 million passengers use public transport in Germany; this is more than nine
billion a year – but the figure could be higher still. The attraction of a service that would otherwise
be easy and convenient to use is often impaired by everyday problems – either you don’t have
enough small change, the ticket machine is out of order, or the price system is too complicated. A
convenient solution would be for a ticket to be valid in other transport networks in different
regions. Thus, in cooperation with the Association of German Transport Companies (VDV),
Infineon and other industrial firms are working on a technical standard which would allow a universal electronic ticket to be introduced throughout the whole of Germany. The cooperation partners will present their universal solution for the purchase and use of electronic tickets on public
transport networks by the middle of 2003.
As part of a project supported by the
German Federal Ministry for Education
and Research (BMBF), the Association
of German Transport Companies (VDV) –
the umbrella organization of all German
public transport operators, is working
on a future technical standard for unified pricing and sales systems in public
transport networks. As a supraordinate
body, the VDV represents more than
400 public transport operators serving
around 9 billion passengers a year. The
objective of the scheme is to increase
the user-friendliness of the system for
existing passengers, while gaining new
customers who are discouraged from
making more frequent use of bus and
rail networks by complicated sales
methods. The development program
aims to create a uniform data standard
which makes it possible to link a variety of electronic tariff management
applications and formats. This core
application will offer the following
central features:
• Cashless payment,
• Electronic tickets,
• Automatic ticket pricing.
The approach is comprehensive, yet
flexible enough to allow the creation of
compatible
technology-independent
solutions. It includes both systems that
initially only implement electronic tickets,
as well as systems with automatic ticket
pricing and expanded shopping features.
With an open chip platform as its basis,
the system can be used in a variety of
forms with different features, but is
simple to upgrade and expand. Thus,
with e-ticketing it is possible to have

systems where customers can log on and
off (so-called “CiCo” systems: checkin/check-out), as well as ones which
register whether the customer is present or not (“BiBo” systems: be in/be out).
Even the systems’ payment features can
differ. One further core feature is the
possibility of automatic ticket pricing –
whenever customers use their electronic
ticket, they are only charged for the
distance they actually travel.
The interoperability and compatibility
of the system ensures that customers
only need one device to use the entire
range of features, and provides a uniform tariff management system. For
this purpose a standardized customer
interface has to be created with the following objectives:
• The methods used must be independent of the tariff system and be
able to adapt to any conceivable tariff
system.
• The various forms of electronic tariff
management must be compatible so that
different versions of the system can
be used in parallel over a long period.
• It must be possible to introduce the
technology in stages, and the investment involved – particularly for the
introduction of electronic tickets –
must be safeguarded.
• Compatibility between public transport networks and rail networks must
be ensured.
Flexible, high-performance hardware
and software guarantees that the system
can be integrated in stages. The choice
of the most economical form of elec-

Contactless e-ticketing
– convenient when time
is short

tronic tariff management systems will
depend on local conditions. Thus, to
bundle the development potential and
to protect the investments of the
involved parties, it is economically
paramount to create a standard and
involve a range of industrial companies
in the scheme.
The core application is being developed
by industrial partners such as T-Systems, Siemens, ERG, Card.etc, Cubic,
Infineon Technologies, the Institute for
Transport and Infrastructure Systems
of the Fraunhofer Gesellschaft, and
Deutsche Bank.
The VDV’s initiative for the development of a compatible electronic tariff
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Contactless

Ambitious Chip
Card project for
public transport

Underground train
(never miss your train
with your easy electronic
ticket to ride)

management system on the basis of a
core application provides the basis for
the standardization of a wide range of
systems – first in Germany and later in
Europe. The decision as to exactly which
application – be it electronic payments,
e-tickets, or automatic pricing – is
eventually put into practice has to be
taken at a local level by the individual
transport company or within regional
transport organizations. The flexible
technology at the heart of the scheme
(semiconductors and software) allows
dynamic applications to be implemented
depending on the needs of the transport operators and customers, as well as
on budgetary requirements. The optimal
system for customers and companies
will vary according to local conditions
– the size of the transport region, traffic
infrastructure, market shares, customer
bases, economic feasibility studies, etc.
Clearly, many transport companies will
introduce cashless e-tickets as a first
step. Subsequently there is the option
of extending the service by adding automatic ticket pricing or further cashless
shopping features. E-tickets can thus also
be used as entrance tickets for entertainment events, or as a cash or identity
card, for instance.Whatever the decision,
the system remains transparent for customers and gives them full control over
payment.
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For many Germans the scenario is all
too familiar. You arrive on a local train
at the central station in Munich just in
time for you to get your long-distance
connection to Frankfurt. When you
arrive there, you’ll have to hurry to
catch another local train, after which
you’ll need to catch a local bus. There
will hardly be any time to buy the ticket,
and as you’ll be in a hurry, there’s
bound to be a particularly long queue
at the counter. To be on the safe side
perhaps you should get some change
for the ticket machine in the dining car
on the train. Experiences like these will
soon be a thing of the past. Passengers
will be able to use their electronic tickets
everywhere in Germany, and pay for
them without needing cash. In addition,
passengers will be able to buy and use
e-tickets on any of the around 530 transport companies throughout Germany in
exactly the same way – whether they are
in Munich, Berlin or Dresden. Yet the
only way to bridge the present gap
between the differing tariff systems
used by the various independent transport
companies is a universally recognized
technical standard. The first concepts
were devised in the 90s, based on contact-

based Chip Cards, where a fixed sum
was charged for each journey. Yet this
procedure turned out to be too inconvenient and inflexible. This is why
the VDV has decided to implement
a contactless ticket system with the
necessary core features and standardized
protocols. These are:
• A standard protocol for the main
functions of the system (air interface
in accordance with ISO 14443/
ISO15693 and a contact-based interface in accordance with ISO 7816)
• Standardized application software and
data records in order to ensure a compatible system with flexible price
structures
• A multi-application framework and
an open platform to secure compatibility with other e-applications (cash
cards, identity cards, etc.)
In this project, Infineon is providing
the expertise for the chip technology
required for the envisaged chip-based
contactless solution. In contactless data
transfer a reading device emits an electromagnetic field that activates a chip in
the electronic ticket as it passes within
range.The chips ensure reliable and rapid
data transfer, even if several tickets have
to be validated simultaneously, as at
peak times, for instance. The decision as
to what the electronic ticket actually
looks like is left up to the individual
transport company. With this highly
integrated space-saving chip technology,
e-tickets can take the form of a Chip
Card, or can be integrated into a wristwatch or key ring.

Technological
requirements

Pay as you pass –
the contactless e-ticket
makes it possible

What are the technological requirements
for the implementation of a convenient
and universal electronic ticketing system?
No matter what form the system ultimately takes, the core components are
provided by semiconductor technology.
Infineon has provided my-d and my-C
product families to ensure that the
contactless identification technology is

Contactless

implemented practically and effectively.
This contactless Chip Card technology
fulfils all necessary requirements, such
as chip sharing for dynamic applications, simple access and use, system
implementation completely based on
standardized system components, and
expanded security functions. Chip sharing
involves making secure storage sectors
with variable data access on the IC
available to several users or applications
(more precisely, to their read/write
devices), provided the users/applications
have the corresponding access rights. In
this way manufacturers, service providers or resellers can use the chips not
only for various data storage purposes,
but also in changing dynamic applications.
Electronic tickets for secure, convenient
and quick payment on public transport
require contactless technology. Only in
this way are secure and rapid pay-asyou-pass systems possible. With e-tickets all passengers benefit from an added
convenience that was previously only
known to pass holders.

The technology
of the new
storage ICs
The my-d chips are components with a
standardized frequency of 13.56 MHz,

and are equipped with both EEPROM
storage capacity and a contactless interface (ISO/IEC 14443 or 15693). All
this technology is contained in just a
few square millimeters. The memory
chip (128 to 2040 bytes) can be divided
into several sectors for different users
and protected if required. The technology of the chips corresponds to the
international RFID standard for vicinity cards and smart labels, which defines
the protocols and interfaces for data
transfer between the IC and the reading
device. At present two my-d variants
are available, both meeting the specific
market requirements, with one version
offering additional cryptographic security of up to 14 keys. The components
can be read or written to with readers
conforming to the new ISO standard;
the energy transfer to the chip is carried out by the read/write device for
the duration of the read/write procedure.
Whereas contactless technology has
many advantages for the envisaged
electronic ticket system, the existing
infrastructure is still contact-based. This
means that a suitable solution must be
able to support both technologies and
also guarantee interoperability between
the systems.The answer to this are my-d
Smart Cards with dual interfaces for
both contactless and contact-based

my-C
Secure Controllers
• Bare die
• Modules

You-R components

• Antenna
• Easy to
customize
antenna
based on
application
notes
my-d
Secure Memories
for cards and labels
• Inlay
• Module
• Bare die

Application Focus

Infineon´s Contactless
Systems Solution
Offering

communication. In order to use existing
infrastructures, Chip Card controllers
are required that can support both
contactless ISO14443 and contactbased Chip Cards in accordance with
ISO7816. In addition they must also
support both operating modes (types A
and B) in accordance with ISO 14443.
Furthermore, hardware-based cryptographic algorithms also ensure security
for personalized use in public transport
systems.

Concluding
remarks
With this ambitious VDV project, customers can use public transport services
easily and conveniently in a defined
area. The scheme is initially conceived
for Germany, but discussions are underway with the EU regarding extending
it to Europe as a whole.
In addition, the core systems based on
contactless Chip Card technology provided by Infineon offer an interesting
added benefit. As a system of this kind
also allows the detailed monitoring
of customer flows, the public transport operators can control these more
efficiently and thus also adapt the price
system better to actual use.

Reader board

System SW and personalization
SW application notes

The Principal behind Contactless Chip Card Technology

39

Technology Update

Smart Cards

Electromagnetic
Smart Cards –
Espionage from
Attacks and
By Peter Hofreiter, Dr. Peter Laackmann
Infineon Technologies AG

Countermeasures

A quick look back into the
history of espionage shows that
the analysis of electromagnetic
emanations for espionage purposes is a process that has
been in use for a number of
years. The codeword TEMPEST covers a methodology
known since 1950, of receiving, amplifying and evaluating
high-frequency side-channel
radiation - including the
appropriate countermeasures.
A practical example of a very
simple attack, known as H F
f l o o d i n g , was discovered in
1952 at the American embassy
in Moscow (see Figure 1).
Behind a big state seal, a strange
mechanical device was hidden
and was being irradiated from
outside with strong electromagnetic fields [1, 2].
The device itself included a
resonant circuit, which was
sensitive to voices in that particular room. The modulated
signal from this mechanical
device was then analyzed
from a distance of several
hundred meters, compromising all spoken words inside
the room.
HF Flooding attacks still are
common today – albeit in a
slightly modified form.
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Figure 1: 1952 – The American ambassador Henry
Cabot Lodge Jr. demonstrates the function of the
electromagnetic “Big Seal Bug”

Some years later, a major flaw was discovered concerning certain cryptographic devices, which were found to
be susceptible to electromagnetic
attacks. Crypted Teletype units showed
occurrences of small traces of side channel information beneath the normal
Crypted output. This side channel
information contained clear text signals,
traveling through the whole device
from the keyboard to the output antenna. Using sophisticated equipment, the
clear text could be separated from the
dominating cipher text, and later amplified and displayed. A practical approach
concerning a Teletype crypto device
was performed in 1960, and is documented in detail in the autobiography
of the former MI5 Scientist - Peter
Wright [3]. At the same time, as awareness for such an attack was slowly
increasing, the race began to find and
integrate the first technical countermeasures against electromagnetic analysis.
Expendable and costly methods were
tested for effective shielding of the

complete units. One concept recently
being “reinvented” is the complete
decoupling of the power supply - a
method with only limited effectiveness
(as will be discussed later). Also the first
standards were defined for supplying comparable protection against TEMPEST
attacks in different applications and
environmental conditions.
In the age of electronic data processing,
TEMPEST attacks are gaining even
greater notoriety. Considering the fact
that modern enciphering methods are,
due to their enormous key lengths,
nearly “unbreakable” [4] (using such
methods as Brute-Force Attacks), the
attackers have to find other ways to
gain possession of the secret clear text
or keys. The proposed method is to
gain the clear texts or keys before the
encryption itself happens. Side-channel
analysis helps in these cases, snooping
for trace amounts of compromising
electromagnetic emanations from these
systems. The systematical approach to
Anti-TEMPEST standards, test manuals
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and recommendations began in 1980.
Today, TEMPEST-proof devices for
electronic data processing (PCs, Keyboards, Monitors, etc) are commonly
available and widely used.

SPA and DPA
SPA [5, 6] and DPA [7, 8] (Simple
and Differential Power Analysis) are
well known in the Smart Card industry
as standard attacks against Smart Card
controllers. Both methods are based on
direct measurement of the device’s
power consumption during the processing of a security relevant operation.
Not only have a variety of mathematical
and analytical methods for attacks been
developed, but also multifaceted trials
to prevent SPA and DPA.
Today, some of these attack technologies are becoming diversified from
SPA/DPA attacks and are focusing on
other side channel information including the electromagnetic emanations of
semiconductor devices. The corresponding attacks in this special case are
called EMA (Electromagnetic Analysis),
not TEMPEST.
Due to its electromagnetic effect, the
switching processes in a microchip can
be detected in the vicinity of the
device without probing the direct
power consumption. As today's microcontrollers are operated in the
Megahertz frequency range, the highfrequency signals that are produced are
emitted into the air directly from the
chip surface. The subsequent conclusion that Smart Card microcontrollers
which are not efficiently protected, may
also permit electromagnetic side channel analysis, has been voiced some time
ago [9]. As the research activities concerning these attacks normally cover
security relevancy, results of these
attacks and countermeasures were for
the most part, not published in the past.
Kuhn released the first publicly available material in 1999, documenting
experiments to evaluate the high-frequency emanations of a standard microcontroller [10]. From this moment on,
the discussion concerning electromagnetic analysis of Smart Card controllers
became public in a broader sense.

SEMA and DEMA
The electromagnetic attacks corresponding to the conventional “Simple
Power Analysis” (SPA) are called SEMA
(Simple ElectroMagnetic Analysis). For
the transfer of the classical methodology
“Differential Power Analysis” (DPA) to
electromagnetic emanations, Quisquater and
Samyde came up with the abbreviation
DEMA (Differential ElectroMagnetic
Analysis) [11].
In order to conduct successful attacks
against Smart Card controllers that do not
contain dedicated and highly efficient
countermeasures against EMA/DEMA,
and for testing and verifying own countermeasures, it is very important to find a
suitable experimental arrangement. The
setup has to be developed with the condition that the electromagnetic signals that
radiate from the chip can be detected
with high bandwidth, high amplification
factor and also very low noise levels.
The signals that emanate from a Smart
Card controller in normal cases are first
amplified, then recorded using a modern digital oscilloscope and sent via fast
data links to a personal computer for
further evaluation. Using digital signal
analysis methods, the PC processes the
single signal traces, finally yielding
secret data.
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Electromagnetic radiation itself consists
of two components, the electrical and
magnetic field vectors. In theory, both
components can be measured individually or in their interaction. Capacitive
sensors mainly capture the electrical field
components, while antennas and coils
are able to acquire both electrical and
magnetic components, and hall sensors
and so-called “SQUIDS” (superconducting quantum interference devices)
mainly detect the pure magnetic field
components (see Figure 2).
The simplest method for monitoring
the high-frequency emanations of a
microcontroller is the direct attachment
of the measurement device on any pin
of the microcontroller. Using this
approach, Kuhn showed, in 1999, that
the emanations of a commonly used
unsecured microcontroller could be
detected with regard to an attack [10].
Later, an IBM working group described
[12] the usage of an antenna for contactless measurements, placing the
antenna just above the surface of the
microcontroller being analyzed. Although
it was clear that this assembly would
detect the complete entity of emanations from the chip surface without local
definition, the attacks carried out were
found to be more efficient in comparison
to conventional SPA/DPA analysis.

Figure 2: Microscopic SQUID for magnetic field determination
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The option to identify and measure
local sources of high frequency emission on a chip surface was first reported
in public at the conference “CHES
2001 - Cryptographic Hardware and
Embedded Systems” by Gandalfi,
Mourtier and Olivier. A simple, but also
very effective, sensor developed from
using a cylindrical coil with a length of
3mm and a diameter of 0.5mm and
made from ordinary copper wire, had
been used (see Figure 3). Through this
simple setup on conventional, nonsecured Smart Card chips, successful
attacks could be carried out easily
enough [13]. The results clearly show
that different areas of the chip under
test will also provide different signal
strengths and data dependencies. Compared to the conventional methodology
of SPA and DPA, it is possible to analyze
in detail the behavior of small chip
areas, to measure the electromagnetic
emanations directly and to localize the
place of their origin.

Figure 3: Coil for
the measurement of
electromagnetic
emanations (length
approx. 3 mm)

SQUIDS (Superconducting Quantum
Interference Devices) are in theory, also
suitable for local measurements. As the
superconducting ring structure of a
squid is usually cooled with liquid helium,
several severe problems may occur in
the realization of an experimental setup
for analyzing a Smart Card chip. But
using a special thermal isolation, these
difficulties can be solved, as demonstrated in commercially available SQUID
microscopes like the Neocera C-10.
These devices are able to determine a
current of only 10 nanoamperes from a
distance of 0.1mm, and are already used
today in the failure analysis of modern
semiconductors.
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Overview of different SEMA/DEMA sensor technologies

Sensor Technology

Component detected

Advantages

Disadvantages

SQUID

Magnetic

Also suitable
for static
magnetic fields.
Good resolution

Cooling necessary.
Magnetic
shielding
necessary

Inductive Sensor

Electrical & Magnetic

Good resolution

Limitation at high
frequencies

Antenna

Electrical & Magnetic

Suitable for
very high
frequencies

Sparse resolution

Capacitive Coupling

Electrical

Suitable for very
high frequencies

Sensitive to
external influences

Infineon Technologies, after extensive
tests applying different receiver systems,
uses proprietary sensors showing
extremely low sensitivity to external
electromagnetic noise (“electromagnetic smog”) and high sensitivity to local
electromagnetic emanations from the
chip surface. Analyzing Smart Card
chips, Infineon looks at different areas
of interest with excellent spatial resolution,
and
performs
tailor-made
SEMA/DEMA attacks. Testing some
commercially available Smart Card
controllers, it was noted that for the
efficient analysis of an unknown chip
layout, a “scanning process” can be very
helpful, moving the sensor over the
chip surface in defined steps to yield an
“emanation map” of the chip - and to
find the source of the highest strength
of interesting signals.
Whereas the acquisition of the measurements may be performed in different
ways, it soon became clear that the
conventional methods of signal analysis
and mathematics associated with SPA and
DPA could be adapted. The low signal
intensity demands sophisticated amplification techniques, without acquiring
too much noise from background and
artifact effects - but these requirements
could be fully met by modifying conventional SPA/DPA measurement equipment.

Hardware
Countermeasures
When defending against SPA and DPA,
the different and (more or less) effective countermeasures can be found by

utilizing literature, patents and practical
examples. In contrast to this large selection of material, only a few publicly
available articles describe countermeasures against an EMA analysis of Smart
Card microchips. A complete shielding
of Smart Card controllers, known from
devices used in electronic data processing, is possible, but an attacker could
simply remove the shield prior to
analysis, making this countermeasure
worthless.
With these presumptions in mind,
SEMA/DEMA countermeasures have
to reach much further than the commonly known SPA/DPA defense systems, due to the fact that EMA/DEMA
attacks provide information about small
chip areas, whereas the SPA/DPA
measurement only yields data concerning the supply current of the complete
chip.

Evaluation of a DEMA
measurement performed
at Infineon using a test
object without countermeasures. The big peak
at the lower left side
shows the right key
hypothesis.
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As electromagnetic analysis has been a
significant part of the development and
security evaluation of the Infineon
Smart Card controllers, effective countermeasures could be developed, not
only covering the new SEMA/DEMA
attacks, but also the conventional SPA
and DPA methods.
These countermeasures are integrated
in the new Smart Card controller products, which are constantly being tested
using modern, sophisticated equipment
(also
developed
by
Infineon
Technologies). The main bases are integral security strategies in core designs
that cannot be fulfilled by using standard CPU cores. These countermeasures are not only used in the CPU of a
Smart Card chip, but also in crypto
coprocessors. The efficiency of these
countermeasures is strictly monitored

increase the share of randomly generated information by “randomization”;
pushing useful information for the
attacker into the background. Another
focus of software countermeasures is
the protection against data dependencies. These dependencies could indicate
differences in the processing of selected
data blocks, if combined attack methods including timing analysis and
power analysis are utilized.
The use of software countermeasures
on their own may not serve as a sufficient protection from SPA/DPA and
SEMA/DEMA, as long as they are not
run on a secured hardware platform.
But in close cooperation with appropriate hardware countermeasures, the
combined strength of both defense
walls can be effectively used. Therefore,
special design guidelines and a proprietary architecture deploying integral
security, are the fundamentals of both
today’s and tomorrow’s secure systems.

Evaluation and
Development of the
SEMA/DEMA
Methodology
at Infineon
Technologies

DEMA measurement of
an Infineon Smart Card
controller with hardware
countermeasures.
The right key could not
be identified.

during the internal evaluation and
external certification of the products.
As an example, measurements using a
very sensitive DEMA setup showed at
direct localization above the DES
coprocessor of an Infineon chip, that
very efficient protection against EMA/
DEMA could be achieved.

Software
Countermeasures
Using software countermeasures, a
developer may strengthen the resistance
against direct power analysis and electromagnetic attacks. One target is to

By both driving and monitoring the
evolution of SPA and DPA as a standard
analysis process, it became clear several
years ago, that the conventional power
analysis attacks could soon be shifted
into the sector of electromagnetic emanation analysis - as soon as the main
attack scenarios using SPA/DPA could
be commonly blocked by countermeasures. The development of new products is targeted not only at today’s
requirements from customers, evaluation and certification bodies, but also at
tomorrow’s requirements, derived from
new attack technologies. Infineon's
own internal evaluation facilities and
test platforms are constantly being
improved, helping to identify new
attack scenarios. Infineon utilizes the
newest insights and devices of digital
signal processing, and any corresponding software is constructed by cryptologists, mathematicians and test engineers working in close cooperation.
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Dongles

Aladdin
moves into
the Fast
Lane

something they have (their eToken) as well
as something they know (their eToken
PIN). Carlin teammates continually
logon and off using their eTokens,
providing each with their own set of
capabilities. Some team members can
download data, while others are given
different colored eTokens that only allow
data to be viewed, further enhancing
security. Any prying eyes now face an
extremely high security barrier protecting the vital storage and use of driver
data. Global Secure Systems (GSS) – a
UK distributor for Aladdin Knowledge
Systems – supplied, installed and maintains eToken for Carlin Motorsport.

eToken Benefits

Aladdin’s eToken protects
sensitive Formula Three
race car data with USB-based
two-factor authentication
The Carlin
Motorsport
Challenge
“Before implementing eToken, we
clearly lacked security for our vital race
car data. Not wanting to provide all
system users with the ability to download or manipulate cornering forces
data or suspension movement on particular cars, we have some eTokens that
allow only viewing, while others allow
full administrator rights. It’s simple. To
access that information, you must have
the proper credentials.”
Dave Bettany
Network Administrator and Design Engineer
Carlin Motorsport (UK)
With several competing teams working
in close quarters around British Formula 3
racetracks, Carlin Motorsport decided
they needed to keep their racing statistics and performance data completely
inaccessible to anyone except authorized team members. Since it is often
only milliseconds that make the difference between 1st and 2nd place in a
Formula 3 race, vital vehicle data used

44

to measure strengths and weaknesses are
kept close at hand in the preparation
area. These computers contain the entire
“fingerprint” of a driver, revealing his
driving style and even his slightest
inconsistencies. Put in the wrong hands,
this information can give a competitor
the edge he needs. But because drivers
and their teams are not IT experts, the
authentication process had to be simple
and easy to use, as well as inexpensive
and durable enough to handle the strains
of a racetrack environment.

Using USB-Based Authentication has
provided the following benefits for Carlin
Motorsport :
• Portability – Drivers and other
team members can easily carry the
eTokens from track to track
• Simplicity – Numerous passwords
are a thing of the past; one eToken
and one password secure the data
• Flexibility – Multiple teammates
use separate eTokens with different
levels of access to protected data
• Affordability – As a small team,
Carlin can implement
two-factor authentication for
a low, per-token charge
• Security – Competitors have no
way of accessing the data on the
computers without an eToken
• Peace of Mind – Carlin’s network
administrator can devote more time
to driving performance, not security

Aladdin’s Solution

About eToken

eToken provides Carlin Motorsport with
complete MS GINA replacement. (GINA
is the graphical user interface presented
by Windows when a person starts or locks
their workstation.) Instead of asking for
a simple password, Aladdin’s eToken and
eToken PIN are required to access
any information on the computer. The
moment an eToken is removed from the
computer’s USB port, users must login
again, creating two-factor authentication
– even for the demanding pit areas of a
racetrack. Race team members provide

eToken, a USB device about the size
of a normal house key, is the ultimate
device for securing networks and
e-Business platforms. It offers a fully
portable and cost-effective means to
authenticate users and to digitally
sign sensitive business transactions.
Utilizing state of the art technology,
eToken offers advanced Smart Card
functionality with a robust onboard
cryptographic processor such as
1024-bit RSA, 3xDES and SHA1
algorithms.

For information visit:

www.ealaddin.com

By Dr. Frank Gillert, Director Business Development
Infineon Technologies AG

RFID
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“Radio Frequency Identification”, or RFID for short, is one of the most innovative and forwardlooking technologies in the object and person oriented recognition systems sector. The chip systems, which are also known as transponders, have been in use for several years already. For example, practically every car owner is also a user of RFID technology if the chip contained in the key
communicates with the engine electronics via an antenna located in the dashboard and enables
the ignition to be activated following authentication (the immobilizer).
The development of powerful one-way
antennas and inexpensive chips without
their own power supply, (supplied with
power via the read antenna passive systems), led in the mid-nineties, to the
technology making inroads into other
application areas in which an intelligent
adhesive tag (smart label) can take over
the tasks of the barcode or OCR
(Optical Character Recognition) script
and delivers additional benefits into the
bargain (see Figure 1).
Essentially, the advantages of RFID
technology lie in the invisible individualization of objects of every kind, and
even of people. Ski pass solutions are a
familiar example of the latter type of
application.
Unlike the barcode, where only one
object at a time can be scanned, smart
labels featuring RFID technology
enable multiple objects or goods to be
identified simultaneously. It does not
even matter where the smart label is
attached to the object. An alignment or
separation operation, as is necessary
with barcodes, is not required.

Application
Examples
Intelligent Library
A key requirement in public and scientific libraries is the management of the
book stocks and the identification of
media and their assignment to a lender.
In order to ensure customer service
levels, the libraries are naturally anxious
to minimize the costs incurred in
meeting these key requirements. Why
should the users not be able to borrow
the media they select independently?
The first German libraries were
equipped with RFID technology (based

This system configuration is made poson the Infineon concept) in the fall of
sible by the dynamic usability of the
2001.The system was developed in collachip. In contrast to current barcode sysboration with ekz.bibliotheksservice
tems, where the originally stored inforGmbH in Reutlingen, the leading
mation cannot be changed, the chip
library service provider in Germany,
can be updated any number of times
Austria and Switzerland. Taking the
with the current status information,
municipal library of Siegburg as an
e.g. “on loan”/ “not on loan”, by an
example, all media is fitted with an
authorized station.
RFID tag. All the relevant data for processing the library functions is stored
on a chip integrated in the book. Once
Intelligent
a visitor to the library has made his
Document
choice of books, CDs or videos, he can
Management
choose from 2 options. Either to proceed to the staffed check-out desk,
In the same way, law firms are being
where a librarian will pass the stacked
equipped with a similar RFID concept
media over a hidden read antenna
to allow quick and easy location of case
located on the underside of the desk and
files. Each file is tagged with a smart
book them to the
visitor’s account in
fractions of a second. Or he can
perform the same
operation himself.
Two self-service
checkout stations
are installed in the
library area for this
purpose. After identifying himself at
one of these with
his user pass, the
borrower can quickly and easily check
out the stacked
media. Delays at the
Figure 1: Infineon’s my-d transponder inlay
issuing counter are
a distant memory.
Assuming the checkout operation has
label. Readers installed at the doors to
been properly completed, this status is
each office scan the files as they are
activated in the book’s chip. If the
brought into the room. Room and file
checkout operation has not been carried
are automatically linked in a database,
out correctly, whether knowingly or
enabling the file to be located via
unknowingly, an alarm is triggered in
search
routines.
Time-consuming
the exit gate (two large-surface antennas,
searches for files in very large legal
similar to those from retail stores used
practices in particular, are a thing of the
for theft prevention).
past. The information on which mem-
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ber of staff is currently processing
which file is available at all times.
In the previously illustrated applications, the processes run in a closed loop
and the label is reused. The benefit is
transparent to the user and can be calculated by the frequency of use.
The RFID tag in an open loop remains
attached to the object. At the end of
the product lifecycle the RFID tag is
also discharged of its duties. In the past
this fact was an obstacle to the widespread use of RFID technology in production and logistics applications for
economic reasons - lack of benefit
transparency of the individual stakeholders in a supply chain!

RFID

The chip-sharing approach enables the following:
“The cost-effective use of innovative RFID products calls for an in-depth understanding
of the relevant processes. As long as the logistic processes and systems have to be adapted
to the technical capabilities of RFID, success will elude us. The only way is an open
approach that permits existing processes to be mirrored. The logistics within the supply
chain requires the interaction of different business processes of individual companies.
The sharing and economic use of information taking into account the individuality of the
different partners creates the economic basis for a long-term business process. These
approaches follow the already successfully applied information management premise ”as
much information as possible, as little as necessary“. The chip segmentation route (chip
sharing approach) must therefore be regarded as the key concept in the AutoID
(Automatic Identification) technologies sector in order to integrate compatible low-cost
derivatives or existing AutoID solutions (barcode).”
Prof. Dr.-Ing. Rolf Jansen, Dean of the Logistics Faculty, University of Dortmund
Director of the Institute for Distribution and Retail Logistics (IDH), Dortmund

Chip sharing
approach optimizes
cost-effectiveness
Consequently, a longstanding requirement
for optimizing the cost-effectiveness of
RFID in the supply chain is the possibility of providing each stakeholder
with his individual (even if it is virtual)
RFID tag.
While the development of the paperthin passive transponder represented a

milestone in the introduction of RFID
in closed-loop systems, the development
of the Infineon my-d product family
marks a breakthrough for open-loop
systems also. Based on a 2kbit or 10kbit
memory (a 10kbit memory stores the
contents of approx. one formatted DIN
A 4 page), individual segments can be
defined, similar to a logical drive on the
hard disk or different file structures in
a network. Introducing defined access

Figure 2: Data structures for chip
sharing in the container pool
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rights can generate a clear assignment
of the benefits for each individual user.
Whether product manufacturer, logistics
service provider or retailer, each stakeholder can use his part independently
and without risk of access by others.

Chip sharing in the
container pool
At this year’s Interpack in Düsseldorf,
NEFAB Deutschland GmbH, a packaging company based in Hückelhoven,
and the Logistics Faculty of the
University of Dortmund presented the
chip-sharing concept for a container
pool for the first time. As a manufacturer of reusable shipping containers and a
pool operator, NEFAB defined the necessary data structures as part of the
concept engineering process.
In addition to the general data, which
is stored in a “public all” segment and
includes, for example the physical container data, data areas covering the
needs of the individual stakeholders are
reserved for the provider (e.g. NEFAB),
the customer (e.g. supplier of automobile accessories or spare parts) and the
user (e.g. automobile manufacturer).
The provider is therefore able to handle
his pool management (see Figure 2).
The lifecycle of the individual container
can be documented by updating data
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e.g. wash cycles and maintenance data.
Bilateral areas (e.g. provider-customer)
are also provided to ensure data exchange at the specific logistical interfaces (see Figure 3).

Technical requirements for the chipsharing approach
Based on the RFID technology standardized in ISO 15693, security functions have now been added. A standardized read-write station must therefore be
upgraded with these security functions.
State-of-the-art cryptography and security technology is used to protect
memory areas on the RFID chip by means
of hardware security features. Infineon
offers suitable crypto RFID chips.
Knowledge of secret keys is necessary
in order to gain access to a protected
partition. The corresponding area can
be “unlocked” using such a key. The
process could be compared with a
secure login to a computer.
Once opened, the memory area concerned can be processed. In addition,
the transactions performed after the
area has been opened are still protected
cryptographically, in order to ensure
that the same user is still working with
the data after the partition has been
opened.
The secret keys are now combined
with access rights so that different user
groups can be set up. Two secret keys
are provided per partition. This concept
permits a so-called “key hierarchy”
with higher- and lower-value keys.
In practice, the producer of an item of
merchandise, for example, has read and
write access to the data area assigned to

him, and he can allow the logistics
company read-only access to certain
data in his area. The hardware of the
my-d chip then ensures that the logistics company cannot change any data in
the producer’s area. The producer has
the higher-value key that permits reading and writing, while the logistics
company has the other key that only
permits reading.
In general, this key hierarchy allows
each chip-sharing stakeholder to set up
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looking on or tapping a line could log
in. When the memory areas of the myd chip are opened, a dynamic authentication feature ensures that the data
transferred via the air interface is not
identical when the same keys are used.
The read-write station can also verify
the authenticity of the transponder.
This is an add-on function that provides security mainly for branded
goods, customs documents or tokens. If
a transponder chip is sewn into a

Figure 3: The technical requirements for secure chip
sharing are in place

private data partitions, to which only
his read-write devices have access, but
shared data areas can also be created to
guarantee
secure
data
exchange
between the chip-sharing stakeholders.
Keys are similar to passwords. Both
must be kept secret, because they allow
access to the data. The difference is that
a password is entered directly. Anyone

branded article of clothing, for example, the latter can be positively verified
as genuine by checking the chip.
The keys must also be securely protected in the read-write devices. Ideally
they are stored in SAMs (Secure
Application Modules). These are security controllers that protect electronic
keys against attacks, as if in a safe.

Summary
Today, RFID already offers rationalization and process improvement benefits in many applications, e.g. fast and accurate
data capture for multiple objects simultaneously without line-of-sight contact. Moreover, the technical preconditions for
the chip-sharing approach are already established. The chip-sharing security functions take account of the increased
security requirements of our modern world, and secure partitioning of the data memory can lead to further economic
optimization potential being opened up through transparent benefits, as well as transparent costs (cost per bit!).
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The usage of biometric solutions over the last few years has
clearly shifted to a solution and application-oriented approach.
The unfortunate events of September 11th have resulted in a
world wide change of biometric focus to large scale government, ID and travel applications. The apparent urge to also
secure national security by biometric methods has imposed a
pressure on standardization, with a change from a strong focus
on Internet security to also incorporate the requests of secure
travel, ID documents and government applications.

Introducing standards to a developing industry can bring widespread benefits.
As well as highlighting an increasing
industry maturity, standards can also
encourage the widespread use of a technology by facilitating integration, reducing time-to-market and reducing risk.
For a long time, the development of a
unified Biometric Application Programming Interface and the respective
biometric template formats has been
acknowledged as a major prerequisite
for the widespread adoption of biometric
technology. So, 2 years after the first
release of BioAPI and CBEFF, aren’t we
there yet? What is being done through
those ongoing standardization efforts
around biometrics, which seem to be
even more numerous than 2 years ago?
Do we really need even more standards?
Reviewing the status of the major current
standardization efforts reveals that it is not
about new standards, but that a natural
shift has taken place from standard
development to their acceleration into
products and solutions, as well as their
inter-operability between application domains. The work on biometric standards
is not yet complete. But it has changed
from a technology-oriented to an application and security integrated approach.
This survey gives a (non-complete!)
overview on major biometric standardization initiatives with an interoperability,
focusing on the recent advances and
achievements in those initiatives. For a
more detailed technical overview of
some of them, also refer to the survey
on biometric standardization in the Btt
7/00 by the same author.

Biometric Application
Programming
Interfaces
(Biometric APIs)
Generally speaking, a Biometric API
separates individual biometric technologies from applications, allowing the
respective technologies to be used across
multiple applications, as well as the
simple integration of that technology
into existing applications.
Together with standardized biometric
data formats (see next paragraphs) the
biometric API is the basis for ‘plug &
play’ integration of biometrics into applications and security concepts, especially
in the Internet world. Plug and play is
essential for widespread adoption by
integrators, as they should not need
specialist knowledge in order to integrate biometrics into their applications. Integrators should also be able to
easily replace different sensors or software versions (from varying suppliers),
or combine a number of biometrics in
a standardized form.

BioAPI
From a number of competing biometric API proposals including SVAPI
(Speaker Verification API), BAPI (I/O
Software Biometric API), CAPI (IBM
Advanced Identification API), BAAPI
(a commercial biometric API) and HAAPI (User Authentication API), the
platform-neutral BioAPI evolved as the
unified biometric API standard for the
introduction of biometrics into stand-
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alone or client-server applications. The
BioAPI interface addresses both the
needs for either very high-level
abstract, or for very sophisticated interacting integration of biometrics into
the end-user application.
BioAPI provides a high-level generic
biometric authentication model, suited
for any form of biometric technology.
It covers the basic functions of enrollment, verification and identification
and includes a database interface to
allow a biometric service provider
(BSP) to efficiently manage populations of identities. With these convenience functions, application programmers get an interface that allows them
to concentrate on their application,
instead of the internals of biometrics.
On the other hand BioAPI also provides primitive functions which allow
for more flexible system arrangements
– for example, by enabling the capture
of samples on a client, while enrollment, verification and identification
take place on a server.
In the history of biometric standardization, the BioAPI has been an unparalleled industry effort for the open and
inter-operable standardization of the
biometric API, targeting inter-operability
to all relevant standardization initiatives
like CBEFF, ANSI X9 and ISO Smart
Card standardization. The BioAPI consortium (Btt June ’00, p1) released the
updated BioAPI V1.1 including its
Windows platform reference implementation at the end of March 2001.
The specification was released as ANSI/
NCITS standard in February 2002. In
keeping with platform independence,
the consortium is currently working on
Unix and Linux reference implementations. For a brief overview on the history and status of BioAPI see Table 1.
The support for the standard is unparalleled, with more than 90 member companies and organizations being involved.
The American DoD requires BioAPI
compliance as a pre-requisite for the
consideration of biometric solutions,
and thus gives a strong push for interoperability and the use of BioAPI.
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Table 1: Brief History and Status of the BioAPI

April 1998: Founded by Compaq, original promoters Compaq, IBM,
Identicator, Microsoft, Miros, Novell
December 1998: Merger of BAPI and Bio-API
March 1999: Merger of HA-API and Bio-API
Membership continues to grow (currently over 90)
30 March 2000: Ver 1.0 of specification released
September 2000: Reference implementation completed
March 2001: Specification and Reference implementation
Ver 1.1 released
February 2002: Accepted as ANSI/INCITS 358-2002
INCITS M1 committee letter ballot resolution to send BioAPI
through ISO fast track process once ANSI publishes
Products being announced
Ongoing projects: Conformance Test Suite, Platform portations

Java Card
Biometric API
Historically the BioAPI as well as the
CBEFF (see next chapter) originated
from a strong focus of integrating
biometrics into client-server scenarios;
to introduce biometric identification
into Internet applications. It is more
recently, that the view is shifting to a
solution and application oriented view,
where biometrics is just a small portion
of the overall solution, and more diverse
system configurations are considered.
Thus security, and especially data protection demands, gain more awareness.
Those requirements almost lead naturally
to applications, where the biometric data
is at least stored, and even dealt with, in
the secure environment of a Smart
Card or a token and integrated into an
overall client-server scenario, and are
consequently one reason for the ongoing request for further standardization
in the field – as well as in the field of
data interoperability (see next chapter)
and in the field of the API as well.
Whereas the ISO/IEC SC17 has chosen
to use and adapt existing card commands for the biometric case (see next
chapter), the Java Card Forum’s
Biometric Taskforce has decided to
define a more generic Biometric API in
order to enable the open platform and
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interoperable integration of biometrics
into Smart Cards, in close co-operation
with the respective Biometric Consortium Working Groups. The primary
goal of the working group is to
describe the rationale and architecture
of a Java Card biometric API to primarily facilitate on-card applets to make
use of the card-resident Match on
Card. The API builds on existing Java
Card API designs for security and maximal functionality.
While the original members are the
classical Smart Card manufacturers
(Schlumberger, Oberthur, Hitachi and
GemPlus), its target is to define a biometric card API, that uses Java Card and
its security mechanisms for storage of
all sensitive information on the card,
enables efficient matching on card, allows
for multiple templates and biometrics,
and enables different applet implementation scenarios from standalone to
server&client applets. The promotion
and integration into the existing biometric standards CBEFF and BioAPI,
ensure the transparent integration of the
card or token platform into a networked
world, and thus enables seamless implementation of biometric solutions over a
set of distinctive computing platforms.
A common White Paper on the JavaCard Biometric API jointly written by

the Biometric Consortium Interoperability, Assurance, and Performance
Working Group and the Java Card
Forum’s Biometric Taskforce is currently
under review and supposed to be submitted as an official working group
document thereafter in September 2002
timeframe.

Template
Standardization –
The Interoperability
of Biometric Data
The interoperability of biometric data
is probably the most important issue that
biometric standardization faces. Data
collection is an expensive task, and the
same enrollment data could be used by
different biometric identification products. Thus a possible restricted reuse of
existing data is desirable (given the
appropriate data and privacy protection
measures, see later in this survey).
Biometric data sharing between different system components in a compound
system with biometrics – for example
the seamless integration of biometrics
into Smart Card integrated applications
– at first requires interoperability of data.
Interoperability can be achieved in 2
ways; one being the dedicated standardization of the biometric template data,
and the other being the standardization
of the representation form of the data
only. While the first alternative is an
approach which has been undertaken
for some dedicated applications, like
the use of minutiae-based fingerprint
data for AFIS identification or driver’s
licenses, the second approach is technology neutral, and thus does not restrict
itself to specific representatives of some
biometric technologies. See Table 2 for
an overview on some of the data standards with relevance to biometrics. In this
survey the focus is on the technology neutral biometric template standardization.
There is not yet a single industry-wide
biometric data standard, and some of
the recently ongoing standardization work
here again stems from the desire to
integrate biometric person identification
into broader system scenarios, such as
making the Smart Card available as a
secure biometric data storage and com-
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puting device, as well as using biometrics
in the context of traditional Internet
communication schemes.
Three major efforts targeting the binary description of biometric data mostly
for traditional computing platforms,
which do achieve interoperability
between the respective biometric data
descriptions - the Common Biometric
Exchange File Format (CBEFF); the
BioAPI biometric data format (BIR);
and the ANSI X9.84 Biometrics
Management and Security For The
Financial Services Industry data format
- are already available.

The BioAPI BIR
The BioAPI biometric data format is
designed as a fixed format biometric
identification record and is known as the
BIR (Biometric Identification Record).
It consists of a header, the opaque biometric data and an optional signature.
The 16 byte header holds information
such as the length of the complete
BIR; the header version number; the
type of data; the format ID of the

opaque data format (which can either
be proprietary or in an open format);
the quality and purpose of the data; the
biometric factors (finger, face, voice,
etc.); and the specifications of an
optional signature.

CBEFF
The Common Biometric Exchange
File Format was predominantly defined
by a subgroup of BioAPI consortium
members (originally Identicator, Infineon
Technologies, NIST/ITL, NSA, Saflink
and Veridicom). Recently the CBEFF
specification has been undertaken as a
joint effort by the industry, user organizations and the Biometric Consortium,
in co-ordination with the BioAPI consortium, ANSI X9F4 Financial services
Working group, the IBIA and the interfaces group of the German TeleTrusT.
Chaired by NIST/ITL the subgroup
generated a ‘technology-blind’ standard
file format to facilitate the exchange
and interoperability of biometric data.
Because it is a data description format,
it does not standardize the underlying
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biometric data sets – therefore it is not
a barrier to competition between the
providers.
The data structure within the CBEFF
specification was designed to handle a
wide variety of application systems, from
sophisticated systems with complex biometric procedures (that might require a
complex structure, as well as compliance with an internationally accepted
data encoding scheme), to systems that
have limited storage media and require
a data structure with minimum overhead. Template description formats in
CBEFF, so-called Patron formats, always
describe the specific encoding of the
data elements, additional (non-common)
data elements, as well as possibly
optional fields.
This concept is more general than the
original BioAPI BIR definition, and in
fact the CBEFF serves as the biometric
template definition for BioAPI. In a
similar manner to BioAPI’s BIR, the
CBEFF data format comprises a header
followed by an opaque data format.
Currently two biometric formats are

Table 2: A Selection of Data Standards with Relevance to Biometrics

Organization

Standard

Status

ANSI/NIST

Data Format for the Interchange of Fingerprint Information

ANSI/NIST-CSL 1-1993

FBI WSQ

Standard for fingerprint image compression/decompression

CJIS/FBI IAFIS-IC-0110

FBI

Electronic Fingerprint Transmission Specification

http://www.biometrics.org/
REPORTS/FBIfp.html

FBI

“Appendix F & G
Fingerprint image quality specification (IQS)
Written for scanning of inked prints on paper”

CJIS-RS-0010

ISO

Information Technology - Digital compression and coding of
continuous tone still images: Requirements and Guidelines

ISO 10918-1:1994

ANSI/NIST

“Data Format for the Exchange of Fingerprint, Facial, and SMT Information
SMT = Scars, Marks, and Tattoos”

ANSI/NIST-CSL-1a-1997 Amendment

ANSI

Mugshot standards

ANSI B10.8 Digital Imaging
Document 98008

AAMVA

“AAMVA National Standard for the Drivers License/Identification Card
Annex C – Finger Imaging, Includes Minutiae Record Format
Annex F – Image Compression, Facial photo, Signature”

AAMVA DL/ID –2000

ANSI B10.8

“Drivers License/Identification Cards
Includes annexes for Finger Imaging, image compression,
Photo/Signature, File exchange formats, Capture conditions”

“Draft standard (dpANS NCITS 327-1999)
– Generally consistent with
AAMVA specs”

INCITS B10

INCITS 327

Draft based on AAMVA DL/ID 2000

NIST

Data format for finger/facial/SMT

ANSI/NIST-ITL-1-2000
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defined as so-called Patron formats in
the CBEFF. One of these is a ‘simple’
BioAPI like format, which uses fixed
length fields, one or two bytes in length
(all BioAPI compliant products). The
other is the ASN.1 (Abstract Syntax
Notation One) Patron, which is the
definition of a biometric data set in the
standardized
description
language,
which is also used by the X9.84.
Both equivalent encodings are given in
the CBEFF document, which was
released as a NIST/ITL standard in
November 1999.
The recent urge for application integration with respect to biometric data
interoperability has driven the current
definition of two new Patron specifications: a Smart Card format using the
TLV encoding present in the Smart
Card world, as well as a XCBF patron,
describing a non-binary patron format
to be used in the XML context.

XCBF – XML
Patron to the
CBEFF
Since Spring 2002, OASIS, ISO/IEC
and the Biometric Consortium have
been cooperating to define XCBF, the
biometric XML schema for exchange of
biometric data in Electronic Business.
The XCBF is targeting an XML representation for biometric data as the standard interface to biometric data and
functions in XML systems and applications (the standard language of the
Internet), to overcome the shortfalls of
the existing binary CBEFF specifications
in those applications. Interoperability to
existing data formats and security
standards, is a strong focus and guaranteed by the implementation of XCBF
as a CBEFF Patron, the adherence to
the X9.84 system security requirements, and the co-ordination with the
INCITS M1 Biometrics TC.
The current schedule for the XCBF
definition is to have a draft version of a
working module by November 2002;
the draft version of example binary
encodings of XML values by March
2003; the draft final versions of all
remaining deliverables by May 2003; the
final versions of any new CBEFF for-
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mats by July 2003, and the final versions
of all deliverables by November 2003.

X9.84
The X9.84 (Biometric Information Management in Financial Services) definition
for biometric data uses ASN.1 encoding
rules. These rules are popular in the
Smart Card sector and in security
information processing standards such
as X.509, SET and Microsoft Active
Directory. The advantage of ASN.1
encoding of data formats, lies in its
platform independence and flexibility
with respect to the size of individual
data fields. It is also flexible when
introducing new data fields.
Being one available CBEFF patron, the
X9.84 biometric data format is naturally
CBEFF and BioAPI compliant. Furthermore, biometric data is stored in the
same format as X.509 version 3 certificate extensions, and as such, compliant
to the Internet Engineering Task
Force’s (IETF) PKIX-standards (Public
Key Infrastructure for X.509) for the
integration of biometric and cryptographic keys in certificates.

ISO/IEC 7816-11
In the international IT standardization
of ISO and IEC, new areas have usually
been established without major controversial discussions. For biometrics this
has been surprisingly different. Subcommittee 17 (SC17) of ISO/IEC
Joint Committee 1 (JTC1), which is
responsible for the international standardization of personal identification
and cards issues, have been developing
standards with biometric related parts
for three years. Subcommittee 27 (SC27)
also feels responsible for a major part of
biometrics standardization, in particular
those related to security techniques
issues. The USA felt in October 2001
(quite soon after the tragic events of
the 11th September) that the biometric
standardization for identification documents and cards should be given its
own Working Group (WG) within
SC17, concentrating on the biometric
issues within SC17. The USA applied
for such a WG at SC17's Plenary in
October 2001 and SC17 unanimously
agreed to the USA's proposal and

established the Working Group WG11.
By the end of 2001 the USA changed
their position, dropped their initiative
for WG11 and established a new Subcommittee within JTC1. Its ballot
became successful in early June 2002,
with 11 approvals and 9 disapprovals.
The inaugural meeting of SC37 will
probably be held in December 2002
and its tasks are planned not to be in
conflict with standardization issues of
other subcommittees, in particular those
of SC17 and SC27. Where identification documents and cards are not
involved, nor security techniques, SC37
will concentrate on issues related to
application program interfaces, file
formats, biometric template standardization and application/implementation
profiles. The new biometrics Working
Group WG11 of SC17 (Secretariat and
Convener provided by Germany) just
started their activities at the end of
June 2002. Its first standards developments are concentrated on logical data
structures with relevance to biometrics
features for identification documents.
This task is well observed and supported
by several governments and by ICAO.
Significant progress has been achieved
since the last survey on the Work Item
“Personal verification through biometric methods”. The Final Committee
Draft of ISO/IEC 7816-11 is currently
under vote, and defines commands
(thus the “biometric card API”) and
data elements for biometric user verification on a Smart Card. The rationale is
to use the existing Smart Card structures and upgrade the given Smart
Card commands for the introduction of
biometrics as a personal identification
method. The biometric data structures
are currently being aligned with the
CBEFF and X9.84, targeting a CBEFF
patron in the future. However, the
interoperability or compliance to the
ICAO logical data format would be a
topic that still has to be included in this
field, and will certainly be targeted by
the WG11. A further New Work Item
Proposal has just been balloted from
the German DIN to ISO, which is
related to the matching of biometric
data on Chip Cards.
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Biometric standardization will consequently be undertaken in various subcommittees with different focuses on
their topics. A close cooperation seems
to be the best recipe for constructive
and fast moving biometric related standards, which should attract sufficient
attention by the industries involved and
hopefully generate a mass market.

Operating System,
Security and Application Integration
The integration of a biometric API
into the target platform’s operating system is a necessary and inevitable step
for the security integration and ubiquity
of biometric systems. The security of
the biometric data, if stored on the platform’s file system, as well as the security
mechanisms between the different biometric functions and modules cannot
be viewed independently from the
security policies and facilities of the
host operating system. Biometrics must
be integrated into the complete software stack of the respective platform
API to achieve integrated security. A
biometric API only offers a unique
interface to the application. The biometric system integration – from BIOS
integration up to data protection and
integrity checking within the operating
system constraints, is crucial for the
overall security concepts, and should
neither be left to the application nor to
a proprietary implementation within
the Biometric Service Provider (BSP).
Furthermore, there do exist several
approved security tools on the market –
security should not be implemented
within each biometric API for example,
but rather the biometric API should
interface securely with accredited security mechanisms. It would for example
make sense, that a BSP can interface to
existing cryptography tool-sets like CAPI,
PKCS, GSSAPI, rather than each implementing cryptography on its own.
BioAPI was designed to interface with
existing security protocols, rather than
to implement the security inside the BSP.
The X9.84 standard is an excellent
example for giving a normative recommendation for the secure integration of
biometrics into end-user applications.

CDSA – Integrating
Biometrics
into a Security
Architecture
The Open Group CDSA (Common
Data Security Architecture) is a standard
that implements user authentication
within a security framework via a
layered approach that bridges from
special so-called Security Add-In Modules via a Common Security Services
Manager to the System Security
Services, that is finally linked to the
applications. In CDSA, user authentication is handled via the UAS (User
Authentication Services). Thus biometrics can be integrated into an overall
security architecture in a consistent and
secure manner - a BSP just plugs into
the UAS the same way that classical
user authentication mechanisms do.

Operating System
Integration of the
Biometric API
The BioAPI specification has purposely
been developed as platform independent,
although the first reference implementation
was targeted at Windows platforms. And
so, the BioAPI consortium is currently
working on reference implementations in
Unix and Linux to make the BioAPI
available on those platforms as well.Whereas
the reference implementations enable the
usability of the BioAPI on the respective
platforms, the subsequent important step
is the integration of the operating system
into the operating system’s security
architecture.
The announcement by Microsoft in May
2000 to foster the widespread growth of
biometrics through the integration of biometric technology in future versions of
the Microsoft Windows operating system
in general, was definitely a promising sign
for the push of biometric technology.
Microsoft is currently integrating biometrics into their operating system, based
on licensing the commercial and not
BioAPI compliant BAPI.
Microsoft’s choice of API is not necessarily
as big a rift in the world of standardization as it may at first seem, especially considering that the interoperability of data
might be even more important than the
API, which could at least be solved by an
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appropriate translation layer between
BioAPI and the Microsoft BAPI.
At the PC/SC Coremember Meeting at
the CTST2002, the integration of biometric interfaces into the next Service
Pack or LongHorn were discussed.The MS
architecture would then extend the specification of a top level biometric API by a
lower level specification for fingerprint
devices (image, self-encoding and selfmatching), a ResourceManager for the
maintenance of biometric devices, a device
class Biometrics, as well as probably a
WHQL specification for such devices.
Biometric service providers could thus be
loaded above the ResourceManager.
Given a fast interoperability to the existing
standards BioAPI and CBEFF, this architectural integration into the pre-dominant
MS platform could be a further significant step towards the ubiquitous introduction of biometrics as a means of person
identification on computer platforms.

X9.84
(Biometric Information
Management in
Financial Services)
The scope of the X9.84 is the usage of
biometric technology for identification
and authentication of banking customers
and employees. Besides a CBEFF/BioAPI
compliant definition of the biometric
template data (see paragraph on template
standardization above) the ANSI standard
serves as a security integration profile for
the biometric application integration.
As such, it deals with the security and
management of biometric data and physical hardware, the application of biometric technology for logical and physical
access, the encapsulation of biometric
data, as well as with techniques for
secure transmission and storage of biometric data.
The target was to establish minimum
security requirements for the effective
management of biometric data; such as
to maintain the data integrity of biometric data and verification results
between any two components, to
authenticate the source of the biometric
data and verification results between
the sender and receiver component, as
well as to ensure the confidentiality of
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the biometric data during transmission.
The X9.84 could probably be called
the first available biometric security
and application integration profile –
which with respect to interoperability
requires BioAPI as the normative API.

Accelerating
Adoption And
Closing Missing
Links
Despite excellent progress made in the
last 2 years – this report mentions just
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some of the results anticipated 2 years
ago - standardization activities are still
in flux.
Partially this is due to a natural transition from mere technology standardization to an application and solution
oriented approach.The achieved standards
must interface with the existing interfaces in the end-user application world.
This is why, for example, the INCITS
Technical Committee Biometrics M1,
that has recently been established as the
generic biometric working group with-

in ANSI, is not only striving for fast
adoption of the existing standards like
BioAPI and CBEFF through ISO fast
track procedures, but also targeting
application profiles and implementation
agreements.
Furthermore, a biometric API – no matter
on which computing platform – or some
dedicated data or template standard, does
not address all the standardization requirements to have a working end-user
application with integrated biometrics.
Besides the general application shift that

Summarizing the Roadmap of Biometric Standardization
Convergence or Just a Whole Lot More Standardization Activities?
Biometric standardization - are we
nearly there yet, or have we just begun?
The ongoing considerable amount of
standardization work around biometrics
might create the impression that we
have only just started – if viewed
superficially. However, in reality standardization must and is changing its
focus from pure technology to application and solution interfacing, and thus
focusing even more on interoperability
than has previously been the case in
this still young industry. The need for
interoperability has always been
deemed high in this industry, and
working groups like the M1 or

SC17/WG11 are actually consolidating
the interoperability of the standards
that have been worked upon in the past
– the interoperability of travel documents and Smart Cards is one such
example - given the application shift
we are currently seeing in the biometric field. Discussions on an API level
integration of BioAPI and X9.84 as
well as the template interoperability
level have also just started.
Biometrics is now leaving the technology phase, and entering a solution integration phase in applications with an
obvious benefit for the end-user. Open
platform design and standardized inter-

faces, operating system and security
integration, as well as the convergence
of technologies such as PKI, Smart
Cards and biometrics will certainly
pave the way for the ubiquitous use of
biometrics. On the other hand, they
will also partially evolve quite naturally
from the experience gained in real life
solution integration.
As such, the recent efforts and working
groups are not a sign of divergence, but
rather of striving for interoperability
and a focus shift to integrated solutions.
Major standardization efforts are
aligned with each other with respect to

Figure 1: The ‘Big Picture’

Copyright the Biometric Consortium Interoperability, Assurance, and Performance Working Group and the Java Card Forum’s Biometric Taskforce
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has partially occurred in the biometric
industry, there are further issues, such as
biometric evaluation, certification,
assurance and privacy, and data protection that need serious consideration and
would actually demand standardization
as well, before the picture is complete.
Besides standards compliance, the actual
biometric performance and security is
one major criteria for the application
integrator’s choice of a biometric solution. Despite a considerable amount of

work done by well-known institutions
in the past (institutions like the Biometric Interoperability, Performance,
and Assurance Working Group of the
Biometric Consortium, the Biometric
Working Group of the CESG, the
BioTrusT evaluation project of the
German TeleTrusT, the German BSI,
the Interna-tional Biometric Group
(IBG) commercial test center, the US
Army Biometric Test Center at San Jose
State University, the National Physics
Laboratory (NPL), UK ), still an inter-
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nationally agreed and standardized test
procedure for testing biometric systems
does not exist. The formulation of Biometric Protection Profiles according to
Common Criteria is under way – and
hopefully the 3 available versions that
are currently under review, the
Canadian, British and US biometric
protection profiles will finally converge.
In the end, standardized test procedures
that deal with all the statistical peculiarities of biometric systems, will be
mandatory.

Figure 2: The biometric Standardization Puzzle
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templates, API and security architectures. Different biometric standards, like
the BioAPI, ISO/IEC 7816-11, PC/SC
and the JavaCard Biometric API for
example, fit into the same consistent
“big” picture of a distributed secure
systems application with biometrics
(see Figure 1).
The transition of industry consortia
standards to internationally accredited
standards has started and is continuing.
Biometric standardization – just as the

technology – must enter a phase of
usage and evaluation now. Any standardization will never “be there yet”
since technology is always underlying
in a natural improvement cycle. But
biometric standardization has definitively entered this phase of consolidated
interoperability and iterated improvement! The biometric standardization
puzzle (see Figure 2) will naturally
evolve when the industry implements
end-user solutions with a strong focus
on interoperability.

Useful website addresses
• www.bioapi.com
• www.nist.gov/cbeff
• www.biometrics.org
• www.ibia.org
• www.nist.gov
• www.nist.gov/bcwg
• www.teletrust.de
• www.oasis-open.com
• www.ncits.org/press/2001/
biometrictcpr.htm
• www.cesg.gov.uk/technology/
biometrics/index.htm
• www.javacardforum.org
• www-engr.sjsv.edu/~graduate/
biometrics
• www.afb.org.uk/
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Embedded Security

Infineon’s
Trusted
Platform
Module
By Infineon Technologies AG

Realizing that this security need would
be a major hindrance in the development of electronic communication and
transactions, the electronics industry
itself needed to react and develop an
appropriate answer. Founded in 1999
by Compaq, Hewlett Packard, IBM,
Intel, and Microsoft the Trusted
Computing Platform Alliance (TCPA)
defined and developed the concept of
Trusted Computing as a security standard.
In the meantime more than 160 companies all along the value chain have joined
this impressive industry approach.
Being recognized as the world market
leader in secure controllers, Infineon
Technologies has contributed to all specifications of the TCPA organization.
The basis for the concept that will
change PCs, notebooks, PDAs, mobile
phones, etc. into Trusted Clients is the
so-called TPM (Trusted Platform
Module). Being a secure controller the
TPM provides functionality for strong
authentication, secure storage as well as
for the protection of the PC’s integrity.
Infineon Technologies is one of the first
companies to provide a product build
to the specification of the TCPA.
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The TCPA concept
Basically the TPM has the following tasks:
• Monitoring the trustworthiness
of the platform it is bound to.
• Providing strong authentication
mechanisms for identifying
the platform.
• Providing secure storage
for the user’s keys and secrets.
• Providing additional cryptographic
services to applications.
Besides functionality, the TCPA understood that the TPM must be cost effective, would not influence in any means
the exportability of the platform it is
integrated in, and most importantly
would not infringe the privacy of the
platform owner.

Trustworthy status
To perform this task the TPM monitors
the booting process of, for example, a
PC. During this process so-called hash
values (basically a checksum) for the
relevant components are created: BIOS,
device drivers, loaders of the operating
system.These values are stored in the TPM

Global Networking is causing
the globe to shrink and network boundaries to disappear.
Closed corporate networks are
opening up as demand for
information is increasing from
traveling employees, customers
and partners.With this development the vulnerability of information is rising; as is the
need for security.

and can be compared to the reference
values that define the trustworthy status
of a platform. Reporting the result to
either the owner or a communication
partner, the TPM provides crucial information to base a security policy upon.
A system that reports a non-trustworthy
state can be disconnected by the system
administrator from the network or at least
be checked for the reason of this status.

Strong
authentication
Up to now it has been difficult for system
administrators to determine whether
the system that is connected to their
network is a company system or not.
For example it might be necessary to
limit the download of critical documents only to corporate computers (as
you don’t want to have them on the
hard drive of the PC in an airport
lounge, thanks to your traveling businessman). As the TPM provides the
capabilities of a built-in Smart Card,
strong authentication can be provided
to give a higher level of assurance to
secure networks.

Embedded Security

Secure storage
The main CPU of a PC or notebook is
build to execute the loaded application
quickly and correctly. It is not built to
distinguish between “good” and “evil”
software. Viruses and Trojan horses are
able to steal information that is available on, or on its way to, the main
CPU. To protect the most important
data (such as digital signature key) it is
necessary to store it in well protected,
separate, hardware that is also able to
provide the necessary performance for
the utilization of this data e.g. for digitally signing a document. The TPM
provides this functionality with a secure
non-volatile memory and efficient cryptographic coprocessors.

Additional
cryptographic
services
Serving standard cryptographic service
providers (CSP) like Microsoft® CAPI
and RSA’s PKCS#11, the TPM performs additional cryptographic requests.
Secure creation of keys, calculation of a
hash value and a lot of other functions
are provided as services to the requesting applications. As the applications already
use software cryptography, the additional increase in the level of security through
the TPM hardware is tremendous.

One of the most important requirements was to maintain the privacy of
the user. This was realized by giving full
control over the functionality to the
owner of the TPM (the TPM can even
be disabled). Even if it is enabled it is
just responding to so-called challenges
of third parties if allowed to, by the
owner. Allowing the creation of socalled identities that might be different
for each service, provides additional
protection of the user’s privacy.

The TPM market
The first definition provided by the
TCPA is reflected in the integration of
TPMs in PCs and notebooks. Given the
market power of the promoter and
member companies and the possibilities
provided by the TPM functionality, the
TCPA concept has the potential to be
realized on every PC and notebook
platform. This would mean a market of
about 200 Million pieces by 2005.
For the future, it is very likely that the
TPMs will move into PDAs, mobile
phones and other devices, as they face
the same security requirements as clients
of a worldwide network.

The Infineon
TPM product
(SLD 9630 TT 1.1)

Framework
As mentioned earlier, there was a certain
framework for the TPM concept. First
the concept had to reflect that the TPM
could be cost effective by not adding
too much to the overall costs of the
platform. Secondly, care had to be taken
that no export restrictions were added
to the platform. Consequently, the TPM
does not offer freely available encryption services to applications.

Hardware
The basis for the Infineon TPM is the
mature technology of the 66P secure
controllers. In addition to the wellproven, true random number generator
and the asymmetric RSA coprocessor
(which was upgraded up to 2048 bit
key length) Infineon has realized the
hash coprocessor (SHA-1 and MD5)
and the LPC interface. Security measures
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such as active shielding, as well as frequency and temperature sensors, are
part of the product just as they are in
all the other 66P based products.
This gives the Infineon TPM the highest
level of security protection that is available in the world.

Firmware
and
Software
Making the integration
into customers’ platforms
as secure and convenient as possible,
Infineon provides firmware (running
on the secure controller), the TCPA
Software Stack (TSS) and support for
the integration into customers’ BIOS.
By providing the firmware in addition,
to the secure controller, Infineon takes
ownership of the security critical parts
of the system based on more than 10
years of security expertise.

Services
In addition to the product, Infineon
provides two services to the customers that
are required by the TCPA specification.
• The TPM, including the firmware,
will be certified according to the
Common Criteria protection profile
of the TCPA. This evaluation will be
the basis for the customer’s certificate
for the Trusted Client.
• Infineon is ensuring the security
critical personalization of the TPMs.
During this process a unique public/private key pair that is certified
by Infineon will be created for each
TPM and stored inside.

Summary
Security is recognized as the next differentiation feature for PCs and notebooks. The TCPA provides a standard with
specifications that leave room for differentiation, but ensure interoperability and compliance. With the introduction of
the TPM into these systems, a higher level of security and trustworthiness can be achieved.
Infineon Technologies is very much involved in the standardization work and is accepted as a leader in security components. With the SLD 9630 TT 1.1 Infineon has introduced their first TPM into the market.
The further development of a roadmap that covers secure devices for PCs and notebooks, as well as for other network
appliances will keep Infineon in the lead in this exciting and growing market.
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Achieving
More with Less
– reducing
the Template
Data Size
BeyondLSI rises to the
Challenge with 64-Byte Secure
Fingerprint Template
64 bytes
Fingerprint
Template
Have you ever had an experience
where your fingerprint authentication
application has been stymied by the
demands of the small memory size for
storing fingerprint templates?
Fingerprint template is the data extracted
offline from collected fingerprint image(s)
and is used for reference during the
subsequent online use. Depending on
your application, this data must be stored
in some medium (Flash ROM, SmartCard, magnetic card, etc). If 64-byte
fingerprint template is small enough for
your currently-abandoned applications,
you are a potential customer of
BeyondLSI’s fingerprint technology. In
addition to expanding fingerprint
application domain, BeyondLSI believes
that this small fingerprint template data
will completely change the status of
fingerprint authentication technology
in the market. BeyondLSI has just started
to deliver this superior feature to the
world market, integrated in compact
hardware modules and software packages, after a long period of tests with a
very large number of real test cases (see
Figure 1).

Standalone
Security Platform
Among various kinds of fingerprint
authentication algorithms, BeyondLSI
developed its original algorithm in
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1999, introducing new techniques in
image processing, fingerprint feature
data encoding and fingerprint matching.
The algorithm has been carefully designed
to address a spectrum of system optimization issues: minimizing fingerprint
template data size, maximizing accuracy
measured by FAR (False Acceptance
Rate) and FRR (False Rejection
Rate), reducing computational complexity (instruction steps, program/data
memory size) and processing time, and
maximizing scalability / interoperability.

required functions for various kinds of
security-related applications. The main
features of this Standalone Security
Platform are:
• 64-byte fingerprint template data
• 360° rotation free
• FAR : 0.001%
• FRR : 0.1%
• 0.25 sec for feature extraction
and less than 0.1 sec for
matching
• Low power consumption of less
than 600 mW at operation mode
• Built-in secure networking
functions
Among them, template data size of
64 bytes is 1/4 to 1/10 smaller than
other algorithms, without sacrificing
the identification performance such as
FAR and FRR. The compactness of the
data size opens up a new vista for fingerprint applications, by allowing fingerprint templates to be stored in tiny
memory or other media. 64 bytes is
often the size of ID data of numerous
identification systems, and therefore the
fingerprint template data can be treated
merely as additional ID data, enabling

Figure 1: BeyondLSI’s Fingerprint Module

Standalone Security Platform is an embedded hardware system solution based
on this algorithm together with its cutting-edge and market-tested security
technologies. The platform provides all

the use of current identification systems
infrastructure. This is a strong contrast
of having to treat larger (conventional)
fingerprint template data with dedicated
data handler functions, requiring the
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These interfaces provide solutions for
PC security, PDA security, mobile
phone, online security, and Smart Card
applications.

FingerPrint
data

FP data
ID data
information

ID data
information

BeyondLSI

Conventional

Figure 2:
Template data size

introduction of new infrastructure
which has been one of the major obstacles in the spread of fingerprint authentication technology (see Figure 2).
Standalone Security Platform is equipped
with the following dedicated security
functions:
• Internal / external personal
authentication
• PIN management and
verification

The above functions are also provided
through software packages with a fingerprint capture box based on Infineon’s
FingerTIP™ sensor (see Figure 3).
BeyondLSI’s algorithm can easily be
ported to any type of CPU or DSP platforms, enabling third parties to develop
low power, low cost, and high performance applications.

BeyondLSI’s
System
Optimization
Methodology
BeyondLSI’s R&D is driven by a unique
methodology towards system optimization. The methodology has been
developed during long experience in
the field of multimedia LSI designs. The
underlining philosophy is that in order
to truly optimize any system, one has
to start the design at the very beginning, namely at the algorithm level,
while at the same time, clearly defining
a target system platform or a group of
platforms. By truly understanding the
nature of the application and its operating
environment, reexamining the existing
algorithms, and being conscious of the
system specifications, such a design
process can produce a number of inno-

vative ideas that affect the system quality
(performance, functionality, cost, speed,
usability, power consumption) as well as
the productivity (development cost,
portability, time-to-market). BeyondLSI
is a group of professionals who all exceed
expectations in design experience, for
all aspects of system designs (algorithm,
application software, firmware, hardware, system integration).
BeyondLSI is a venture company, introducing innovative technologies from
Kunieda laboratory in Tokyo Institute
of Technology, Japan, to world industry.
5 Professors associated with Kunieda
laboratory joined the company to
achieve its mission; not just limited to
R&D of its own products, but also to
include consulting, collaboration, and
assistance in developing application
products for other organizations.
Shenyang BeyondLSI, China, is a sister
company, whose office is located in
Shenyang 21th Century High-Tech
Garden. It is mainly developing fingerprint security solutions in various kinds
of application fields.
These two BeyondLSIs continue the
challenge to bring new fingerprint
technology to the world market with
this 64 byte secure fingerprint template.
BeyondLSI also welcomes partners
willing to collaborate in developing
new applications with this 64-byte fingerprint template.

• Encryption/Decryption/
Digital Signature
• Random number generation
These functions provide solutions for
various security applications such as
identification, driver’s license, social
security, passports, tolls and access control. The Platform is also equipped with
dedicated communication interfaces:
• RS232C/RS422 serial interface
• USB interface
• Ethernet interface
• Smart Card interface
• Keyboard interface

Figure 3: BeyondLSI’s Fingerprint Authentication Unit with
Inifineon FingerTIP™ sensor (Fingerprint Module inside)

• LCD interface

For information visit:

www.beyondLSI.com
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Look, but
don’t touch!
Providing Contactless Smart
Card Reader Modules since 1996
Baltech supported the new Smart Label technology from the beginning and was the first company linking the two worlds of secure
Smart Cards and low-cost Smart Labels on the Reader side, to
enable users to use both technologies with the same infrastructure.
duction and sale, Baltech can offer customized products tailored to the specific
application needs, to meet even the most
challenging requirements in functionality
and cost.

Who can benefit
from our products
and services?

A Baltech Smart Card
Reader Module

By listening to our customers and trying
to anticipate future requirements, we
continuously extend the product functionality to serve the needs of our customers arising with the increasing number of Contactless Card Systems.
This functionality is incorporated in our
standard products, which are available in
different versions and offer mechanical,
electrical and a high level of functional
compatibility through Baltech’s unique
Unified Reader Interface. Based on this
technology, integrators can significantly
reduce their project specific efforts due
to greatly reduced adaptation costs
when different projects require different
card technologies.
All major 13,56 MHz proprietary systems as well as ISO14443/15693 compliant cards and labels are supported.
Read ranges from proximity via mid
range up to ISO15693 long range readers for 1m and above can be offered.
Throughout the whole process – from
hard and software development, to pro-
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Potential customers for Baltech’s products are all users of contactless Smart
Card and Smart Label technology.
Users who want to start with the contactless technology in their applications,
can rely on the high level of functionality
which makes integration convenient and
straightforward. For the initial steps,
Baltech can advise and assist in choosing
a card system, defining the card structure
and providing the initial set-up of a reader
configuration. Along with tools offered to
minimize the complexity of project handling, the integration of contactless technology is reduced to sending a couple of
commands via a serial interface.
Users looking for the highest performance of the contactless interface with the
capability to control the communication
on a low-level basis, can also be served.
All Baltech readers offer low-level functionality for execution of sophisticated
card processing algorithms through the
host system.Together with the integrator,
Baltech can integrate customer specific
functionality into the reader, in order to
improve the overall system performance
and, in some cases, to improve system
security.
Due to the different possibilities of project structures, the requirements on the
reader side are different. The following

examples should highlight the benefits
of Baltech’s products and services from
the contactless reader point of view.

Application Example:
E-ticketing in
Public Transport
Ticketing projects require large infrastructure investments. The most important features of a reader are performance (transaction speed), a high level of
flexibility and conformity to ISO
Standards. Because of this, the system
owner benefits from future developments in the functionality and cost of
contactless card technology.
Based on Baltech’s standard product
technologies, ISO-compliant contactless readers with a high level of performance are offered. Together with the
system integrator, the optimal reader
conception to fit into the overall ticketing system structure of hard and software can be analyzed, designed and
delivered in the form of standard or
customized products. Especially if it
comes to interaction of encryption and
transaction speed, readers with a higher
level of functionality improve the overall system performance.

Application Example:
Card Holder
Authentication
Applications like logical and physical
access control, time and attendance, etc.
are widely spread on the basis of company cards. Companies providing solutions
for these applications have to support
different card technologies and card
structures for each project. In contrast to
the situation with e-ticketing, the contactless card technology used within an
“authentication” project remains the
same for the lifetime of the system. The
most important issue for a system
provider is the support of a broad range
of technologies and the handling cost of
the project specific card structures and
technologies. With Baltech’s Unified
Reader Interface and the Configuration
capabilities of the readers, the adaptation
requirements are reduced to the reader
configuration without involvement of
the system provider’s hard and software.

For information please e-Mail:

info@baltech.de
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Secure
business
solutions
Guardeonic Solutions AG
supplies complete
solutions for security
technologies
Guardeonic –
Security From One
Source
With a staff of about 200 employees,
Guardeonic offers worldwide customertailored, interoperative IT security
solutions for integrated, efficient and
secure business procedures. In doing
this, the company is able to make use of
a fully comprehensive, home-grown
product portfolio such as secure e-mail
applications, secure entry access and
encoding systems for PCs as well as a
complete Public Key Infrastructure
(PKI) solution with a “Certification
Authority” as the core element of a
Trust Center (issuing certificates for
secure data transfer). This Public Key
Infrastructure is the basis on which
e-business applications or secure e-document workflows are built.

Confidential
Business Relations
Guardeonic was one of the key contributors to the development of
Siemens AG’s Trust Center – with a
potential of 400.000 employees operating all over the world, this is one of the
largest PKI projects in Europe. Further
customers come from the fields of
government, communication, mobile
commerce and automotive. “In the
future every company should be able to
develop business relations securely and
confidentially with any other company
of their choice anywhere in the world
– that is our objective”, explains
Moritz. However, there is still a long
way to go, and there are many political

Guardeonic Solutions – a wholly owned subsidiary of Infineon Technologies – was founded
in March 2001. The company provides IT security solutions with a wide expertise in the areas
of security technology and cryptology. WolfRudiger Moritz, chairman of Guardeonic
explains, “Guardeonic offers complete software
solutions for guaranteeing secure e-business
and m-business transactions. Our claim is to
measurably increase the business success of our
clients. We also of course offer products and
services to protect IT infrastructures.”

and cultural obstacles to overcome.
That is why Guardeonic Solutions is a
member of “Initiative D21”, launched
by the German Ministry for Internal
Affairs, which aims to accelerate the
process by awareness-raising campaigns
and providing descriptions of model
practices. Guardeonic offers its customers
professional consulting and advice provided by a number of experts who have
extensive IT know-how and experience, as well as in-depth understanding
of the security involved in cryptoexercise (encoding). The new US
encoding standard AES was developed
by an employee of the subsidiary firm
Cryptomathic.

Products and
Services
Guardeonic supplies and develops solutions for the industry, banking and
health care sectors, as well as for public
authorities. The basis for this is a large
number of blocks in the product portfolio, such as Secure Access, Secure
Email, Secure Desktop, Secure Web
Forms, Public Key Infrastructure (PKI)
and Smart Card Security. Furthermore,
the supply of solutions and products is
supplemented by the service areas
Security
Consultancy, Professional
Services and Customer Development.
Guardeonic products and services help
customers to develop an extensive
guidance in forming a security policy
as well as a status analysis. It is on this
basis that the conception, implementation and training of internal security
experts succeeds.

A monitoring concept for regularly
checking the IT infrastructure is subsequently created.

IT Security Market
“At present, there is no structure in the
market for security solutions.”, explains
Wolf-Rüdiger Moritz. “What is more,
to date there have hardly been any uniform security standards and, as we all
know, in times of economic difficulty
companies cut their security budgets,
which of course is precisely the wrong
thing to do in this situation. You could
sum it up by saying that everybody
wants more security, but no one wants
to pay for it. We are trying to satisfy
this basic desire by orientating our corporate strategy accordingly. We are not
selling security, we are selling business
solutions that are secure. In this way we
provide the customer with a cost and
competitive advantage which leads to a
Return on Investment (ROI)”.

Wolf-Rüdiger Moritz
CEO, Guardeonic Solutions

For information visit:

www.guardeonic.com
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IKENDI®
Smart
Match
Fingerprint
Match-on-Card
for Infineon
Smart Card and
Security ICs
With the SmartMatch, IKENDI has ported the full IKENDI Fingerprint-Matching algorithm
for very small computing environments. The software is designed as a generic object module
to be implemented in the customer application or operating system by the customer himself.
Inside the module the customer’s specific application or operating system communicates via normal
function calls and for the final product, it can be compiled in the operating system ROM
mask. The object modules deliver the function to match a received Fingerprint Template
against stored templates in the internal file system or memory. Where the templates are stored
and how the communication via ISO7816 (for example) is designed, is dependent on the implementation of the customer.
For example, the customer can implement a function to identify the user
and open the Smart Card, not only by
PIN code, but also by Fingerprint alone
or in combination with a PIN code.
The operation during a secure match is
fully stateless between the card and the
encoding device. The encoding device
can be a Smart Card reader with fingerprint-sensor.The template to be matched
against stored templates in the card can
be sent in one standard APDU command
to the card, compliant to the ISO7816
with a single answer or action inside
the card. Following these restrictions,
the SmartMatch can be implemented
very easily in all kinds of secure functions.
All the application specific operations are
managed and programmed by the customer.The IKENDI SmartMatch enables
everybody who develops software, operating systems or applications on Smart
Cards and other security controllers to
use a fingerprint matching function. In
the present version, the IKENDI
Template format is supported and the
SmartMatch can be combined with all
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IKENDI Fingerprint Encoder Modules
and development environments.
As soon as the upcoming international
ISO/ANSI and DIN (V66400) standards
for minutia based template formats are
submitted, IKENDI will deliver a
standard compliant SmartMatch implementation. This guarantees a fully
interoperable fingerprint solution for
Smart Cards.

Functional
Description
The customer application calls the SmartMatch module via only one function.
During the execution of this function,
the SmartMatch is calling externally
supplied helper functions. These helper
functions have a defined API and must
be written by the Smart Card integrator.
Within these functions the two templates
for the matching fingerprints are
accessed and the configuration parameters for SmartMatch are read in. This
flexible design gives the Smart Card
integrator full freedom to store the

For information visit:

www.ikendi.com

templates and the parameter block
wherever he wants.
The result of the matching function is
a score value (verification). For an
identification, the function can be
called repeatedly over a database stored
in the card.
A first implementation of the IKENDI
SmartMatch will be available on the
Apollo Operating System from SC2 Ltd
(www.scsquare.com).

System
Requirements
(Smart Card)
• 1780 Byte Workspace (RAM)
• ~350 Byte Stack (RAM)
depending on controller
• 246 Byte for actual template
(RAM/Flash)
• Codesize <32Kb (8-bit),
17Kb (32 Bit) (Depending on
controller, ROM/Flash/E2)
• ≤ 384 Bytes per stored
template (E2 or Flash)
(Database in chip,
captured during enrollment)
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Let’s
play it
safe!
The FingerTip®
SensorCard
Of course you appreciate the
benefits of biometric identification systems – but do you
want your biometric template; your personal fingerprint to travel through the
virtual data world? Certainly
not. However, for most biometric systems available on
the market today, there is no
guarantee that your template
will always stay your own
secret property.
The central storage of user data in most
biometric applications faces serious
opposition concerning data protection,
because this kind of storage could lead
to an eventual uncontrollable propagation, in respect of the potential misuse
of data. Novacard´s FingerTip® Sensor
Card has found the solution that combines the advantages of biometric identification with ultimate data protection:
Your template “in your pocket”.
Fingerprint authentication belongs to
the method with the highest user
acceptance and it has been recognized
for approximately 100 years as legal evidence. Fingerprint technology is provided by the Infineon FingerTIP® Sensor
which is integrated into a standard
Smart Card. A crypto-processor Smart
Card module allows communication
with the reading device connected to
the external system and also stores the
fingerprint data. For an added security
measure, the Smart Card module has
been evaluated to an E4-level (ITSEC)
and therefore the template is stored in
an extremely secure environment.

A template on card
The fingerprint storage occurs solely on
the card’s processor chip. Therefore it is
possible to provide any user with a personal card.The problem of central storage
of sensitive data is thus solved, as the user’s
fingerprint is stored on the card and cannot be manipulated. The capacitive sensor
recognizes the fingerprint with a high
resolution. Characteristic features (minutiae)
are extracted from this picture of the
fingerprint and are then securely stored in
the card’s processor chip. During usage
these features are compared to the current
minutiae of the user. Only in the case of a
positive identification will the chip and
the associated data be unlocked, comparable
with entering the right PIN.

Convenient security
“Darling”, “Honey” - nicknames and
dates of birth are very popular if users
can choose their own Passwords and
PINs. Hence knowing the dates of birth
of a company’s employees will more
than likely allow access with nearly
ninety percent of the Smart Cards,
if a conventional Smart Card based system is installed. With the FingerTIP®
SensorCard, Passwords and PIN numbers
of any kind cease to exist and in case the
card is lost, it cannot be used by a third
person. Propagation to a non authorized
person can be excluded, too. While the
probability of determining a four-digit
PIN number is 1: 10000, the probability
of an identical fingerprint is incomparably
higher. Therefore the FingerTip® Sensor
Card represents an absolute improvement in security.

A demand for reliable access control on
order to protect highly sensitive objects
or IT-networks, leads to the increased
application of biometric identification
systems. Applicants from the most diverse
sectors are showing interest in
Novacard’s biometric Smart Card technology. For example, the airport security
of an international European airport is
under discussion, as well as securing an
international chemistry concern, regarding access control of the whole plant and
protection of the internal network containing research and development results.
The card will also be utilized for the
network security of a German bank’s
Brazilian subsidiary. The company
expects an increased security level in
addition to a saving of expenses of 50%
in the area of software and hardware,
which will result in a payback period of
less than one year.

Making visions
attainable
Novacard is an innovative card manufacturing company specialized in the production of Smart Cards, contactless cards,
dual interface cards and high quality plastic cards. Since 1999, Novacard has dealt
with the development of Chip Cards with
integrated finger tip sensors, pioneered
work and is at present the only card manufacturer with current projects and cards
in the field. Even during the development
period, the product was validated by gaining
several international awards: The Sesames
Award 1999 in the category Healthcare,
the ICMA Elan Award 2000 for Technical
Achievement as well as the National
Dutch Chip Card Award. It has been
employed successfully since 2000 within
a project of a Dutch health insurance
company.

The FingerTip® SensorCard features
enable the safeguarding of airports, military security areas, public utilities and
international conglomerates.

In the age of digital data transmission
and because of increasing security requirements, Novacard Informationssysteme
GmbH attaches great importance on the
continuous growth of its know-how in
the area of high security technologies.
Novacard is the only Chip Card manufacturer who is able to provide its customers with the FingerTIP® Sensor
Card, reaching this maximum level of
security.

For information visit:
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The FingerTip® SensorCard

New Smart Card
opportunities

www.novacard.de

Running Commentary

Give security systems
a sporting chance
My wife tells me I watch too much sport. She's probably
right. But then she isn't addicted to the passion and excitement generated when teams of players bust a gut to achieve
glory in front of their adoring fans. For me, however, it isn't
just the adrenaline of the game that holds my attention for
hours on end. It is also the mechanics and tactics of the
game that I find fascinating - and instructive.
Instructive? Yes, the world of sport has
many parallels with another topic that
occupies much of my time - security,
and biometric security, in particular.
A surprising number of similarities can
be drawn between sports, such as football or rugby, and the world of IT security,
and I am sure you will be able to think
of more than I can mention in this
short article. So, if you will excuse my
sporting indulgences for the next few
paragraphs, let's get down to the main
issues of the day - or the latest team news.
The biometric industry has been rocked
in recent months with revelations that
most of the different types of technology
available, such as iris, fingerprint and
face recognition, can be 'spoofed' with
simple, but ingenious tricks.
Videos of people's faces, irises printed
on card (with little holes cut out for
the perpetrator to position their pupils),
and breathing on fingerprint sensors,
were all found to be successful ways to
bypass some of the best-known equipment in the industry.
To be absolutely honest on this point,
this has been a PR disaster for the biometric industry. (Even though it was done
after many attempts in a laboratory,
without any additional security defenses in place.) It is like a football manager
finding out that his new and expensive
signing has a phobia defending against
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players with unusual hairstyles - an
alarmingly common phenomenon these
days. This new player may be the hottest
new defender on the block, but if this
flaw is discovered before it can be put
right, then attacking teams will have a
distinct advantage on the playing field.
Game, set and match for biometric
industry nay Sayers then? I hope, and
suspect, not.
Biometrics may have been billed as
new star defenders in the IT security
world, but it should be remembered
that no security system is infallible. And
in the case of biometrics, there has
hardly been any proper testing of their
effectiveness in the real world (indeed
the standard tests needed to determine
whether a biometric system's security is
up to scratch are only just reaching
completion - see Brigitte Wirtz's standardization article on p57).
This doesn't mean that IT managers
should hold back from purchasing until
the perfect biometric system comes
along. After all, PINs and passwords are
far from perfect. As long as the system's
vulnerabilities are understood then they
can either be rectified, designed around
or accounted for in whatever risk
assessment model is being used.

have layers of defenders to impede the
attacking sides' approach to the goalmouth. Overall, a biometric-based system
that is designed thoughtfully with other
lines of defense in place, such as tokens,
passwords or PKI, will be a stronger
system, where the chances of an impostor
getting through are still there, but
severely diminished.
Despite the negative PR, these spoofing
attacks will ultimately strengthen the
biometrics industry. You can be sure
that biometric suppliers are frantically
redesigning their systems to patch up
these latest vulnerabilities. In effect, the
endless ping-pong match between
attacker and system developer has just
begun in the biometrics industry. The
industry shouldn't be scared of this,
just alert and proactive. So, the main
message from this article is that despite
this 'spoofing' set back, biometrics
should still be given a chance to prove
their undeniable worth. Properly implemented, they will set the security
bar a couple of notches higher for
attackers to jump and, for many, that
may prove to be one hurdle too many.
The second message is to remind you
that the next time your partner tells you
that you watch far too much sport, you
can plead innocence. Far from neglecting
your household chores, you are in fact
developing important skills vital for
your career. At least that's my excuse
anyway!

Mark Lockie is the editor of the
newsletter Biometric Technology
Today, author of the Biometric
Industry Report and proprietor of
Ideal Media Consulting. He can be

Any good security system designer
knows that biometrics shouldn't be
used in isolation - good football teams
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