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Innovative new inlay manufacturing technology 

Identive Group announced an innovative breakthrough in RFID inlay manufacturing technology. 
The com pany’s patent-pending SmartCore technology produces RFID core-inlays enabling 
un precedented printability for contactless ID and access cards, with a thinner profi le than traditional 

inlay designs. An inlay is a thin material substrate incorporating a microchip bonded to an antenna, and functions as the heart of 
an RFID (radio frequency identifi cation) credential such as a smartag, label, sticker or card. Contactless RFID technology is rapidly 
replacing traditional machine-readable identifi cation technologies in numerous applications, offering substantially enhanced security 
and convenience. 

Werner Vogt, Managing Director of Identive’s Multicard Switzerland and principal inventor of SmartCore commented, 
“SmartCore leverages Identive’s proprietary antenna and inlay designs as well as manufacturing techniques invented by our team 
and honed over many years. The unparalleled technique of Identive’s SmartCore inlay eliminates the bumps and irregular patterns 
found in most contactless cards and enables a perfectly even surface with a uniform thickness and appearance that consequently 
allows improved ability to print and customize electronic ID cards.” “Identive is well established as an inlay manufacture for smart 
tags, labels and tickets and with this new technology we are now expanding our range into ID cards and badges,” explained Michael 
Kober, Managing Director of Transponders for Identive.

“The special design of our SmartCore inlay offers partners more fl exibility, more durability and ultimately a lower cost of implemen-
tation for contactless cards for employee ID, facility access and other applications.”

Match-on-Card™ Selected For Nigerian National ID Card

Precise Biometrics has been chosen to deliver its Match-on-Card technology for the Nigerian national ID card initially 
comprising 50 million citizens. The card will function both as national ID and as a bank card. The project was won 
through Precise Biometrics’ Nigerian partner Interswitch. In expected value, this national ID project is the largest so 

far won by Precise Biometrics. 
Precise Biometrics’ Nigerian partner Interswitch is a member of the One SecureCard consortium, which won 50 percent of the total ID 

card project. Nigeria will start to issue ID cards to its citizens this year. The card is planned to be issued to 100 million citizens. This means 
that the project for Precise Biometrics comprises 50-60 million cards to be issued during a six year period. The ID card will also operate as 
a bank card under the Interswitch-owned brand Verve. 

Nigeria has chosen to add Match-on-Card to its ID card due to issues with fraud and identity theft. Match-on-Card enables storage and 
matching of a fi ngerprint directly on the card itself, a secure biometric verifi cation that greatly reduces fraud. Many Nigerian banks are 
looking into Match-on-Card, expecting to include the technology in other projects. “Precise Biometrics has been a key strategic partner in 
winning this project” said Mitchel Elegbe, CEO of Interswitch. 

“Their Match-on-Card technology adds extra value to Interswitch’s offer in terms of ease-of-use and security” Nigerian citizens will 
use the card for public services including health care, pensions and other social services. In addition, a large majority of Nigerians remain 
unbanked and therefore may not always receive payments they are entitled to. Because the ID card will also operate as a bank card, many 
Nigerian citizens will have access to a fi nancial system from which they might otherwise be excluded. 

“The selection of Precise Match-on-Card™ for Nigeria’s national ID card is continuing proof of the strength of Precise Biometrics’ 
technology,” said Precise Biometrics CEO Thomas Marschall.“We expect substantial income from this project in the coming years, including 
fi ngerprint readers once more cards have been deployed. We have agreed with our partner not to disclose specifi c values, but the income 
from the project will naturally be refl ected in our regular fi nancial reporting.” He added, “We have a track record of Match-on-Card solu-
tions that are secure, accurate, and reliable—all extremely important for a successful national ID program.”

Secure identity documents 
and systems from 
Giesecke & Devrient

Creating Confidence. G&D is a leading company in smart chip-based solutions for secure  
ID documents and passports, and boasts in-depth experience in the field of high-security documents.  
We supply entire nations with passport and border control systems, ID card solutions and have  become 
a trusted adviser and supplier to governments. We also provide customized document features, card 
operating systems and technology for integrating state-of-the-art security features into ID documents. 
G&D will find the best solution for your individual needs. We define requirements together with you 
and offer tailor-made, effectively protected products that meet international standards. ID system 
 implementation by G&D – individual, international and secure. www.gi-de.com

-GD-Anzeige_Vault_210x297+bleed_v01.indd   1 19.08.2011   14:20:15 Uhr



Reducing risks for  
government  
ID security chips

By Dr. Peter Laackmann and Marcus Janke, Infineon Technologies

It is well known that monoculture, used in forestry 
or crop plantings for greater yields, may lead to a 
dramatically increased susceptibility for pathogens 
and diseases. Today, a similar insight is also growing 
in the security chip industry, where technological 
monocultures were introduced mainly due to cost 
reasons. New significant threats were thereby 
generated, and efficient countermeasures, as well 
as prophylactic security concepts for appropriate 
diversification between applications, are needed. 
Again, the industry is standing at the crossroads, 
where radical rethinking is vital.

 The new threats

Security microcontrollers in the field are facing more and more 
threats, growing more dangerous each day. At the same time, new 
applications like electronic passports and national identification 
cards demand increased security lifetimes. 

Today, it must be noted that many manufacturers tend towards 
a chip “monoculture”, heavily re-using not only production 
technology nodes, but also security technology details, for their 
complete portfolio. At first sight, from the viewpoint of develop-
ment cost reduction, re-use and logistics, for a chip manufacturer 
this strategy could appear to be a nice choice. 

In the mid and long term instead, such strategies often may 
turn out to be a blocking point for use of such chips in long-living 
security applications:

The potential reward for an attacker is much higher, if the  
same chip family, or even the same chip, is used for many different 
applications. If successful, he could exploit different systems in the 
field, or sell his knowledge to other parties that are interested in 
hacking a specific application. 

The learning curve for an attacker is much more efficient, as 
also the attacker can re-use his findings and results without having 
to repeat all steps of reverse engineering/physical, semi-invasive or 
side channel attacks.

The success factors for an attacker are much higher, if he can 
utilize distributed capabilities, sometimes called “hackerspaces”. If 
a chip family or chip type is used for many different applications, 
naturally there will be more people interested in working on the 
attack. Almost automatically, a distributed hacking offensive may 
follow.

A very special threat arises if a customer choses a chip that is 
already being used, or will be used, in access control (“Pay-TV”). 
Attacking Pay-TV security chips is in fact an international business, 
performed in industrial ranges. For earnings in the multi-million 
bracket, attacks in the range of several hundred thousand dollars 
are a profitable investment in order to attack a specific chip family.

Once a Pay-TV pirate has been successful, and the attack meth-
odologies against a specific chip family are known to hackers, often 
the spread of this knowledge cannot be effectively controlled any 
more. Once an attack has been demonstrated, it usually can be 
projected against other applications the chip family is used in. The 
“services” of known Pay-TV hackers could then be of interest for 
passport/ eID card forgery organizations, too.

A typical Pay-TV attack would include reverse-engineering, chip 
delayering and microphotography, re-assembly of the information 
in those photos, and physical attacks prepared by specialists. Some 
experts compare the Pay-TV “pirate industry” with structures 
found in international organized crime. Even inter-pirate battles 
are known, where the hackers try to attack each other by stealing or 
manipulating each others’ products.

Although the pirates want to keep their attacks unpublished, 
often the results and detailed hacking scenarios are leaked. Others 
then can repeat the attacks on other applications.

Many security experts, as well as evaluators and certification 
bodies are watching this evolution of threats with concern. 

Moreover, in history even many cases of “scam” are known 
where the public image of security chips has been severely damaged, 
although there was no real attack present at that time.

This threat originates from the fact that, in the illegal Pay-TV 
scene, rumours are constantly being spread about successful 
attacks. Many cases of scam are found in that scene, typically 
comprising the statement that a specific system has been hacked 
and pirate cards, the so-called “emulators”, are available for 

For earnings in the multi-million bracket, attacks in the  

range of several hundred thousand dollars are a profitable 

investment in order to attack a specific chip family.



purchase. Private customers often fall for such tricks – buying 
useless cards, most probably without having a chance to get their 
money back.

But scam is not only affecting users, it also may also directly 
affect the public image of a chip used in both Pay-TV and govern-
ment ID sectors. The rumour of a potentially hacked chip family 
alone can already damage the product reputation and may be 
significant for a decision for or against a specific chip family.

Threat detection

Detecting the threat is not always simple, as in many cases the use 
of the same product concept for different application fields is not 
clearly visible. Application-specific brochures can often be found, 
but usually those do not give information about other uses for a 
specific product. Therefore, one could advise a customer to always 
compare all brochures of a chip manufacturer to identify “re-use” 
of chips or chip families for other applications. In addition, the 
following check list could help users find an own opinion about 
potential dangers of a specific product if to be used in long-lasting 
applications.

SOLID FLASH™
Combining the advantages of Flash with Infineon’s 
unique high security expertise!

Safety has relied on Infi neon Flash 
for years – but what about Security?

[ www.infi neon.com/solidfl ash ]

Infi neon’s SOLID FLASH™ products incorporate dedicated security features 
to enable secure and reliable Flash functionality – offi  cially approved by 
EMVCo and certifi ed according to Common Criteria EAL 5+ (high).

With SOLID FLASH™, Infineon combines the advantages of highly flexible 
and reliable Flash with outstanding and secure contactless performance. 
SOLID FLASH™ products are ideal for:

  Debit /credit cards
  Mobile payment
  Public transport 

Infi neon. 25 years. Setting industry trends.

  Electronic travel documents
  Healthcare cards
  eSignature
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Effective countermeasures and prevention

First of all, effective prevention can be achieved, and should be 
carried out by the chip manufacturer. A clear application-oriented 
portfolio with a wise separation of application groups is most 
vital for success. This separation, of course, must not only include 
the product naming but instead the very heart of security itself – 
the concept and design. These must be chosen in a way that the 
potential rewards, the learning curve and the success factors for 
an attacker are minimized if the adversary would jump from one 
product family to the other.

Tailored security, allowing separation of application groups, is  
vital for achieving long-living security in the government ID sector.

Technically, these requirements can in fact be solved, which has 
now been demonstrated by Infineon. Different designs, different 
microarchitecture, different timing, different chip- and individual 
family parameters, different internal encryption mechanisms, and 
different machine language codes are only some examples to diffen-
tiate one family from the other. Such measures have to be taken from  
the scratch if a new product family is being designed, so they pose an  
extra financial effort for realisation – but such efforts soon pay off.

Outlook

It can be assumed that more and more governments will refrain 
from utilizing “Pay-TV chips” in their national travel documents or 
ID cards. There are first indications that such chips or families may 
often be simply banned from use in applications that are critical 
concerning national security issues.

Preventive technical countermeasures are known and can be 
taken, which has been demonstrated by Infineon. Their additional 
efforts soon paid off in terms of long-term security and customer 
satisfaction.

Product security not only includes the right way of choosing 
security features, but also the right choice of portfolio strategy and 
inter-application overlap or isolation, respectively. 

Checklist: Identifying dangers for  
government ID chips 
 
• For what other applications is the same product family  
 (or even the same chip) advertised? 
• If separated, do the families differ in design or just in naming? 
• Are there weaknesses in chip distribution and logistics? 
• Who else is able to purchase the same chip family? 
• Are old technology nodes (structure size) utilized? 
• Are old (analog) security mechanisms used? 
• Is excessive wording like “100% secure”, “unhackable”,  
 etc. used? 
• Are significant restrictions given in the product certification?

Pay-TV hacking equipmentPreparing a chip for reverse engineering



Front line document 
verification

By Dr. Bernhard Deufel, Giesecke & Devrient

Security features that really count and devices you really need – The standard of security to be found in 
modern travel documents, whether MRTDs, ID cards or driving licences, has been raised considerably in 
recent years. More and more advanced security features are making it increasingly difficult for forgers to 
fully counterfeit or even alter such documents. As a result, there is a growing trend toward identity fraud 
which does not require document alteration, where impostors present a genuine document issued to another 
person and pretend to be this person. Nevertheless, a large number of forged documents are still in use. The 
clever design and placement of security features can uncover attempted fraud if these features are inspected 
properly, while Mobile Verification Devices (MVDs) could offer further assistance in future.

 The illegal use of counterfeit documents is not restricted to 
border crossings and it is not only border control officers who have 
to check the authenticity of these documents today. Police officers 
check identities during stop-and-search operations on highways 
to detect illegal immigration or human trafficking, and as part of 
inspections of construction sites when looking for cases of illegal 
employment. Additionally, normal employees in banks, car rental 
stations, telephone shops and many other situations deal with 
customers who have to give proof of their identity by presenting 
passports, ID cards or driving licenses. Are these people in a posi-
tion to detect counterfeits? And do they all know what they have to 
look out for?

Unfortunately the answer is “no!” and this is why identity fraud 
still goes undetected in many situations, causing huge economic 

damage. Would the answer be different if the people who deal with 
documents had some basic knowledge of security features? Clearly 
the answer is “yes”, the simple reason being that the majority of 
counterfeiters make some basic errors when manipulating or 
forging an identity document.

Bright is bad and dark is good

Front-line document verification will not succeed if the people 
conducting checks do not have a basic knowledge of the security 
concepts in passports, ID cards and driving licenses. Despite all the 
highly sophisticated security features available in the market today,  

the heart of a passport is still security paper. Surprisingly, its UV 
dullness is one of the biggest technical hurdles for forgers; many 
counterfeits are detected at the front line with a simple UV lamp, as  
false paper shines brightly. It is as simple as that: “bright is bad and 
dark is good!” The same is true for any type of plastic ID card. These 
are produced using materials which are UV dull. For any attempt to 
affix additional layers onto these ID cards to have a hope of success, 
forgers would have to obtain materials that do not react to UV. 

Besides UV dullness, mention must be made of the mould-
made multi-tone watermark. Although they are one of the oldest 
security features, mould-made watermarks still provide maximum 
security for the paper data page of a passport. Of course, not every 
watermark does this job equally well. A good watermark must 
be cleverly placed if it is to play to its full strength in document 
protection. Both bright and dark shades should preferably be posi-
tioned in the photo area, which is the main target for forgers. A 
watermark’s subtle transitions from thicker paper to thinner paper 
cannot be copied. Its appearance is vivid and its structures tangible. 
Additionally, it does not exhibit any UV reactivity, whereas printed 
imitations mostly do. The watermark in a data page is an unrivalled 
security feature, and it took quite some effort to develop features 

which offer a comparable level of security for plastic data pages 
and plastic ID cards. Nowadays, features such as perforated ghost 
images or Multiple/Changeable Laser Images (MLI/CLI) do offer 
a comparable level of security, but these concepts are still not well 
known to the general public. To verify watermarks or perforated 
ghost images, a torch is recommended. And so we see that the two 
classic verification devices for anyone dealing with document veri-
fication are the UV lamp and the torch.

Look at the print quality

Another classic inspection tool is the magnifying glass. This should 
not only be used for verifying micro-lettering – which is character-
istic of every security document. The real secret lies in checking the 
print pattern! But how many people really understand the art of 
printing, with fine intaglio, elaborate guilloches, and subtle color 
transitions created by the iris print, or the changing colors created 
by optically variable inks? Do people know about printing tech-
niques such as offset, silk screen, letterpress and intaglio printing? 
Of course, border control officers are familiar with the inherent 
concepts, but other users, such as highway control police, bank 
clerks and employees in car rental stations, might not be familiar 
with them. It cannot be repeated often enough that staff dealing 
with document inspections must be well trained!

What about counterfeiters? When trying to forge a document 
or a data page, they are confronted with the demands of security 
printing technology too. Luckily these are another hurdle. Forgers 

Despite all the highly sophisticated security features  

available in the market today, the heart of a passport is  

still security paper.
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do not have access to intaglio printing machines and neither are 
offset machines commonplace. The best laser and inkjet printers do 
not achieve the print quality of a good offset machine. This means 
that, under the magnifying glass, any guilloches printed with stan-
dard equipment will resolve into dot screens, at the latest where 
forgers have tried to counterfeit the subtle color transitions of the 
iris print. What is more, the hidden letters of latent images or the 
tactile sensation of the intaglio print cannot be copied.

Finally – as simple as it might seem – even letterpress 
numbering can be used as a security feature. Document numbers 
applied using a letterpress have characteristic marks where the 
ink was squeezed out at the rim, and they are rarely counterfeited 
with sufficient quality. Unfortunately, more and more documents 
are appearing on the market with the document number already 
printed by the security printer using inkjet technology.

The basic document check

As outlined above, the basic document check can be conducted 
with three simple tools: a UV lamp, a torch and a magnifying 
glass. Surprisingly, a good deal of document security still relies on  
well-known and long-standing features. It is not necessarily new 

inventions that boost physical document security but rather the 
quality with which the traditional features are executed. These 
features must be realized to the highest perfection and applied 
thoughtfully by expert document designers.

Bearing this in mind, a basic document check should include 
four basic investigations, starting with a comparison of the person-
alized image with the face of the document holder. Well-trained, 
experienced personnel are required to detect impostors at this 
stage. This visual check should be followed by the use of a UV lamp 
to detect bright and shiny fake data pages or manipulations. Then 
a torch should be used to investigate the watermark and to look for 
scratch marks in the paper. Finally, the offset print pattern, micro-
lettering, print technologies and document numbers (if applied by 
letter press) can be verified with a magnifying glass.

The advanced document check 

Huge efforts have been made in the last couple of years to introduce 
MRTDs and ePassports. Now, finally, document inspection officers 
can benefit from these new technologies. Though the details are 
freely available in the internet, many forgers – even those capable 
of producing high-quality counterfeits – make errors when it comes 
to the Machine Readable Zone (MRZ). Using the specified fonts and 
the right size for letters and numbers seems to be as big a chal-
lenge for them as ensuring the check digits are correct. Fonts and 
character sizes are easy to check by visual inspection, again using 
the magnifying glass.

What about the check digits themselves? The algorithm to calcu-
late the check digits on the basis of the document number, birth 
date and expiry date is quite simple. But is it realistic to assume 
that these digits will be recalculated “manually” during an identity 
check? Obviously not, and that is why it is time to introduce hand-
held devices which can relieve officers of this task and are capable 
of making use of the whole electronic identity infrastructure that 
has been set up in recent years.

The time has come for Mobile Verification  
Devices (MVDs)

Modern identity documents offer huge advantages because  
they feature a contactless IC (Integrated Circuit) with a travel  
appli cation containing biometric data, the facial image and finger-
prints. Fingerprint biometrics is included in most passports in  
the European Union, but only in a small number of countries 
outside the EU.

However, to date these assets have not been used on a broader 
scale. In most countries, the use of integrity checks to verify the 

authenticity of ePassports via Passive Authentication (PA) is 
restricted to a few border control stations. The good news is that we 
are seeing a steady increase in the number of border controls with 
access to the necessary document and country signing certificates 
via national Public Key Directories (PKDs) which are connected to 
the ICAO PKD. But we are still a long way from having a Europe-
wide verification system for electronic documents – not to mention 
fingerprint checks, which are protected by the EAC (Extended 
Access Control) protocol. Infrastructure to allow certification 
requests by readers (for terminal authentication) and the exchange 
of document verification certificates via SPOCs (Single Points of 
Contact) has yet to be implemented on a broader scale. Despite the 
fact that fingerprint checks are the ideal means to detect fraud by 
impostors, fingerprint data are largely unused in ePassports. 

How will it be possible to bring electronic verification from 
border controls at airports to police checkpoints on the street and 
to other interested (and authorized) organizations? There is clearly 
a need for a “portable border control”.

Hand-held devices – which with their small screens and small 
keyboards are truly portable – are available today. They run on off-
the-shelf operating systems, and come with reasonable CPUs and 
long-lasting batteries. So the task is to bring the business processes 
of document verification onto these devices. If they were addition-
ally equipped with MRZ readers, contactless and contact readers, 
and fingerprint scanners, these devices could be used as mobile 
verification centers. Fingerprint biometrics will play a crucial role 
in MVDs. Facial biometrics will not be so easy to check, considering 
that these devices might have to be used under difficult light condi-
tions. So a camera will not help much for biometric verification, in 
contrast to the Automated Border Control (ABC) gates at airports, 
where facial biometrics are most commonly used.

The mobile devices of course need an online connection (e. g. 
via 3G networks) to a national PKD infrastructure and they must 
be able to store keys in integrated high-security modules. It is the 
responsibility of countries to implement these interfaces in coop-
eration with industry and put in place country-specific solutions, 
but today all technical prerequisites have been fulfilled. The time 
has come to bring electronic document verification to mobile units.

MVDs can in principle be used for any kind of document veri-
fication. These devices are not restricted to passports and ID cards 
alone. They can also be used to check electronic residence permits, 
electronic vehicle registration cards, electronic driving licenses and 
tachograph cards. So the MVD is set to become the fourth inspec-
tion device police officers will carry along with their UV lamps, 
torches and magnifying glasses. 

That is why it is time to introduce hand -held devices which 

can relieve officers of this task and are capable of making use 

of the whole electronic identity infrastructure.
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Healthcare fraud: 
The card strikes back! 
By Yolanda Varuhaki, Gemalto

 Combating Healthcare fraud: 
Gemalto contributes and shares its  
best practices 

This study on fraud in healthcare systems was drafted following a 
request from Gemalto’s customers during the 2009 conference on 
healthcare systems held in Warsaw, attended by participants from 
thirteen different countries. 

Gemalto’s analysis has been focused on several countries  
with different environments and systems and based on its find-
ings, the company has set out recommendations to reduce fraud 

by implementing better-coordinated processes and improving the  
use of technology. In this report, the term “healthcare system” 
refers to the following: funding systems, the provision of health-
care, and the organization of such provision. Furthermore, fraud 
affects funding for healthcare, but is committed within healthcare 
systems, hence the need to analyze both areas; funding systems and 
the provision of healthcare itself.

Touching on such complex and important topics is always 
a delicate matter. Indeed, social, political, working environ-
ment aspects or even ethical considerations are taken into  
account. However, there is universal agreement on the need to  
fight fraud. 

This report is Gemalto’s contribution to the debate, based on its 
25 years’ of experience worldwide in the healthcare sector, in order 
to tackle a phenomenon which poses a real threat to healthcare 
systems. Implementing improved systems is an entirely realistic 
goal. These systems can be extremely effective in fighting fraud, and 
also in cutting down administrative errors. 

Abstract

On average, around 6 to 10% of spending in the healthcare sector 
is lost to fraud, according to the European Healthcare Fraud and 
Corruption Network (EHFCN). In Europe, which spent 1,100 billion 
euros on healthcare in 2010, this means nearly 110 billion euros lost 
in that year alone. Feedback from interviewees for this study and 
our involvement in eleven national healthcare systems indicate that 
the higher EHFCN figure is closer to the true extent of the issue. 

Fraud, abuse and errors are not just an issue for one specific 
healthcare system. They occur everywhere, regardless of the share of  
public and private funding, levels of technology, the type of culture 
(Latin, Anglo-Saxon or other), or the amounts of money in play. 

Usually, fraud involves the payment of undeserved sums of 
money, or undeserved access to services. Three worrying trends are 
currently gaining ground: a shift from fraud committed by isolated 
individuals to that committed by organized groups, the intentional 
endangerment of people’s lives for financial gain, and an increase 
in identity theft.

All processes seem to be affected, and anyone can be involved. 
This means fraud mechanisms are becoming more complex, and 
that detecting fraud requires forms of collaboration which can be 
difficult to establish (auditors, police, legal authorities).

Even if healthcare professionals are sometimes involved, 
administrative procedures relating to healthcare reimbursements 
are inadequate in terms of data integrity, patient identity and 
claiming entitlements.

The best practices for the fight against fraud can be found in a 
systematic approach; as part of which all components (legal, tech-
nical, organizational) have to be improved. 

Although we must accept that progress will be made in each area 
at a different pace, the legal framework does not have to be finalized 
before technical and organizational solutions can be implemented, 
especially since fraud has to be tackled dynamically, on a continual 
basis, as the healthcare sector is in constant flux. 

Even if this comprehensive approach takes time, and is difficult 
and costly initially, it provides a considerable return on investment. 
The USA began to fight fraud and improve data quality ten years 

before European initiatives started to take shape, and their experi-
ences must be used as a guide, along with the successful strategies 
implemented by the banking sector, which now has a fraud rate of 
less than 1%.

Information technologies must be regarded as essential and 
indispensable for improving healthcare information systems. They 
are powerful tools to achieve potentially considerable results in the 
fight against fraud and abuse, and cut errors. 

The quality of data entered automatically at source, the protec-
tion of data confidentiality and the issue of insured party identifi-
cation (as well as the protection of entitlements) are issues in all 
healthcare systems. It is therefore not surprising that microchip 
card technology has been included in most social security and 
healthcare programs deployed over the last twenty years.

Yet this technology is often under-used at present, in areas 
where we know it will produce excellent results.
 

•  Strong identification and authentication for patients and 
healthcare professionals are key features of microchip cards, 
and should be implemented in the healthcare sector. Yet this is 
not the case in many countries.

•  Implementing healthcare smart cards with an identification 
number and PIN or biometric authentication would enable 
the creation of personalized, online services, a quintessentially 
“patient-centric” approach, but these initiatives are still in the 
development stages. 

•  The ability of these services to control entitlements, expiry dates,  
repeated and multiple uses, etc., is on the whole under-used.

•  Thus far, the benefits of paperless, electronic medical data 
exchanges have not been fully tapped. Yet cards have a 
crucial role to play in creating consistent databases, with the 
automatic reading of data, and the temporary or permanent 
confidential local storage of additional data such as blood 
groups, allergies, chronic diseases and associated treatments.

This robust technology can strike at the heart of fraud mecha-
nisms, often with little investment in infrastructures, and without 
major changes for patients and healthcare professionals. Smart 
card technology is an invaluable asset to combat fraud in healthcare 
for the benefit of all.

Healthcare systems should also be  
designed to fight fraud

Although microchip cards for healthcare professionals and insured 
parties enable identification, paperless procedures, and the creation 
of secure digital networks, they only serve as a means to facilitate 
organizational change. 

Three worrying trends are currently gaining ground:  

a shift from fraud committed by isolated individuals to  

that committed by organized groups, the intentional  

endangerment of people’s lives for financial gain, and  

an increase in identity theft.

Smart card technology is an invaluable asset to  

combat fraud in healthcare.



Healthcare systems which are designed to speed up the transi-
tion to paperless procedures (in particular with care forms) usually 
achieve this goal. Systems which have not been designed in this way, 
or have not taken into account the fi ght against fraud, produce dis-
appointing results, which are of course diffi cult to assess in this area. 

Microchip cards are therefore powerful catalysts for projects 
with the specifi c goal of fi ghting fraud. The technology can boost 
system capacity, produce impressive results and fundamentally 
overhaul practices. Nevertheless, the effects of “card” technology 
are completely dependent on organizations’ ability and intent to 
use it. In this respect, the fi ght against fraud is driven by human 
endeavour in the design of healthcare systems, rather than by the 
technology itself.

Information systems have taken 
the fi ght against fraud into account 
since the 2000s

The fi rst decade of the 21st century has been a transitional period. 
Before this period, the only example of the implementation of auto-
mated systems was in making procedures paperless to increase 
administrative productivity, or to set up collaborative tools (care 
forms and/or prescriptions/medical data, etc.). The fi ght against 
fraud has been included in all new systems implemented after the 
turn of the century. 

Slovenia has been at the forefront of this change. It began to 
invest in eHealthcare twenty years ago, and now has one of the 
most accomplished healthcare systems in the world.

The “eHealth 2010” strategic plan in place at present is the 
second generation of the system launched at the start of the 2000s. 
It provides a nationwide network of information systems, ensuring 
that transparent information and electronic services are provided 
to all stakeholders, in a secure and effi cient manner.

Slovenia was one of the fi rst countries in Europe to introduce 
microchip healthcare cards. Launched in 1996, the Slovenian 
healthcare card program was deployed nationwide during the 
summer of the year 2000. ZZZS (Zavod za zdravstveno zavarovanje 
Slovenije), the Slovenian national health insurance organization, in 
charge of the national system of health insurance cards, is systems 
integrator for the program, and supplies the cards to citizens. The 
whole solution is compatible with existing infra structures. 

Today, the country is in the process of renewing and updating 
the two million electronic health insurance cards already in circu-
lation within its borders. By rolling out latest-generation eHealth 
solutions, Slovenia is improving online services for healthcare 
professionals, helping them to complete their administrative tasks 
more swiftly and to exchange medical information and communi-
cate with hospitals and other healthcare professionals in a simple 
and secure way.

•  This approach enables the inclusion of all healthcare fi elds, 
a comprehensive view of patient health, with interaction 
between all sub-records, and better management of 
medication-related iatrogenesis). 

•  It provides a better statistical or even epidemiological 
overview, and better-substantiated aid for making decisions 
and establishing general approaches. 

•  It also improves fraud control and prevention effi ciency, with 
new integrated mechanisms and improved identifi cation and 
analysis tools.

The issue of the validity and control of entitlements, for example, 
was resolved with a simple mechanism in the microchip cards: 
expiry date management. The following rules were implemented: 
cards are valid for three months for students and foreigners, a year 
for private sector employees, and three years for retirees and public 
sector employees.

Cardholders must renew their card (mainly through phar-
macies) before the expiry date, to be able to continue using it. 
Entitlements therefore have expiry dates, within limits which are 
acceptable for all. 

Similarly, Algeria completely remodeled its healthcare system 
between 2006 and 2007, before deploying the new-look system bet-
ween 2009 and 2011. Algeria was able to draw from the experience 
of European countries, and integrate mechanisms into this new 

system, in particular to control the repeated abusive use of cards, 
and the exceeding of card limits.
Algeria used the same concepts as Slovenia, but included specifi c 
components:

•  a counter to keep track of card spending, and block the card in 
the event of the card limit being exceeded;

•  a counter to keep track of transactions, control the use of the 
card and stop it being used for fraud.

So the card of a patient, visiting their doctor for the fourth time 
in a week, will be blocked, making it impossible for the transac-
tion to be processed. The counter can be unblocked by providing 
a satisfactory explanation during a prior visit to a doctor certifi ed 
by the Algerian social security fund (CNAS – Caisse Nationale 
d’Assurances Sociales des travailleurs salariés).

For these latest deployments, at the end of the 2000s, identifi -
cation issues became a major problem, in particular for countries 
implementing health insurance systems for the fi rst time. This is 
the case for Mauritania in 2007, Gabon in 2008, and Mali in 2011. 
Other countries will soon launch systems in the region.

For Gabon in particular, it was clear in 2008 that all resources 
should be implemented to ensure that the generosity of the program 
would not lead to its collapse, due to the unlawful transfer of rights 
or the abuse of entitlements.

Benefi ciaries must therefore be individually identifi ed so that 
only they can access the care they are entitled to. It was decided each 

insured party in Gabon would receive a non-transferrable, individual 
health insurance number, with entitlements recorded in a biometric 
microchip card. So Gabon implemented a strong cardholder 
authentication system, based on fi ngerprints. Each patient must 
present their card and identify themselves with a fi ngerprint to 
access third-party payments when visiting healthcare professionals.

No central database for fi ngerprints is required, since data is 
checked offl ine. The reader and the card will locally compare the 
two fi ngerprints and confi rm (or not) it matches with the patient’s 
fi ngerprint in the room.

Finally, large countries which began to implement paperless 
reimbursement procedures first are now either replacing their 
systems, or redesigning them.

In 2011, Germany began to deploy a new healthcare card system, 
taking into account the fi ght against fraud, with mechanisms to 
check patient entitlements online, strong cryptographic systems to 
authenticate cardholders, etc. 

Germany, one of the leading countries to leverage the smart 
card technology for its health system in the 90’s, is confi rming the 
technology now available with the second generation of smart cards 
can be extremely effective for the next decade. 

Germany is confi rming the technology can be extremely 

effective for the next decade.

Card technology can boost system capacity produce 

impressive results and fundamentally overhaul practices.

Gabon eHealth card
Biometric verifi cation of an insured person’s identity in Gabon on a non-connected 
reader. The card can confi rm the accuracy of the fi ngerprints given in total security. 
It is not necessary to access a centralized fi ngerprint database.



Healthcard security
made in Bavaria

Infineon Technologies AG is set to supply more than 
40 percent of the security microcontrollers for the 
60 million electronic health cards which German 
statutory health insurance companies started issuing 
in October 2011. Examples of the data involved in 
the German eHealth card with six-year validity are 
the insured person’s name, date of birth, gender and 
address as well as insurance number and insurance 
status. Plans are for at least ten percent of persons 
with statutory health insurance coverage in Germany –  
i.e. six million – to receive the new eHealth card 
by the end of 2011. In the year 2013 all Germany’s 
60 million persons with statutory health insurance 
coverage, which is equivalent to around 75 percent 
of Germany’s total population, should already be in 
possession of the card. In Germany, there are about 
another ten million persons with private health 
insurance coverage. 

 Infineon’s security microcontroller in the eHealth card is a chip 
providing state-of-the-art protection for the personal data. As with 
all “Integrity Guard”-based security microcontrollers, the data 
on the eHealth card is not only stored in encrypted form but also 
processed in encrypted form. Chips with “Integrity Guard” have 
two central processing units which cross-check each other continu-
ously. If they detect any error that might stem from manipulation, 
they take immediate protective action and abort ongoing arithmetic 
operations. 

“Infineon is the global market leader in security chips for 
eHealth cards and health insurance cards,” said Dr. Helmut Gassel, 
President of the Chip Card & Security Division of Infineon Technol-
ogies AG. “In employing our security microcontrollers, the German 
electronic health card is using one of the currently most advanced 
security technologies to provide a particularly high level of long-
lasting protection for the insurance holders’ data.” 

The “Integrity Guard” chip means that the eHealth card is 
already equipped for additional applications which further raise 
the quality of patient care and the efficiency of treatment. With the 
insurance holder’s consent, additional personal data can be stored 
on the card, such as emergency data, essential medication, aller-

gies, drug intolerance or indication of pregnancy. When a uniform 
communication infrastructure has been established throughout 
Germany, the eHealth card will facilitate doctors’ exchange of 
medical information necessary for treatment, e. g. hemograms and 
X-rays. Benefits will include avoiding the duplication of medical 
examinations by different doctors, and the online update of admin-
istrative data, saving time and money. 

Germany’s new eHealth card replaces  
the current health insurance card 

The eHealth card replaces the five-year health insurance card used 
up to now. The latter had been introduced in 1993 for purposes 
including the reduction of administrative costs. At that time, all the 
health insurance companies in Germany – about 280 in number –  
had their own health insurance vouchers which insured persons 
had to complete by hand before going to the doctor. The admin-
istrative outlay and number of errors in transferring the data were 
very high. The introduction of the health insurance card rendered 
these individual health insurance vouchers obsolete. The memory 
chip of the health insurance card contains the insured person’s 
name and address, the insured person’s status and his insurance 
company’s name. In the 18 years since its introduction, Germany’s 
health insurance card project has used about 325 million chips 
from Infineon. 

By Infineon Technologies

Identive Group, Inc. (NASDAQ: INVE; Frankfurt: INV) is 
focused on building the world’s signature company in 
Secure ID. The company’s products, software, systems 
and services address the markets for identity manage-
ment, physical and logical access control, NFC and a host 
of RFID-enabled applications for customers in the 
government, enterprise, consumer, education, 
healthcare and transportation sectors. Identive’s 
mission is to build a lasting business of scale 
and technology based on a combination of 
strong technology-driven organic growth 
and disciplined acquisitive expansion.

www.identive-group.com
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SCM becomes IDENTIVE
Your partner for secure ID infrastructure solutions

• NFC readers & modules  

• Physical & logical access 

• Identity management

• Asset tracking

• Development tools
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