
a security-news.tv publication by K·o·b·n

Focus
Secure Flash for smart card 
applications

Application
National ID in the  
European Union

Technology
Introducing Supplemental 
Access Control (SAC)

april 2011 | #07

What does the future  
hold for eID?



the vault | april 2011:::

2 security-news.tv 3security-news.tv 3

Contents
Secure Flash for high security smart cards 8
By Ines Pedersen, Infineon Technologies 

Moving to the third generation of electronic passports 12
By Verna Heino, Gemalto

Secure solutions for converged systems 15
An Interview with Michael Ganzera, SCM 

The travel function policy on national eID in the European Union 16
By Detlef Houdeau and Chris Shire, Infineon Technologies

Why, you may wonder, is she standing on a box and what is the green stuff in the background?  
The shot was taken at this year’s Mobile World Congress in Barcelona and the funky back-
ground is “Network Art”. Anyway, what does that have to do with Security-News.tv and this 
edition of The Vault? Well, it is about innovation and the trends that will shape our society. 
In this issue of The Vault we hear about Infineon’s innovative SOLID FLASH technology and 
about further developments in securing ID documents. However, technology breakthroughs 
are not enough. As long as standards are defined by country borders – as is the case with 
national ID cards at the moment – the real market potential will not be realised any time soon. 
Not as mature as eID document developments, but just as exciting, is the world of NFC. We at 
Security-News.tv are convinced that in 2011 we will see the beginnings of mobile ID applica-
tions. Watch this space for more news on this development.

Until next time 
 

Veronica Atkins
Security-News.tv
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Editorial

SOLID FLASH™
Combining the advantages of Flash with Infineon’s 
unique high security expertise!

Safety has relied on Infi neon Flash 
for years – but what about Security?

[ www.infi neon.com/solidfl ash ]

Infi neon’s SOLID FLASH™ products incorporate dedicated security features 
to enable secure and reliable Flash functionality – offi  cially approved by 
EMVCo and certifi ed according to Common Criteria EAL 5+ (high).

With SOLID FLASH™, Infineon combines the advantages of highly flexible 
and reliable Flash with outstanding and secure contactless performance. 
SOLID FLASH™ products are ideal for:

  Debit /credit cards
  Mobile payment
  Public transport 

Infi neon. 25 years. Setting industry trends.

  Electronic travel documents
  Healthcare cards
  eSignature

10110_INF_Anzeige_A4_Solid Flash_rz.indd   1 25.03.11   11:38
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Partner News Update

HJP Consulting inks Royal Oman Police  
ePassport consultancy project

Royal Oman Police (ROP), in its role as 
passport issuing authority of the Sultanate 
of Oman, awarded HJP Consulting (HJP) 

with the provision of consultancy services for the new Omani ePass-
port project. This is HJP’s fourth major eID Consultancy contract in 
the Middle East region.

The scope of the project is to support ROP in the planning, 
procurement and implementation of the new Omani ePassport 
project. HJP will enable ROP to select the best suitable supplier 
for delivering a new electronic passport booklet and the related 
IT system. As a first step, the HJP consultants provide an AS-IS-
Study. Based on this study, HJP will develop a set of require-
ments specifications based on the particular needs of ROP, which 
incorporate all relevant recommendations provided by the Inter-
national Civil Aviation Organization (ICAO). The requirements 
towards the new ePassport system will then be issued within an 
international public tender process inviting bidders to submit 
their pertinent proposals. HJP will further support the ROP 
during the evaluation of bids based on a sound evaluation meth-
odology. Finally, HJP will help ROP during the ramp up phase of 
the implementation project.

Infineon receives Innovation Award of German Industry for “Integrity Guard” security technology

Infineon Technologies have received the Innovation Award of German Industry for the best technological innovation.  
In the category of large-scale enterprises the prestigious award went to Infineon’s “Integrity Guard” security technology. 
The award annually honors the nation’s three outstanding scientific and technical achievements in the categories of  

large-scale enterprises, medium-sized enterprises and start-ups.
Infineon developed the “Integrity Guard” security technology to deliver an especially high level of long-lasting protection for sensitive 

data in applications such as credit cards and electronic government identification documents, e. g. passports or ID cards. Conventional 
security chips will soon no longer live up to the demands of these applications. While they store data in encrypted form, the data is 
decrypted for processing and that exposes it to hacker attacks. With “Integrity Guard” sensitive information remains encrypted during 
transmission and processing. Even if data might be intercepted, the encrypted signals are of no use to eavesdropping hackers. In addition 
to full on-chip encryption along the entire data path (CPUs, EEPROM, Flash, ROM and RAM, caches and buses), Infineon’s security chips 
with “Integrity Guard” have two central processing units (CPUs) and a sophisticated error detection system. The two CPUs cross-check 
each other continuously and detect whether arithmetic operations are executed correctly or an attack has been launched. If the security 
controller detects an error or an attempted attack, protective action is taken. The respective operation is aborted, for example.

The SLE 78 product family using the “Integrity Guard” security technology has received all-important certifications necessary  
for use in government and payment applications. The Federal Office for Information Security (BSI) certified the high standard of  
security achieved by Infineon and granted the internationally recognized EAL 5+ (high) certificate according to the Common Criteria 
Scheme. For use in payment cards, SLE 78 products has received approvals according to the international standard EMVCo and the 
German ZKA payment scheme.

Hirsch awarded additional $3 million order  
for multi-year IRS security project

Hirsch, a security systems 
manufacturer and a business 
unit of Identive Group, Inc. has 

confirmed the award of a $3 million order from the US Internal 
Revenue Service (IRS), which encompasses a base year plus four 
option years.

The order covers application software support and main-
tenance services for the IRS Enterprise Physical Access Control 
System (ePACS) being supplied by Hirsch, currently being 
deployed at all IRS facilities. The award follows an initial order 
announced in December 2010 and is associ ated with a multi-year 
project to install Hirsch security systems in several hundred IRS 
buildings nationwide. Notice of the award was first made public 
by the General Services Administration pursuant to Federal 
disclosure regulations.

For the IRS ePACs project, Hirsch will provide card access 
readers, access control panels, intrusion detection devices, video 
surveillance equipment and professional services. The system 
features include encryption of data at rest, in transit and in use; 
remote web access system adminis tration; and a fully redundant 
immediate fail-over server environment.

T-Systems introduces new management team

T-Systems CEO Reinhard Clemens has completed his management team and made new appointments to 
key positions for the company’s further strategic development as an ICT service provider. The company’s 
Supervisory Board confirmed the appointment on Friday of Hagen Rickmann, previously Head of Innova-

tion, as Head of the new Service department. Ulrich Meister has joined the T-Systems Board of Directors as Head of Systems Integration 
(SI). The Supervisory Board confirmed Dietmar Wendt as the new Head of Sales last week. Production has been the responsibility of 
Ferri Abolhassan, previously Head of SI, since the end of 2010. Georg Pepping and Klaus Werner will continue as Heads of HR and 
Finance respectively. In future, the ICT provider will be structured in Sales, Service, Production and Systems Integration units. With a 
clear distribution of responsibilities and defined interfaces, this structure is designed to ensure further growth and to allow T-Systems 
to deliver consistent, high quality to its customers all over the world at the best prices.  

The new Service unit, responsible for customer support, is to be headed with immediate effect by Hagen Rickmann (41), who joined 
T-Systems in 2009 as Head of Portfolio Management and Innovation. Hagen Rickmann was previously a managing director of the  
EDS group. His main areas of responsibility were customer relations, portfolio and contract management, and sales. In 2008, he  
managed the supply organization of IT infrastructure services in Northern and Central Europe and the integration of EDS into Hewlett 
Packard GmbH. Ulrich Meister (51) was already Head of Systems Integration as the successor to Ferri Abolhassan and now represents  
SI on the Board of Directors as well. He has held management positions at T-Systems since 2005, first in the Services & Finance  
business area, later at Systems Integration. T-Systems CEO Clemens made Abolhassan (46) responsible for the global production  
of ICT services at the end of 2010.

New fingerprint readers for banking  
and corporate segments

Biometric systems are no longer reserved 
for Government users. Enterprise markets 
such as Banking and Corporations are 

increasingly seeing the benefits offered by biometric solutions. 
To accommodate these new opportunities, Precise Biometrics is 
launching a new generation of competitive fingerprint readers, 
which are designed to meet a range of specific customer demands.  
The name of the new family of fingerprint readers is Precise Sense™  
and it is available in various designs focusing on different types 
of requirements. 

The company says their aim is that each customer should be 
able to choose a reader with functionality that best fits the needs 
of their organization. The readers are targeted towards large 
corporations, organizations and the banking industry. However, 
certain government organizations have also shown an interest. In 
total, Precise Sense™ will be available in six different designs –  
of which three have now been launched. Options include 
com bined smart card and fingerprint readers, but also readers that  
don’t require a smart card. All readers will be available with  
touch or swipe sensors. Readers for contactless cards with  
NFC functionality will also be launched later this year depending 
on customer demand.

Atos Origin and Siemens to create a  
European IT champion

Atos Origin and Siemens announce their 
intention to form a global strategic partner-
ship. Siemens will contribute its Siemens 

IT Solutions and Services for a total sum of € 850 million to Atos 
Origin in order to create a European IT champion. 

Siemens will become for a period of at least five years a 
sus tainable shareholder of Atos Origin with a 15 % stake. The 
transaction will create a leading IT services company with pro 
forma 2010 revenues of approximately € 8.7 billion and 78,500 
employees worldwide. As part of the transaction, Siemens 
concluded a seven-year outsourcing contract worth around  
€ 5.5 billion, under which Atos Origin will provide Managed 
Services and Systems Integration to Siemens. 

The new company will operate the largest European managed 
services platform, will be uniquely positioned to deliver cloud 
computing services, market leading System Integration solu-
tions such as Consolidation & Harmonization, Energy, PLM and 
to enhance significantly its electronic payments and transaction 
based activities.
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Infineon Technologies to establish new  
entity in China

In January this year, Infineon Technologies 
opened a new facility in China called Infineon 
Integrated Circuits (Beijing) Co., Ltd. In addition 

to sales and marketing, application R&D and central functions, 
the new entity houses an IGBT stack manufacturing facility and 
a technical center for automotive solutions. IGBT (Insulated Gate 
Bipolar Transistors) are power semiconductors used to drive elec-
tric motors both in automotive applications and in trains. Motor 
speed and torque can be regulated along a gradual scale. They also 
play an important role in the use of renewable energies: here IGBTs 
enable the efficient conversion of variable frequency output such as 
from a wind turbine or solar plant to a fixed frequency appropriate 
for the grid in the region concerned. China plans to invest around 
700 billion US dollars by 2020 in renewable energy projects and 
expects to expand the high-speed rail network from today’s 7,500 to 
13,000 kilometers by 2012. Infineon is engaged in many wind and 
solar power as well as high-speed train projects in China with its 
semiconductor solutions. According to the government’s blueprint, 
China’s railway network will serve more than 90 percent of the 
population by 2020, with 16,000 kilometers of new lines. Further-
more, the Chinese government intends to make individual mobility 
more sustainable, investing in electric and hybrid cars. From 2020 
onwards, one million hybrid and electric cars are planned to leave 
the assembly line in Chinese plants every year.

The new Infineon entity in Beijing will support all three Infi-
neon business segments Automotive, Industrial & Multimarket as 
well as Chip Card & Security. Today, Infineon develops, produces 
and markets innovative semiconductor solutions at several loca-
tions in China with around 1.700 employees serving the energy 
efficiency, mobility and security needs of the global and the 
Chinese market.

Trüb retains Republic of Georgia contract  
for identity documents

The Republic of Georgia has continued to place 
its confidence in the products of Trüb AG, relying 
on qualified competencies related to materials, 

printing and personalisation.
Trüb AG has been supplying driving licences, vehicle regis-

tration cards and firearm registration cards to the Caucasian 
country since 2008. Georgia was one of the first countries to deploy  
identity documents with colour personalization based on PCC® – 
Polycarbonate Colour. 

The contract between Georgia and Trüb AG was renewed 
in January 2011. The Ministry of the Interior of the Republic of 
Georgia renewed the contract with Trüb AG in January 2011, 
covering the supply of vehicle registration cards and firearm regis-
tration cards for the next few years.

Both identity documents, in ID1 format, are personalised  
by means of D2T2 technology (dye diffusion thermal transfer).  
A high level of security is attained by applying a holographic 
protective film.

The firearm registration cards are made of fused polycarbo-
nate material. As one of the worldwide pioneers with this  
technology, Trüb has gained substantial experience and  
expert knowledge since the first product launch in 1995.  
Identity documents made of fused polycarbonate layers prove 
to be mechanically robust and resistant to high tempera-
tures, resulting in a lifespan of up to 10 years. The firearm 
registration cards are personalised with a colour image of the  
document holder. The PCC® – Polycarbonate Colour product 
developed by Trüb is designed for personalisation with colour 
images in an outstanding quality. PCC® allows furthermore 
for supplementary personalization by high quality laser  
engraving.

New generation of PECSEC increases data page flexibility in passports

The data page is a passport’s most important element: the holder’s personal details are stored on it and on 
the chip embedded within it. Giesecke & Devrient (G&D) developed PECSEC, a robust card body material 
with outstanding properties for laser engraving, and the Munich-based technology company is now happy 

to present a new generation of PECSEC. 
Its new film structure boasts very high tensile strength, allowing thinner and more flexible data pages to be created. The result is a passport 
that is altogether more pliable and sits more comfortably in a wallet or jacket pocket.

Producers of identity documents will also benefit from the new composite material’s properties: a more pliable PECSEC data page 
can be integrated more easily into the passport. The new-generation PECSEC gives extremely high-quality optical personalization results. 
Personal data such as the name and photograph of the passport holder are engraved on the card body using a laser. 

Laser engraving is one of the most counterfeit-proof forms of personalization. All established security features can be integrated 
in the PECSEC data page. Meanwhile, the RFID tag and its antenna can be embedded safely and securely within the plastic composite 
material. This durable new version of PECSEC lasts at least ten years.

The new PECSEC film structure is only 760 micrometers thick – compared to a thickness of 800 to 860 micrometers for  
polycarbonate – making G&D’s plastic data page for integrated-chip passports one of the thinnest and at the same time most  
secure on the market.

Gemalto rolls out electronic passport  
solution in Korea

Gemalto has announced that it has started to 
deliver its electronic passport solution to Korea’s 
National Printer, Korea Printing and Security 

Printing Corporation, through its local partner LG CNS.
Gemalto provides in particular its highly secure, high-

performance ePassport Operating System that speeds up border 
control. Its Sealys ePassport solution also increases personali-
zation performance, significantly reducing issuing cost. In Korea, 
the Gemalto ePassport Operating System and application soft-
ware are embedded in Gemalto’s highly durable electronic covers. 
The protection of citizens’ personal information also requires an 
extremely high level of security. This is ensured by various tech-
nologies that are part of Gemalto’s ePassport Operating System, 
which has been certified against the international “Common 
Criteria” security evaluation process.

“Gemalto’s global expertise and product offerings in the 
government sector, particularly in ePassports, make them a 
natural partner for us,” commented Dr. Moon Hyung Yoon,  
Business Development Senior Leader, LG CNS. “We are happy 
that our cooperation has brought about a solution that meets  
the particularly high Korean ePassport program expectations.”

Gemalto’s ePassport technologies are used in over 20 national 
ePassport programs worldwide including Estonia, Denmark, 
France, India (diplomatic), Malta, Morocco, Norway, Portugal, 
Qatar, Singapore, Sweden, Turkey and the United States of 
America.

Micropross releases new contactless / NFC protocal analyser

Micropross has released a new protocol analyser for contactless applications: the MP300 ACL1. The aim  
of this tool is to spy any exchanges that occur between contactless objects that operate at 13.56 MHz. Unlike  
the other tools present on the market, the MP300 ACL1 comes bundled with a revolutionary acquisition  

probe, that is not positioned between the objects to be spied, but aside. This way, zero intrusivity in the communication is guaranteed. 
 The MP300 ACL1 is capable of spying all major protocols, including: ISO 14443 A/B; ISO 15693; MifareTM; FeliCaTM; NFC-Forum;  
NFC-IP1 and -IP2. Furthermore, its cutting edge hardware is right now compatible with the very high baudrates protocols  
(both ASK and PSK modulations). 

Thanks to its embedded oscilloscope, the MP300 ACL1 offers an analog display of the communication, allowing the user to monitor  
the real signal without any additional hardware. This is particularly valuable for engineers who work on the RF interface of their  
smartcard, or their terminals. For example, if EMD (electromagnetic disturbances) occur, it is possible to characterize them with this great 
feature. And finally, for engineers working on a project involving both contact and contactless technologies, it is possible to combine the 
forces of the MP300 ACL1, and one of the other Micropross protocol analysers, like the MP300 SC1. This way, it is possible for example 
to monitor a complete NFC transaction, including contactless and SWP exchanges.

SCM Microsystems gains ground  
in chinese market

SCM has deployed more than 90,000 SCM 
reader/writers to facilitate SIM card issu-
ance to its mobile phone customers across 

China. One of the largest mobile service providers in China, China 
Unicom is using the SCM reader/writers in point of sales kiosks, 
stores and retail shops to quickly personalize a SIM phone card  
for each subscriber on the spot.

Responding to the increasing demand for instant personali-
zation of SIM cards at issuance, China Unicom has recently 
expanded its RPS (remote personalization system) program to  
its partners’ retail shops and point of sales, which are now also 
enabled with SCM readers.

SCM’s SCR3310v2 reader/writers enable China Unicom and 
its partners to quickly and cost effectively configure the specific 
services requested by each new or returning customer. Previously, 
predefined cards were used that enabled specific combinations  
of services, such as voice and mobile banking, mobile chatting, 
mobile banking and chatting or mobile info-on-demand. 

In addition to the inventory challenge this created, it was 
difficult to ensure the satisfaction of specific requests of every 
subscriber in every location. By using blank SIM cards and 
SCM’s reader/writers, China Unicom and its partners now can 
personalize the cards based on each customer’s service selec-
tion, including the SIM cards used in the popular iPhones  
and iPads, which China Unicom exclusively provides to the 
Chinese market.
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industries ranging from consumer electronics to safety critical 
automotive applications. Flash is also now finding its way into 
the smart card market. SIM/UICC cards are today already widely 
using Flash technology and security-certified Flash-based products 
are also available for risk-sensitive applications like payment and 
identification.

The advantages of Flash are obvious:
•  Flash-based products offer the opportunity to reduce time-

to-market. A strong reduction of the production lead 
times realizes a fast reaction to market changes. Where Mask 
ROM products have to be produced specifically for every 
project and perhaps each end customer with the associated 
long lead times during the semiconductor production process, 
Flash-based products can be manufactured as a standard 

product and be programmed at the end of production or even at  
the customer premises by on-demand remote personalization 
programming. Besides the lead time reduction the develop ment 
time can also be optimized in in such a way that a fast 
prototyping and sampling process can be supported by flexible 
Flash products, where every code change can be realized 
immediately on an example of the final product.

•  The total cost of ownership will be reduced with Flash 
products in different ways. Non-specific Flash products can be 
stored and used flexibly by programming on demand, which 
enables a reduction of inventory and inventory risks, 
but also lowers the complexity and uncertainty of the 
planning and forecasting process. In the end, the overall 
product costs themselves are also improved. The relative costs 
of Mask ROM products will increase with shrinking technology 
nodes. Mask costs will more than double with every technology 
step of silicon geometry and the minimum order quantities 
for specific ROM Masks of smaller geometry chips on larger 
wafers will increase to a non-economic number. Flexible 
standardized Flash products avoid this trend.

•  In general Flash-based products offer a high degree of 
flexibility, as they can be individually configured by the card 
vendors or the card issuer or even by the end user. This last 

Secure Flash for  
high security smart cards
By Ines Pedersen, Infineon Technologies

Safety has relied on Infineon Flash for years – What about Security?

Over the last years the smart card market has changed dramatically. Technical progress, an increasing 
demand for security as well as a broad change in people’s minds have led to strong growth of electronically 
supported systems, like cashless payment – in different form factors such as smart cards, mobile phones or 
dongles – as well as sophisticated identification and paperless transport ticketing.

secure Flash For hiGh security smart cards

Advantages of Flash for smart card ICs 

To cope with the strong price pressure in the high volume chip 
card markets for payment, identification and transport applica-
tions, fixed Mask ROM (Read Only Memory) has been the standard 
memory type of choice for program code on microchips for many 
years. Its physical hardware design characteristics minimize silicon 
size and, on the other hand, supports an easy logistics model for 
high volume production, as long as the software design has very few 
changes and can accept long production lead times.

The increasing demand for fast market adaptations, short 
development and production lead times and high flexibility has 
changed this picture. As a result, non-volatile memory mass storage 
Flash has become the main memory type in almost all high-tech 

The clear focus of all parties involved in this competitive  

market environment is an optimized product offering,  

which can only be achieved by respecting the total cost  

of ownership.

 The importance of flexibility, 
security and total cost of ownership

The need for individual solutions in order to improve comfort and 
security of the card users are manifold, which makes it essential to 
design products with maximum flexibility to be able to react fast to 
new market trends. Shortening development cycles and production 
lead times become an important factor of success, as well as the 
degree of flexibility a product can offer to be able to adapt to the fast 
changing market requirements.

On the other hand, the clear focus of all parties involved in this 
competitive market environment is an optimized product offering, 
which can only be achieved by respecting the total cost of owner-
ship, which includes the optimization of the complete value chain.
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Infineon’s SOLID FLASH™ combining best 
flexibility with reliability and highest security

Infineon, which has been selling Flash-based products into the 
consumer and automotive market for many years, announced 
in December 2010 the introduction of the new 90nm security IC 
generation, which will be completely based on SOLID FLASHTM. 

SOLID FLASHTM is a special product concept developed by Infineon, 
which combines its long experience in high quality automotive 
Flash with its best security know-how. SOLID FLASHTM is opti-
mized to be used in security applications like payment, government 
ID, high-end mobile communications and transport and combines 
the advantages of flexible Flash with a dedicated security concept, 
taking into account the previously described security measures. 

Infineon just recently received the first EMVCo certifications for 
its new 90nm SOLID FLASHTM products, proving that Flash is seen 
to be as secure as Mask ROM, protected by the dedicated security 
measures.

Conclusion and outlook

The increasingly growing and fast-changing smart card market 
requires a high degree of flexibility as well as a focus on cost reduc-
tion and optimization over the complete value chain.

Flash-based products can offer the required flexibility and 
contribute to an overall optimized product handling, but also need 
dedicated measures to meet the high security standards needed for 
risk-sensitive applications like payment, government ID and trans-
port. Starting with 90nm technology smart card IC designs using 
the latest Infineon security concepts, Mask ROM can be replaced 
by SOLID FLASHTM-based products, as the cost/size advantages of 
ROM products disappear and the numerous advantages of Flash 
are welcomed by all the stakeholders in the market. 

secure Flash For hiGh security smart cards

argument is of particular importance to the diverse payment 
and transport markets, where Flash-based products are 
already being introduced on a broad basis. The capability to 
offer customer specific solutions in a very fragmented market 
is key here, and is best supported by flexible Flash products.

In the past, the advantages of Flash-based products described 
above had to balance against the relatively larger silicon size of a 
given Flash memory block compared to a Mask ROM of the same 
capacity. However starting with 90nm silicon geometries and 
beyond, the disadvantage of bigger Flash memory design against 
Mask ROM will shrink to an insignificant minimum.

In order to benefit from all the advantages described above,  
one key prerequisite has to be fulfilled when it comes to the use 
of Flash in applications like payment, transport and identification: 
Security. This means that Flash has to fulfill the same integrity,  
reliability, stability and quality requirements as Mask ROM.

Essential security concepts for secure Flash

In high-security smart card applications in particular, it is manda-
tory that Flash-based products offer the same security level as Mask 
ROM. Dedicated design concepts are required to guarantee that the 
flexible Flash memory fulfills the strong security requirements. 

Extra key measures have be considered and implemented to 
secure the Flash:

•  Secured locking mechanism to protect the finally 
programmed memory content from attacks, so that the Flash 
behaves like a fixed Mask ROM

•  Secured, encrypted Flash content loading 
mechanisms to protect the chip against unwanted uploading 
of the Flash memories

•  memory management including a hardware firewall, which 
protects the individual code, data and application parts from 
another application and avoids interference

•  memory encryption to protect the data against analysis 
even if it was be read by some unauthorized access

•  error correction, which detects and corrects the data from 
internal or external errors

•  memory protection mechanism to protect the memory 
content from unwanted changes through the environment, 
attacks, etc.

•  value chain security as part of the certification process 

Security key measures are also respected in the product certifi-
cation process required for Common Criteria or EMVCo.

InspectronInspectron
E N S U R I N G  D O C U M E N T  I N T E G R I T Y

What do
YOU

want tracked?

FLASH = Flexibility

Flexibility of FLASH leads to time savings and complexity 
and risk reduction over the whole value chain

Reduction of Total 
Costs of Ownership

Improved
Time-to-Market

The FLASH advantages

Especially in high security smart card applications it  

is mandatory, that Flash-based products offer the same  

security level as Mask ROM.

Starting with 90nm technology smart card IC  

designs using the latest Infineon security concepts,  

Mask ROM can be replaced by SOLID FLASHTM-

based products.

SOLID FLASHTM transports and combines the advantages 

of flexible Flash with a dedicated security concept.

Smart card controller

FLASH Secure Loading

Authorize towards secure flash loader

(Re-) Flashing of code/data during development

LOCK secure flash loader before shipping

Shipping to customer

1

2

3

4

Secure flash loader Flash memory

Flash loader must be certified together  
with the hardware.
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movinG to the third Generation oF electronic passports

 Securing electronic travel documents 
over time

ePassports are biometrics-enhanced machine readable travel docu-
ments (MRTDs) based on specifications defined by the ICAO, and 
introduced with the aim of strengthening international border 
security by preventing illegal immigration and trans-border crime 
as well as reducing the threat of identity theft.

ePassports incorporate a contactless microprocessor chip, 
on which information on the passport holder is stored. This may 
include holders’ biographic data like the holder’s name, date and 
country of birth, as well as the holder’s facial image, fingerprints 
and iris as biometric data. This data can be read from the passport 
using a contactless reader. 

While contactless technology is well suited for border control 
and international interoperability, contactless communication is 
inherently vulnerable to threats such as skimming and eavesdrop-
ping by its nature. Several security schemes have been developed to  
protect the passport holders’ privacy, anonymity and personal data, 
since the first generation of ePassports were issued by the governments. 

As a travel document lifetime spans 5 to 10 years, one of the 
major challenges for the whole industry is to protect the passport 
holder’s data with efficient security mechanisms that are vital for  
the intended operational life. Continuous efforts are beeing invested 
in secure identification to stay on top of the threats of ever-growing 
international terrorism, illegal immigrating and organized crime.

The ePassports generations

In November 2004, the first generation of ePassports appeared. It 
followed the publishing of a set of technical requirements by the 
ICAO, which defined the cryptographic protocols to be used to 
ensure the ePassport’s data integrity and authenticity.

First generation ePassports are based on Basic Access Control 
(BAC), a mechanism that was introduced to prevent skimming and 
eavesdropping and to ensure that the data stored in the ePassport 
microprocessor chip is read in a secure way. BAC protects the 
biographic data and facial image, i. e. the same data that is visible 
on the ePassport datapage and is considered less sensitive.

BAC is based on symmetric protocol and the authentication 
relies on the data provided in the Machine Readable Zone (MRZ) 
that is optically available on the datapage. Before access to the chip 
is granted, the chip and the reading device mutually authenticate 
themselves using a specific authentication key that is derived from 
the MRZ. MRZ is also used as a basis when generating the session 
keys that are used to encrypt the data exchange between the chip 
and the reading device. 

Today BAC is implemented in almost every ePassport in 
the world and it is an ICAO-recommended feature for privacy  
protection. In 2006, the European Union requested that all 
member nations include additional digital biometric infor mation 
and, in particular, fingerprint biometric data on ePassports by 
mid-2009.

The European Union made it clear that a new security mecha-
nism known as Extended Access Control (EAC) was necessary to 
protect this data. Extended Access Control restricts the access to 
highly sensitive biometric data (fingerprints and iris) to authorized 
parties only and adds functionality to verify the authenticity of the 
chip (chip authenti cation) and the reading device (terminal authen-
tication). Compared to BAC, EAC is based on asymmetric protocol 
and uses stronger encryption. 

With the third generation of ePassports, a new security 
me chanism Supplemental Access Control is introduced to over-
come the weaknesses of BAC. While BAC is still considered as an 
adequate access control mechanism, it is clear that the entropy of 
the keys that are dependent on the MRZ does not sustain modern 
threats for a long time any longer. It is therefore important to 
anticipate and prepare for a new generation of ePassports that 
challenges the ever-increasing attempts at fraud to ensure long-
term security.

Supplemental Access Control (SAC)

SAC is an evolution of BAC for future-proof security in travel 
documents. It is similar in function to BAC and ensures that the 
contactless chip cannot be read without physical access to the travel 
document and that the data exchange between the chip and the 
reading device is encrypted. 

SAC is based on Password Authenticated Connection 
Establishment (PACE v2). During the authentication phase, it  
implements asymmetric cryptography while BAC only uses 
symmetric cryptography. In addition, during the authentica-
tion phase, data encryption is based on a shared key between the  
reading device and the chip in contrast to BAC, which generates 
a key based on the data in Machine Readable Zone (MRZ). Data 
confiden tiality is thus enhanced and eavesdropping becomes 
impossible.

The major advantage provided by SAC is that the security level 
is independent of the strength of the password used to authenticate 
the terminal and generate the keys for secure messaging. 

Thanks to SAC the data is strongly protected both when stored 
on the chip and when transmitted to the reading device. This new 
mechanism constitutes a superior level of security compared to 
BAC and guarantees a high level of privacy.

Moving to the third generation  
of electronic passports
By Verna Heino, Gemalto

A new dimension in electronic passport security with Supplemental Access Control – Recognizing that 
ePassport should be protected for the long term (10 to 20 years), the International Civil Aviation Agency 
(ICAO) is introducing Supplemental Access Control (SAC), a new supplemental security mechanism for  
the next generation of ePassport. The ICAO and the European Union have recently decided to enforce the  
use of this mechanism for all travel documents to be issued as of 2014. As the industry moves forward,  
it is clear that countries have to start thinking about how to manage the approaching SAC migration in  
travel documents and the systems around them.

A travel document lifetime spans over 5 to 10 years
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concerTo 
• Easy, cost-effivient and secure  
 Windows® logon solution
• One secure contactless creden- 
 tial for PHYSICAL and  
 LOGICAL access 
• Based on open specifications 
• Out of box, intuitive server- 
 based solution 
• Data structure ready to be  
 com bined with additional  
 applications 
 

Specifications immediately available

The SAC mechanism has been defined and it is currently being 
standardized by ICAO. The technical specifications illustrating 
SAC-based travel document interoperability are already available, 
as are the conformity test plan and the protection profile to be used 
for Common Criteria certification (EAL4+). 

Furthermore a software reader tool is at disposal of ePassport 
application, personalization solution, and reading device solution 
providers to validate their SAC implementation and conformity 
with the specifications. 

A migration to plan now

The ICAO and the European Union have recently decided to enforce 
the use of this protocol for all ePassports and eResidence Permits to 
be issued as of 2014. As travel documents’ life spans up to ten years, 
migrating to this new generation of ePassport should be planned 
now. In order to organize harmonious migration and to allow the 
reading devices to keep on verifying travel documents in the coming  
years, BAC and SAC protocols will be working together even after 2014.

The forerunners are already taking the first steps in the tran-
sition to the new security mechanism and the first SAC-enabled  

travel documents will be issued in Europe some three years ahead 
of the EU mandate. These countries will effectively protect the 
privacy of their citizens with travel documents providing a superior 
level of security. 

Systematic migration for involved parties 

For the traveler, SAC upgrade will be completely seamless and the 
experience at the border control will remain the same as today. 
However, the reading devices at the border control must be updated 
to support SAC. When a traveler presents his/her travel document 
at the border to prove his/her identity, the reading device must 
choose whether to use SAC or BAC. This decision is made based on 
the existence of a specific file (CardAccess) that specifies the SAC-
related parameters supported by the travel document. If such a file 
does not exist, the border control device continues to communicate 
with the ePassport in a traditional manner using BAC.

For global interoperability and backward compatibility, both 
SAC and BAC must be supported by the reading devices for some 
time still. However, to guarantee secure access to the chip, SAC 
should always be used if it is embedded in the travel document.

Launching SAC in their travel documents has two impacts 
for governments: Firstly, the ePassport issuers need to source 
SAC-enabled ePassport application. Secondly, the personalization 
systems, particularly data preparation and quality control, must 
be updated to support new security algorithms and SAC-related 
parameters.

Conclusion

SAC migration is approaching and is a necessity to protect the travel 
document against foreseeable threats. SAC mechanism ensures 
increased, future-proof protection of the document holder’s privacy 
by strengthening the crypto-mechanism provided by BAC and thus 
provides a higher level of protection against eavesdropping.

By combining available secure mechanisms, both physical 
(=visual) and electronic, the future ePassports will be effectively 
protected against versatile attacks and misuse. They will better 
serve border control authorities and protect traveler’s confidenti-
ality in the long run.

SAC is well-established in the industry as the technical specifi-
cations, conformity tests, as well as the test tools are already avail-
able. The time is right to take the step for the 3rd generation of 
ePassports. 

Secure solutions  
for converged 
systems
Security-News.tv met up with SCM’s Michael 
Ganzera at the 2010 Cartes & Identification 
Exhibition in Paris to talk about the company’s  
latest innovations and solution offerings.

secure solutions For converGed systems

 What trends does SCM currently see in the market?
We are well-known as a leading provider of logical access control 
smart card readers. However, we also provide smart card readers 
for physical access control applications. We see that there is an 
increasing need for the convergence of both logical and physical 
access applications. We have been watching this development for a 
couple of years and it became apparent that this was a real trend – 
also based on the feedback of our customers.

What were the next steps in tems of product development?
We realised that the missing link is apparently a software solution 
that can combine logical and physical access applications. This 
was the basis for the developments on our smart card solution 
ConCERTO.

What does ConCERTO stand for?
Well, “con” stands for convergence and “certo” is Latin and trans-
lates into assurance. This is how we came up with the name. The 
logo was designed around it. In terms of the solution provided, 
ConCERTO consists of both the hardware and software, i. e. 
physi cal access readers, logical access readers and also parts of 
software.

We recently introduced the ConCERTO log-on manager, which 
comes with a card reader, allowing you to have a very specific, 
secure contactless card initialized and personalized. 

How does the customer benefit from this new solution?
The user benefits from using only one credential, which is a security 
certified contactless smart card. This card can be used for accessing 
office premises; is allows you to log on with the same credential in 
a secure and convenient manner to your PC and company network. 
Additionally, you have the convenience of logging into applications 
and also storing this information in a secure manner. Because it 
is a server-based solution, it is intuitive and easy to deploy, it self-
installs, all the security policies come with an active directory based 
system. You can also define user groups and define the different 
access rights of each group at your convenience. 

One important thing to mention is that the ConCERTO solution 
is completely based on open standards and publicly-available infor-
mation: the encryption and the data structure. Basically, everything 
is non-proprietary. 

It is intuitive and easy to deploy, it self-installs, all the  

security policies come with an active directory-based system.

eResidence permits and ePassports will both draw benefits from SAC

For the traveler, SAC upgrade will be completely  

seamless and the experience at the border control will 

remain the same as today. 
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the travel Function policy on national eid in the european union

The travel function  
policy on national  
eID in the  
European Union

Currently, the EU policy for cross border control 
processes cannot be described as harmonized.  
When looking at this topic, it is important to note 
that the Schengen Area is not a geographic area but 
rather a list of twenty-five states within a cooperative 
framework. In addition, there are often specific 
bilateral contracts between two states (Schengen 
area compliant and non-Schengen) in place. This 
reality is also reflected by the policy on the travel 
functionality in national ID cards. Many different 
configurations are known. For a unified design 
and function to be put in place it will require a 
clear justification and strong political will – as was 
the case, for example, with the ePassport scheme. 
Should an EU mandate be agreed, it should be noted 
that most national ID documents have a validity of 
10 years. In the face of these circumstances, Europe 
will need many years to harmonize the majority of 
ID documents in the public domain and allow for 
interoperable travel functions, thereby easing the 
freedom of movement of its citizens. This article 
gives an overview of the particular aspect of travel 
function policy for national ID cards in the EU, with 
a snapshot at the beginning of 2011.

and issued only passports with an embedded security microcon-
troller with a contactless RF interface (ISO/IEC 14443) combined 
with at least one biometric feature: the facial image of the holder. 
The deadline for implementation of two fingerprint images by all 
EU-MS in passports was June 28, 2009. This data is protected by 
the Basic Access Control (BAC) and Extended Access Control (EAC) 
security protocols defined by International Civil Aviation Organi-
zation (ICAO 9303, part 1) and Brussels Interoperability Group 
(BIG), a working group under the article-6-committee. To increase 
the security and the privacy a new specification was defined and 
published by ICAO in May 2010, called ICAO-SAC (Supplemental 
Access Control), which allows higher entropy than with a single 
Machine Readable Zone (MRZ)-line and so increases the security of 
ICAO-BAC protocol. The deadline for implementation of these 3rd 
generation travel documents is defined by the EC for all 27 EU-MS 
as December 31, 2014.

Travel in the Schengen Area 

Back in 1985, the first EU member states signed a contract on an 
area free of border controls. The agreement was signed in a small 
village in Luxembourg called Schengen and the area without border 
controls was from then on named the SCHENGEN AREA. Today 25 
states in Europe are members of this program affecting 440 million 
citizens. This program fosters more convenience for travellers by 

reducing waiting times at the border and citizens do not need to 
carry ID documents with ICAO functionality. All EU citizens have 
the right to enter another member state by virtue of having an identity 
card or valid passport. Residence permits have been abolished for 
EU citizens. 

However, a EU-MS may require them to register with the 
competent authorities within a period of not less than three months 
as from the date of arrival. Proof of registration will be issued 
immediately on presentation of an identity card or valid passport 
and justification that they do not present a burden to the local 
state. In this area a specific travel function of an ID document is not 
mandated, but is often included.

If a citizen travels from the Schengen Area to other states in 
the EU or the European Free Trade Area, they may need a valid 
machine-readable passport or ID document. For example, German 
citizens may travel to the UK with a valid German ID card. However, 
in states outside the Schengen Area and the EU, which have EU Visa 
Waiver status, a full passport with a minimum remaining validity 
on the travel document of at least 6 months may be required.

Besides this international agreement of an area free of border 
controls, some bilateral agreements are in place to cross borders 
without ICAO travel documents, such as the frequent travelling 
program between the Ukraine and Poland. Some states are not 
member of the EU, and yet have also done away with a control 
process for crossing the border, e. g. Switzerland.

Overview of national ID documents  
with travel functions

In Europe, there are three main types of national ID documents  
in use:

•  States without national ID documents;  
e. g. Norway, UK, Denmark

•  States with voluntary national ID documents;  
e. g. France, Sweden, Finland

•  States with mandatory national ID documents;  
e. g. Italy, Spain, Germany, Poland 

In the states without national ID documents, the driving license 
typically assumes the function of an ID document. 

Within the scope of implementation of travel functions six 
configurations are known:

•  National ID is not in use;  
Example: UK, since 1951

•  National eID, without MRZ, or ICAO biometrics;  
Example: Italy, since 2006, called CIE;

•  National eID, with MRZ, but without ICAO biometrics;  
Example: Portugal, since 2007, called PEGASUS;

•  National eID, with MRZ, and ICAO-BAC (Face);  
Example: Sweden, since 2005;

By Detlef Houdeau and Chris Shire, Infineon Technologies

 Enabling freedom of movement

Freedom of movement is a fundamental human right enshrined in 
European Union treaties. It is realized through the area of freedom, 
security, and justice without internal borders. Interoperability of 
personal identity is therefore a key pillar of the EU Commission 
(EC) policy. Many programs have been sponsored by the EC to 
facilitate interoperability cross-over tests of travel documents 
(Brussels Interoperability Group, 2006 – 2008), eID-services cross 
border (STORK, 2008 – 2011), eSignature application cross border 
(PEPPOL, 2008 – 2011) and eHealth-services cross border (epSOS, 
2008 – 2012). 

EU regulations on national travel documents

Back on June 20, 2003 the European Council decided in the 
“Thessaloniki Declaration” on a coherent approach in the EU to 
biometric identifiers and biometric data for all EU citizens’ pass-
ports, for non-EU/European Economic Area (EEA) nationals and 
for the back office information system. In the Council Regulation 
(EC) No 2252/2004 of December 13, 2004 the roadmap for the 
security features and biometrics in passports and travel documents 
issued by the EU Member States (EU-MS) was published. Since 
August 2006 all 27 EU-MS have switched to this new technology 

Freedom of movement is a fundamental human right  

enshrined in European Union treaties.
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 smart Grid security

Creating Confi dence.  G&D is a leading company in smart chip-based solutions for secure 
ID documents and passports, and boasts in-depth experience in the fi eld of high-security documents. 
We supply entire nations with passport and border control systems, ID card solutions and have  become 
a trusted adviser and supplier to governments. We also provide customized document features, card 
operating systems and technology for integrating state-of-the-art security features into ID documents. 
G&D will fi nd the best solution for your individual needs. We defi ne requirements together with 
you and offer tailor-made, effectively protected products that meet international standards. ID system 
 implementation by G&D – individual, international and secure. www.gi-de.com
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•  National eID, with MRZ and ICAO-BAC (Face), and BIG-EAC 
(Fingerprints); 
 Example: Netherlands, since 2009;

•  National eID, with MRZ, and PACE (Face), and BIG-EAC 
(Fingerprints, optional); 
Example: Germany, from November 2010, called nPA 

Along with the functionality, the optical design of these ID cards 
varies from state to state. If in future such a card is to become an 
easily recognisable travel token, the design and functionality must 
be aligned. There are already EU design guidelines for common 
ID documents, such as the residence permits for non-EU citizens. 
From May 2011 these must be issued to classes of foreigners such 
as students or workers planning to reside inside in an EU state for 
more than three months. This design has been taken up by a few 
states for their own national ID cards but is far from universal. The 
outline design, as seen below, indicates the inclusion of a chip using 
the same symbol as on an electronic passport complying with ICAO 
9303 specifications.

In the case of compliance with ICAO biometrics, the national ID 
document needs an embedded contactless crypto-controller with 
a minimum of 32k non-volatile memory space to store face data 
and a minimum 64k non-volatile to store face and two fingerprint 
data. The device must comply with the security protection profile as 
agreed across the EU and authored by the German BSI.

It is clear, therefore, that it is technically possible to produce an 
eID card with travel functions which can be used across states. The 
political perspective, however, is somewhat different: The unique 
design of government issued identity documents, just like currency 
and postage stamps, is often the first visible output when a new 
sovereign state comes into existence or there has been a change of 
regime. This happens, if for no other reason, as a way of reinforcing 
the identity and authority of the new government. These documents 
are also likely to be the last to be replaced should a state become 
unified with some larger international scheme.

The most likely scenario is for the bilateral agreements to be 
slowly expanded to allow citizens freedom of travel across borders 

based on simple rules of acceptance of various eID documents 
rather than full interoperability; this happened in the past with 
passports. However as more electronic ID verification tools are used 
by authorities to improve efficient and secure delivery of citizen 

services, the need for cross-EU compatible identity and travel  
documents will increase. The likely increase in illegal immigration 
will also drive the need to identify valid EU citizens in whatever 
EU-MS they reside, so that resources can be correctly focussed. 
But there must be balance with the need to increase security and 
the right to freedom of movement for EU citizens, as has been said 
before “we must plan for freedom, and not only security” 1. 

1 The Open Society and its Enemies (1945) Sir Karl Popper

Glossary

BAC Basic Access Control

BIG Brussels Interoperability Group

BSI Bundesamt für Sicherheit in der Informationstechnik  
  (Federal Office for Information Security) 

CIE Carta d’Identità Elettronica

EAC Extended Access Control

EC European Council

EEA European Economic Area

epSOS eHealth Services cross border; funding; start 2008

EU European Union

ICAO  International Civil Aviation Organization

MRZ Machine Readable Zone

MS Member States

nPA neuer Personalausweis

PACE Password Authenticated Connection Establishment

PEPPOL eSignature Services cross border; focus on B-2-B; funding; start 2008 

SAC Supplemental Access Control

STORK Secure Identity Across Borders Linked

2G 2nd Generations

It is clear that it is technically possible to produce an eID card 

with travel functions which can be used across states.
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