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Incredible to think that 
with all the available 
technology, the political 
frameworks and the 
moti vation of an entire 
industry, harmonization 
in regards to driving 
licen ces even within the 
EU still has a very long 
way to go. As a matter 
of fact, with 27 member 
states and 300 million 
driving licence owners, 
there are 110 different 
documents which qua- 
lify as valid proof. In  

this issue of the Vault we approach the vast topic of information 
security in automotive applications. We do this from the perspec-
tive of microcontroller technology and in terms of security –  
leaving aside the many technology applications that coexist in 
this market. Infineon’s Detlef Houdeau sums up the key facts 
regarding some of the most interesting applications: From more 
niche markets such as electronic vehicle registrations to full blown 
mass market products such as the electronic driving licence. More 
detailed information on the Electronic Vehicle Registration Card is 
given in a feature article by Giesecke & Devrient, highlighting the 
requirements for both the card body as well the electronics.

Contents
Full speed ahead for infosecurity on the road 6
By Detlef Houdeau, Infineon Technologies

Electronic Vehicle Registration Card (eVRC) 10
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By Marcus Janke and Peter Laackmann, Infineon Technologies

Finally: Make use of your Trusted Platform Module 18
By Sven Gossel, charismathics

Biometrics is a key topic in our Technology section, this  
time focussing on the use of the technology within ID applications. 
Interesting case studies, such as Gabon, Portugal and Morocco 
support the claim that the use of Biometrics is very effective when 
linked to national ID programs. 

At the core of all smart card products is the hardware – the 
security controller. With more and more cards, passports or tokens 
in the field, attacks are more frequent and more dangerous. Even 
though the security of any given smart card system is only as good 
as it’s weakest link, the semiconductor industry spends enormous 
amounts of R & D to protect hardware security from such attacks. At 
Infineon, Marcus Janke and Peter Laackmann are at the very centre 
of these developments. For this issue of the Vault, they agreed to 
give our readers a short summary of the challenges and findings 
concerning the technical progress of hardware security. 

As the end of summer is approaching and the show season  
is approaching, we have added a list of security events through- 
out Europe where Security-News.tv will be present as official  
broadcast partner. We hope to see you there!

Until next time 

Veronica Atkins
Security-News.tv
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Safe ID rebrands & expands 
into new markets

SAFE ID Solutions AG presents itself 
under new colors and the new claim 
“Simply sage”. The Munich-based world-
wide provider of identity management 
and ID system solutions strengthens its 
clear position and differentiates itself in 
the area of Identity Flow Management 
throughout the world.

After impressive growth and over 
30 international projects, the security 
specialist now clearly emphasizes its  
experience with domestic IDs and autho-
rization cards, corporate ID solutions and 
ID management for public security – in 
addition to its immense proficiency in 
the areas of travel documents and border 
protection systems.
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Multicard received first order 
for delivery of e-payment 
labels to Rabobank

Multicard, a business unit of Identive 
Group, Inc., have announced that it has 
been selected by Rabobank to provide 
personalization and fulfillment services 
for the Dutch bank’s latest application 
of its MiniTix cashless e-payment solu-
tion. Multicard will manage product 
delivery, encoding and customer support 
for a program that allows Rabobank’s 
employees to make cashless payments 
using the e-payment labels on their 
mobile phones.

ISSE, Berlin, October 5 – 7 2010
BIOMETRICS, London, October 19 – 21 2010
CARTES, Paris, December 7 – 9 2010 

Inspectron continues  
expansion into Chinese  
market

Following its recent success with sales of 
lottery ticket camera systems in China, 
Inspectron, a worldwide leader in inspec-
tion and verification systems, has now 
taken a significant step in solidifying its 
foothold there. In this context, Inspectron 
announced that it has formed a partner-
ship with UNIMODERN PRINTING 
SYTEMS of Shanghai, China, to promote 
and co-develop variable data tracking 
solutions for the Chinese market.
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Full speed ahead For inFosecurity on the road

Full speed ahead for infosecurity 
on the road
By Detlef Houdeau, Infineon Technologies

Automotive security applications have been around for over 25 years. Parallel to the growth of electronic 
control systems, electronic security applications have been developed to protect vehicle and driver from 
misuse, theft as well as cyber attacks. Anti-theft electronics were included in the BMW 7 series in 1982 and 
a smart card-enabled engine control system was patented in Japan as early as 1983. This article highlights 
the topic of IT security, based on smart card cryptography. It aims to give an overview of applications, 
motivations, legal restrictions, technology, potential abuse, the market, as well as security levels.

 Introduction

The requirements and challenges for automotive IT security 
systems are physically and technically different depending on the 
application:

a)  For the motor vehicle
  • (Anti-)theft protection: Immobilizer system; 

  •  Legal restrictions: Electronic tachograph, electronic  
road toll, electronic vehicle registration;

  •  Confidentiality and reliability: Safety from interception  
and reliable communication of the motor vehicle with  
the outside world

b) For the driver
  •  Access control for external communication  

(e. g. UMTS, W-LAN);
  •  Anonymity: Cross linking of the motor vehicles versus 

invasion of privacy;
  •  Legal restrictions: Electronic driver card for the tachograph, 

electronic driving license and electronic road charge

This technical article covers applications using smart card cryp-
tography, such as an electronic tachograph with driver card, elec-
tronic vehicle registration, electronic driving license and electronic 
road toll. It shows the development from a paper document to an 
ID1-card with new optical security elements and how, with this 
approach, fraud of documents can be reduced. The article aims to 
draw attention to the fact that, in combination with an intergrated 
microcontroller, additional electronic security features could be 
realized in an ID1-smart card, such as archival and new application 
standards, i. e. EC 2135/1998 for the EU-Tachograph driver card or 
ISO 18013 for the electronic driving license. 

Application status & prospects

european tachograph & driver’s card 

In 1998 the European Commission mandated the change for heavy 
vehicle tachographs based on paper recordings into an electronic 
tachograph with a driver card in the ID1-size 1. The European 
directive EC 2135/1998 was obligatory for the registration of new 
medium and heavy vehicles, like trucks from 3.5 t and buses with 
at least 9 seats from 1 May 2006 in all 27 EU member states. With 
the electronic tachograph, an On-Board-Unit (OBU), mounted in 
the motor vehicle in combination with a valid driver card, records 
the driving time, the rest period and the driving speed with data 
derived from an engine-mounted sensor sending cryptographic 
encoded signals to the OBU. The information can even be used for 
a crash analysis (as per an aircraft black box).

By 2010 about 32 states had implemented the change,  
five of which are non-EU states. Altogether 11 million driver-  
related tachograph cards were registered in 2010 with a validity  
of five years.

After four years of implementation in all EU member states 
the rate of abuse was less then 2 %, relating to the total issue  

card popu lation and to the whole timetable. This rate of abuse  
is just based on driver cards, which were reported as stolen  
or lost. However there is no record of any manipulated driver cards 
in the member states. With the notice of loss and the following 
attainment of a new driver’s card, the driving times can be stretched 
abusively. To avoid this abuse across companies and across states, 
the European central registration office MEBA (Member States 
Back Cards Analysis Working Group) was founded by Joint 
Research Centre (JRC) in Ispra, Italy on 30 May 2008, reporting 
directly to DG TREN 2.

In Germany, home of some of the biggest logistics compa nies 
world wide, the annual demand is about 400,000 tachograph  
driver cards.

Besides the driver card there is a defined and specified vehicle 
owner card, a garage card and a police card. For the elec tronic 
readout of the personal information, for example at a police 
con trol, a 3-factor authentication is used: The Card-to-Card system  
combined with a PIN for the authorized person. 

It is interesting to assert that there exists an EU consistent 
specification for the tachograph, but no mirrored international 
standard, e. g. in the ISO-, CEN- or ETSI-range. The different 
smart cards and OBUs need security certifications based on the  
CC scheme (ISO 15408).

Because of the experience of over ten years with the electronic 
tachograph, the EU commission announced a public consul tation 
between 23 December 2009 and 1 March 2010. Aim of this review 
was to discuss the second generation of the tachograph. The 
published output of this consultation includes improvement pro- 
posals such as increased security and optimized control processes. 3

european electronic vehicle registration card

To avoid abuse of the motor vehicle lifetime records, the EU 
Commission published the directive EU-2003/127/EC for elec-
tronic motor vehicle registration 4. The focus of the directive was 
the member states’ government offices for motor traffic as well 
as vehicle manufacturers. Besides a printed document it is now 
possible to have a smart card as a vehicle registration card with 
specified optical and electronic security features. 

The validity, though state dependant, is typically 10 years. The 
interface standard is ISO/IEC 7816, the communications protocol 
follows the ISO/IEC 7816-3 and the smart card is to support 
various certificates in accordance with X.509v3 after ISO 9594-8.  
The necessary security feature is commensurate to the Common 
Criteria (ISO 15408) level EAL 4+.

In June 2010, seven years after the EU directive was published, 
the first compliant electronic motor vehicle registration card was 
issued in Slovakia. Slovakia issues 900,000 smart cards per year 
for new motor vehicle registrations and for transfer-registration. 
Austria, Hungary, Turkey and Egypt are now also considering the 
introduction of such registration cards.

This development is another step towards the harmonization 
of documents and IT security within the EU. Similarly to the tacho-
graph with driver card, there is not an international standard at 
ISO, CEN or ETSI for the electronic motor vehicle registration.

By 2010 about 32 states had implemented the change,  

five of which are non-EU states. Altogether 11 million  

driver-related tachograph cards were registered in  

2010 with a validity of five years.

In June 2010, seven years after the EU  

directive was published, the first compliant  

electronic motor vehicle registration card  

was issued in Slovakia.
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electronic driving license

Unlike the other applications we cover in this article, the electronic 
driving license has been introduced for mass issuance. El Salvador 
moved from a paper document to an electronic driving license 
in 1998 to increase traffic safety. Before the introduction, forged  
driving licenses, unlicensed driving and unauthorised school  
buses contributed to many road traffic accidents with accordingly 
high casualties. 

In 1999 the Working Group SC17WG10 was founded under 
ISO. It took ten years until all relevant parts of the ISO 18013 were 
finally agreed upon in April 2009. 

The ISO standard allows for biometric data e. g. photo-
graphs, fingerprints and iris to be included on top of the common  
mandatory data element set. The smart card can be contact based 
as well as contactless.

Today, about ten states worldwide have implemented electronic 
driving licenses: El Salvador, Hong Kong, Japan, India, Mexico, 
Morocco, US federal state Washington, Canada, Malaysia and  
Sri Lanka. Currently the biggest issuer of electronic driving licenses 
is Japan with about 15 million cards issued each year. In Japan 
there are about 80 million driver licenses issued with validities 
between three and five years. 

In Europe – with it’s 27 member states – about 300 million 
people hold a driving license and about 110 different documents  
are permitted. In Germany, for example, there are six licence 
variations (grey document, pink document, past DDR driving 
license, Saarland driving license, Federal Armed Forces dri ving 
license and the new EU standard licence card). In 2006 the EU  
Commission proposed a consistent EU driving license to avoid 
abuse, to improve the security of drivers in terms of traffic  
as well as to allow better control of the validity. The EU driving 

license has to be issued in all 27 member states at the latest by  
2013 (see EU Directive 2006/126/EC 5). The target is a driving 
license in ID1 format, made of poly carbonate, valid for ten years. 
There is an agreed card layout and five optical security features 
were defined as a minimum set of security requirements. The 
vehicle classes have also been harmonized. 

In the last 24 months the three EU states Great Britain, Nether-
lands and France have started to develop and test the electronic 
driving license after ISO 18013. Field tests were also carried out in 
the Netherlands in 2009.

More states are considering the combination of the EU ordi-
nance 2006/126/EC layout requirements of the driving license with 
ISO 18013 and electronic security. This includes Spain, Poland and 
Sweden. In each case the appropriate ministries are waiting for 
further recommendation of the electronic driving license, which is 
estimated for the EU Commission’s DG TREN in autumn 2010.

electronic Toll collection (eTc)

The aim of the Electronic Toll Collection is to impose automatic 
road tolls for long distance routes, usually on motorways, as a 
way of justifying building costs and later as a means of traffic 
flow management. The first implementations of what was known 
as “Touch&Go” solutions on the basis of contactless chip cards 
were implemented in Asia between 1995 and 1998. These contact-
less memory cards, used for all vehicle categories, were generally 
installed at tollgates. The reading range of the memory card was 
typically a few centimetres. The disadvantage of this solution is that 
the vehicle has to come to a complete halt. Alternative solutions are 
being developed for moving traffic, for example with semi-active 
transponders, operating in the VHF or ISM bands which are located 
on the inside of the vehicle’s windscreen. The contactless commu-
nication can operate with an average vehicle speed of 60 km/h  
with the tollgate reader located above the road. Such solutions, 
known as “Fast Lanes”, can be found on Austrian and Spanish 
motorways.

ETC for special areas and for heavy goods vehicles is also  
working with satellite-based tracking systems. Solutions such 
as DSRC (Dedicated Short Range Communication, frequency of  
5.8 GHz, CEN TC278) and GPS (Global Positioning System) have  
been available in Switzerland and Lichtenstein since 2005. The ETC  
in Germany is an expansion of this solution. A total of over 12,000 km  
of motorways are covered with this toll collection system with about 
2,500 interchanges, 251 motorway junctions, 300 control bridges 

combined with 3688 toll terminals as well as 278 control vehicles 
of the German Federal motorway company (Bundesautobahn-
Gesellschaft; BAG). 

The “free-flow” system considers the number of axles and the 
pollutant category of the vehicles and can be extended for different 
areas or different time-based toll collect structures. The security 
system is based on four different smart cards:

•  Smart cards, inserted in the vehicles On-Board-Unit (UBU), 
for secure transfer of the toll collection data to the data centre;

•  BAG control smart cards for a stationary and mobile control  
of BAG’s staff;

•  Smart cards on critical points, for authentic positional 
formation at critical route sections and road works;

•  Smart cards for authorised service partners, i. e. for fitting  
and updating OBUs.

The ETC cards deployed are based on a crypto-controller, with chip 
hardware-security certified to CC EAL 5+ (ISO 15408) as well as 
application software-certified to CC EAL 4+. Also, in December 
2004, the Toll Collect GmbH was awarded a base security certi ficate 
from BSI. This required more than 1600 security measures for the 
computer centre, for the facilities, for the IT-network components, 
for the server and for the clients to be implemented. Germany, 
well known as transit state for logistic companies, each year issues 
approx. 300,000 ETC cards.

Recently the EU directive 2004/52/EU on interoperability 
of electronic toll collection systems was published. The decision 
2009/750/EC states that from 9 October 2012 the implementation 
in all heavy vehicles must be achieved. For all other vehicles an 
extension time of two years is granted 6.

Are synergies of the four single applications 
possible?

First observations show that two of the four described applications 
are personal smart cards (electronic driving license, tachograph 
driver card) and two are motor vehicle based smart cards (elec-
tronic vehicle registration, ETC). From this fact, two paired syner-
getic approaches are derivable:

a)  Personal applications: Electronic driving license in combina-
tion with tachograph driver card. The user group are truck 
drivers from 3.5 t and busses with 9+ seats. This group re pre-
sent less than 10 % of all vehicle drivers in the Euro pean 
Economy Area. The solution could be, for example, a hybrid 
card, with the electronic driving license function along  
ISO 18013, contactless (ISO 14443) configured and the  
tacho graph driver card which is contact based (ISO 7816).  
With this, electronic isolation misuse such as cross-reading 
would not be possible.

b)  Motor vehicle based applications: Electronic vehicle regis-
tration in combination with ETC; the user group are trucks 
and buses, registered in states with issuing electronic vehicle 
regis tration cards, which are moved in the area of an ETC-
system. The overlap with all vehicles (incl. passenger cards) 
and the penetration with a consistent ETC-system would be  
estimated in the European Economy Area with less than 2 %.

Possible barriers to such combinations should be identified: 
Different validity of the cards, different issuers, various card 
layouts, various payment routines, different infrastructures, e. g. 
card reader, different communication protocols, various card reader 

authentication protocols and different security requirements. It is 
estimated that these four single applications will run for many years 
as isolated single applications in the automotive area. 

Conclusions

Today only the electronic tachograph system has reached universal 
acceptance in Europe and beyond. However, from its inception 
in 1998 until the area-wide implementation in 2006, eight years 
had passed in this particularly regulated market. By extrapolation, 
it is difficult to estimate how much longer the EU members will 
need with the voluntary introduction of schemes like the electronic 
driving license and electronic vehicle registration card. Further 
complications can be expected if competing legacy systems are 
in place, like some of the electronic toll collection systems in the 
European Economy Area. IT security on the road has been shown to 
improve the safety of vehicle users and the general public. The elec-
tronic tachograph has resulted in less misuse of vehicles and fewer 
overworked drivers. Electronic vehicle registration will reduce the 
use of fraudulent documents, leading to fewer unsafe vehicles. 
Electronic driving licences reduce abuse of paper documents and, 
as a result, means fewer illegal drivers on the road. Electronic toll 
collections improve road use efficiency, reduce carbon emissions 
and ensure that the biggest users help pay for any improvements. 
In the future there will be enhanced communications technology 
for vehicles and drivers, giving the chance for more information to 
be available on the move. The data can be of benefit to the user or 
a threat if misused. However, only the continuous collaboration of 
legislators and stakeholders can lead to improved safety, security, 
privacy and control of data. 

In 1999 the Working Group SC17WG10 was founded  

under ISO. It took ten years until all relevant parts of the  

ISO 18013 were finally agreed upon in April 2009. 

It is difficult to estimate how much longer the EU  

members will need with the voluntary introduction  

of schemes like the electronic driving license and  

electronic vehicle registration card.

In Europe – with it’s 27 member states – about 300 million 

people hold a driving license and about 110 different  

documents are permitted. 

Source:

1   http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:1998:274: 
0001:0021:EN:PDF

2 contact: meba@jrc.it

3 http://ec.europa.eu/transport/road/consultations/2010_03_01_tachographs_en.htm

4  http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2004:010: 
0029:0053:EN:PDF

5 http://ec.europa.eu/transport/road_safety/behavior/driving_licence_en.htm

6  http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:268: 
0011:0029:EN:PDF
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electronic vehicle registration card (evrc)

Electronic  
Vehicle  
Registration  
Card (eVRC)
By Carsten Müller and Birte Bräutigam, Giesecke & Devrient 

Electronic vehicle registration cards have been in discussion  
for a number of years, but up to the end of 2009, none had been 
introduced. Since 2009, however, member countries and their  
transport ministries have shown increased interest in the intro-
duction of a highly secure electronic registration document.  
Slovakia, Austria and the Netherlands are leading the way and  
are implementing the eVRC already. 

Apart from a few exceptions, nothing will change in terms of  
the data recorded on the eVRC compared with the previous regis-
tration documents.

Requirements for the card body

The technical characteristics of the eVRC have to be compliant  
with ISO 7810 and smart card format ID1. The card body must 
guarantee a service life of at least 10 years, which reduces the selec-
tion of materials to polycarbonate and a few composites. Most of  
the member countries are expected to opt for proven polycarbo-
nate. To ensure a high security standard, the EU has specified 
optical (card body) as well as electronic (chip) security features. 

At least three of the following security features must be included 
on the card body: 

• Microprinting
• Iridescent printing
• Guilloche printing
• Laser engraving
• UV ink
• Optically variable ink (OVI)
• Inks with temperature-dependent color 

• Holograms
• Optically variable images 
• Variable laser images (MLI, CLI)

The aim of these features is to achieve a security level to match 
that of highly secure national ID cards, driver’s licenses and tacho-
graph cards at European level. As is the case with all national 
documents, ultimate responsibility for issuing them rests with the 
individual country’s administration. This means there will be differ-
ences in the implementation of design specifications and the use of 
security features, reflecting the history of the particular country, 
differing security sensitivities, the desire for additional features, 
and the willingness to accept new card developments.

Smart card manufacturers are making great efforts to stand out 
from the competition by way of security features. This opens up 
numerous opportunities for each member country to make the ID 
documents secure by means of further innovative features, such as: 

• Personalizable holographic security threads 
• Tilt images based on innovative lens structures 

In addition to the various security features, two different options 
are also available for the layout. The countries can choose between 
portrait and landscape format – a decision that also depends on 
what additional data is to be accommodated on the card. 

Requirements for the electronics

In addition to the physical security features, the EU Directive  
specifies the framework for the electronic components incorpo-
rated in the eVRC. To start with, the vehicle registration card must  
be fully compliant with the requirements of the ISO 7816 stan-
dard. The eVRC is a single-chip application for the secure storage 
of vehicle registration and owner data. Under the Directive, the 
data stored on the chip must be identical to that displayed on  
the card body, while it is left to member countries to store and 
display supplementary data, such as additional vehicle owners, at 
their discretion. In view of the security requirements, the vehicle 
registration application must be certified in accordance with 
Common Criteria EAL 4+.

The EU Directive allows for various interpretations as to how 
the listed requirements regarding data structure, file content, and 
file access should be implemented. In the simplest option, the data 
stored on the chip can always be read without restriction but can 

never be changed. The other extreme of implementation would be a 
complex role model with a wide range of different access conditions 
for different data and groups. The latter option would, however, 
require a sophisticated infrastructure and enormous investment. 
For this reason, most countries are tending towards the simplest 
solution, as this does not mean making any concessions in terms 
of security. At the same time, ‘simple’ does not necessarily mean 
cheap or easy to implement. 

Content of the eVRC

Depending on which application variant is implemented, the 
electronic vehicle registration card will offer greater scope than 
just being able to read the data on the chip. An expanded applica-
tion – as on the healthcare cards used in Germany – enables the 
addition of further data or changes to the data initially provided 
by the issuing member country. Just as the various health insur-
ance companies in Germany control write access by using specially 
equipped terminals, the responsible national authorities – such as 
the transport ministry – will supervise the eVRC.

An overwrite option can, for example, be useful where vehicle 
modifications or tuning require changes in registration that are not 
personalized on the card body. As already mentioned, however, 
the necessary infrastructure has to be provided for this, which will 
represent a major obstacle in terms of introduction and adminis-
tration costs.

What is more, if basic data such as the name of the vehicle 
owner or the address is changed, the effort and expense involved in 
overwriting is generally not worthwhile, as the data on the chip and 
card no longer match. In this case, it is better to issue a new card 
to avoid discrepancies during checks, vehicle purchases, sales, etc. 
Often it will be considerably easier and cheaper to replace a card 
that no longer has the correct content with a new one – especially 
in view of the average period of vehicle ownership.

For all variants of the eVRC, read access is permissible without 
restriction for any agency that has the right equipment. As far as 
write access is concerned, the data can only be changed by the 
member country that issued the eVRC. This is ensured by the  
previously mentioned role model, the requisite PKI infrastructure, 
and the use of asymmetric cryptographic methods. 

The future – leveraging synergies 

The cards can be read using handheld devices, which have to be 
provided to the control agencies by the national authorities. Along-
side the eVRC, driver’s licenses, and, in particular, tachograph 
cards are being issued as smart cards. Given the similar file and 
data structure of these cards, this could enable synergies to be 
exploited by using a general-purpose handheld device. 

Since January 15, 2005, the eVRC (electronic  
vehicle registration card) has been a valid option  
for member countries of the EU. Requirements 
placed on the card body and the electronics as well  
as the outlook for the future are presented below. 

 Introduction of the eVRC

Owing to the rising number of electronic and telematic applica-
tions in vehicles, such as digital tachograph cards in road freight  
transport, the EU issued Directive 2003/127/EC in December 
2003, allowing all member countries to introduce an electronic 
vehicle registration card as an alternative to the paper format.  
The card replaces previous documents regarding the registration 
and ownership of the vehicle concerned.

The introduction of the eVRC will not only simplify vehicle 
checks by the responsible authorities at home and abroad but  
also make them more reliable. Thanks to the integrated micro-
processor, the vehicle data can be read more quickly and reliably, 
and sent to a central registrar for verification if necessary. This  
verification is automated, providing a real advantage to traffic  
ordinance officials: The vehicle registration number or the name 
of the vehicle owner need no longer be radioed in or entered into a 
computer on site but can be transferred simply by pressing a button 
on a handheld device. It is also easier to compare the eVRC with 
the vehicle class permitted on the driver’s license. What is more, 
the standardization of the vehicle registration card laid down in 
the EU’s layout specifications makes the checking process simpler 
when, for example, a vehicle is registered in other EU countries. 

Most countries are tending towards the simplest solution, as 

this does not mean making any concessions in terms of security. 
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Biometrics for use  
in identification
By Emmanuel Ventadour, Gemalto

Biometric technology can be found more and more in a large variety of ID applications, ranging from  
national ID documents, to travel documents and electronic healthcare cards. This article aims to give a  
short overview of the benefits of biometrics as well as provide some appropriate case studies.

good example detailed below. In this program, fingerprints are used 
to confirm the identity of the bearer of the card before he or she is 
given access to healthcare.

Biometrics is also a key enabler for trust as ID documents 
including biometrics are perceived as secure and convenient  
tools to make sure the holder (patient, citizen, voter, insurance 
beneficiary …) is who he or she claims to be. It can resolve the 
issue of cardholders not being able to remember their password. 
Bio metrics is widespread in European and Middle East coun-
tries. Portugal’s approach to biometrics is of interest and will  
also be described.

In the travel sector, the electronic passport – particularly with 
the second generation, which stores two fingerprints in addition  
to a passport photo – speeds up border crossing through the use  
of scanners, which use the principle of recognition by comparison 
of the face and/or fingerprints. These new biometric ePassports are 
now being used in many countries. 

Gabon health program

Even before the program started, it was clear to everyone in  
Gabon that all resources should be implemented to avoid the 
health cover program turning into a center of attention for the  
citizens of neighboring countries and to ensure that the generosity  
of the program would not lead to its collapse through the fraudu- 
lent use of rights.

Hence beneficiaries must be individually identified so that 
access to care can be reserved for them. It has been decided 
that the identification of insured parties will be nominative 
with the implemen tation of a Gabonese individual health insu- 
rance number.

The smart health insurance card also contains civil data,  
a photograph of the holder and two fingerprints. It is used in  
hospitals, pharmacies and clinics, to check social security rights 
whilst protecting the confidentiality of personal data.

Checks are performed using terminals with fingerprint sensors. 
The card stores the fingerprint information and matches it in the 
device without the need to rely on a connected device, an external 
server, or a database.

The Portuguese approach to biometrics

Since 2007, Portugal’s new credit card format national eID card  
has replaced five pre-existing cards. It features several charac-
teristics of the citizen’s identity, including civil and tax identifi-
cation, social security number, health card and voter card, in a 
single unifying format.

The highly secure “Citizen Card” also enables a Portuguese 
person to communicate with government administrations in  
a simple, fast and secure way through the use of a certified,  
digital signature.

This card is biometric and contains the holder’s fingerprints. 
The fingerprints captured and stored on the card are then destroyed 
as the Portuguese constitution prohibits the use of a single central 
file for all domains.

The card supports biometric identification through the use of 
fingerprinting. It uses the “Match on Card” method, which involves 
making a fingerprint comparison on the card rather than on the 
reader (the more conventional method to date). It is an attractive  
option when the project needs to provide for situations where 
the identity document will be checked in a non-secured or only 
partially-secured environment (particularly the verification termi-
nals). Because the data never leaves the card, interception of data 
during transfer to a reader is impossible. This solution requires the 
appropriate biometric matching algorithm to be packaged within 
the card, compared to the more conventional storage of fingerprints 
on card with transfer to terminal for comparison.

Portugal’s history as a former dictatorship and a young demo-
cracy (1974), and the population’s attachment to public liberties 
and human rights, put the choice into perspective.

Biometrics has quickly established itself as the most  

pertinent technology for identifying individuals in a fast  

and reliable way through the use of unique biological  

characteristics. 

 The fight against document fraud and identity theft requires 
the implementation of new technological solutions.

Biometrics has quickly established itself as the most pertinent 
technology for identifying individuals in a fast and reliable way 
through the use of unique biological characteristics. 

Hitherto reserved for sensitive fields such as the security of 
military sites, today many programs are drawing on biometrics and 
applications for the general public are now seeing rapid develop-
ment. These applications are predominantly introduced by national 
authorities, as the capture and management of a population’s 
fingerprints call for a tightly regulated legal and technical frame-
work. Biometrics provides irrefutable evidence of the link between 
the document and its holder.

In the health sector and for public services, it is a key contribu - 
tor to social justice. As IDs enable individual citizens to exercise 
their rights and responsibilities, document theft and fraud are 
sources of social injustice as the community may inadvertently 
allocate resources to an ill-intentioned individual feigning another 
person’s identity, thus depriving the genuine citizen of that to which 
he or she is legally entitled. The new Gabon eHealth initiative is a 

Portuguese eID card

Gabon eHealth card
Biometric verification of an insured person’s identity in Gabon on a non-connected  
reader. The card can confirm the accuracy of the fingerprints given in total security.  
It is not necessary to access a centralized fingerprint database.

In the health sector and for public services, it is a  

key contributor to social justice.
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the european eid landscape

The first biometric ePassport in Africa

As of December 15, 2009, Morocco is the first country in Africa to 
deliver biometric ePassports. These secure documents significantly 
enhance traveler’s security by adopting ICAO’s highest standard – 
Extended Access Control (EAC). Morocco’s new ePassport is the 
first outside the European Union to feature the EAC mechanism 
allowing the use of biometrics data like fingerprints.

Citizens already in possession of an eID card need not have 
their fingerprints taken, as these centrally stored data can be trans-
ferred to the individual’s ePassport. The contactless chip also stores 
descriptive data, a digitized passport photo and two fingerprints.

In addition, many countries have set up biometric infrastruc-
tures to control migration flows to and from their territories. 
Fingerprint scanners and cameras installed at border posts and 
consulates capture certain types of information that help identify 
nationals entering and leaving the country in a more precise and 
reliable way. The same applies to visa applications and renewals.

Data acquisition requires reliable equipment to ensure opti-
mum capture of photos and fingerprints, essential for precision 
during comparison and verification. 

AFIS databases (Automated Fingerprint Identification System), 
often linked to a civil register database, ensure the identity and 
uniqueness of the citizen in relation to the rest of the population in 
a reliable, fast and automated way. They can combine fingerprints, 
a photo and an iris scan for greater reliability.

Two levels of verification for fingerprints

•  1 to 1: i. e. confirms that the credential belongs to the individual 
presenting it. The process verifies who he or she claims to be. 1 to 1 
verification is a very practical and cost effective process for day to 
day use as it requires inexpensive devices and limited infrastruc-
ture. It is also creating a climate of trust for holders as they control 
what they perceive as a “biometry in my pocket” application.  
It is also a great solution to protect privacy as in Portugal, when 
biometric databases are not allowed to be created. No connec-
tivity between verification devices in the field and a central site 
is required.

•  1 to Many: i. e. verifies if the individual exists within a known 
population. This guards against a citizen registering in a system 
under multiple identities. It is a useful function in the fight against 
identity theft. It requires a permanent link between verification 
devices and the centralized database, which is generally the case 
for airports and for most medium and large towns. In the case of a 
lack of connectivity, a comparison with the whole database may be 
deferred, for instance when processing a citizen’s requests for an 
identification document or a passport. A validation process can be 
configured so that a request is automatically blocked and flagged if 
the fingerprints are found more than once in the database.

Unlocking card applications

PIN codes are usually used for secure authentications. An alterna-
tive solution is based on something we are instead of something we 
know. This kind of authentication relies on biometric verification. 
By using a good biometry, we can replace the PIN code we have by 
something we are (fingerprints for example). In that case, instead 
of or in addition to storing a number for the PIN, the card will store 
the reference template of the biometry that will be used for the 
verification. PIN code-like process for smart card using biometrics 
opens up a wide range of new opportunities. 

Conclusion

Biometrics is already well implemented in secure electronic docu-
ments and many applications are now in use for even more citizen’s 
convenience. It has clearly succeeded to demonstrate that security 
and privacy can be enhanced without infringing upon new rules on 
data protection and civil liberties and with a high level of citizen’s 
acceptance. 

Moroccan ePassport
In December 2009, the Moroccan passport became the first electronic, biometric passport on 
the African continent to integrate digital fingerprints. 

Data acquisition requires reliable equipment to ensure  

optimum capture of photos and fingerprints, essential for  

precision during comparison and verification. 

The Integrity Guard concept marks the dawn of the Digital  Security Era. The 
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The Technical Progress of  
Hardware Security
By Marcus Janke and Peter Laackmann, Infineon Technologies

In principle, attackers can utilize everything which affects the 
behaviour of silicon chips: Electrical transients, called “Spikes”  
or “Glitches”, but also electromagnetic pulses, light or lasers, 
ionizing radiation from radioactive sources, or temperature changes 
can be applied. 

For example, protection measures against “laser attacks”, an 
attack test often used in evaluation, would not automatically give 
indications about protection against neighboured Semi-Invasive 
attack scenarios.

manipulative attacks

If the attacker performs manipulations of the hardware itself, such 
attacks are called “manipulative attacks”. This could include the use 
of microscopic needles which are set on the signal lines, over which 
secret information from the heart of the chip would be extracted. 
Other manipulative attacks imply the modifi cation of a chip’s struc-
ture and circuit by utilizing micro-surgery on the silicon, typically 
by the use of a Focused-Ion-Beam (FIB) workstation. 

More recent manipulative attacks include the use of atomic 
force microscopy needles, which are only a few atoms wide and 
there fore are compatible with even the latest, smallest technology 
sizes.

observing attacks

Observative attacks have existed for many decades now. For 
example, the observation of the power consumption of a security 
device could yield information concerning the secret data processed 
therein or even the secret key that is used to process this informa-
tion. In principle, every side-effect of semiconductor operation, 
the timing behaviour, or even smallest traces of light emission or 
heat generation can be utilized to extract secret data. For example, 
protection measures against the “Differential Power Attacks” 
(DPA), would not automatically give indications about protection 
against neighboured attack scenarios like the successor “Electro-
magnetic Analysis” (EMA).

Conventional security concepts

Many of today’s products are equipped with security features that 
are focussed on very special attack scenarios or subgroups, like laser 
attacks or DPA. The situation gets worse if the countermeasures  

are tailored to only meet the attack equipment or parameters  
that are used in common tests: Would such a chip be designed only 
for the purpose of surviving evaluation and certification? Would 
this be the intention or only the fault of a semiconductor manu-
facturer?

The industry had to find a way out of this situation. The more 
the countermeasures were scenario-oriented, the more available 
space they would leave open for an adversary. This is the reason 
why the overall philosophy of countermeasures had to be dramati-
cally changed. 

New, comprehensive security concepts

Most typical security features cannot be used any more for building 
the main security layer, as they are always bound to the specific 
parameters of the attack. A new comprehensive security concept 
must utilize mechanisms that work independently of the specific 
detailed characteristics of a single attack scenario.

Main requirements for designing future-orientated security 
concepts:

• Hardware security should be strong
• Security technology should be easy to use
• Security systems should work autonomously
• Hardware should be able to check itself
• Designs should be robust
• Security mechanisms should be mathematically modelled

Technical realization

In the history of security controllers, one most important aspect 
was typically neglected – the CPU itself, the heart of the micro-
controller. Indeed, a real protection of the CPU itself, at first sight, 
seems to be a hard problem: Simple protection concepts like adding 
parity bits in the registers or other parts of the CPU, under attack 
conditions, turned out not to be sufficient. 

Utilizing a dual-CPU with very close denticulation allows for 
very comprehensive protection against semi-invasive attacks. It 
should be fully transparent for the software developer, and should 

not have a negative impact on performance. Interestingly, in reality 
it turned out that such a system could often be even much more  
energy efficient than a conventional chip, as other security 
measures, usually decreasing performance, would not be needed 
anymore.

For protection against observative and manipulative attacks, 
encryption is very important. Even older products usually employed 
encryption in the chip’s memory blocks, but conventional concepts 
still show a major weakness: Typically, the CPU, if it wants to 
process the information stored in the memories, had to utilize clear 
text. This effect can be compared to an encrypted email – a person 
could store his email or files in encrypted form on his computer, 
but if he wants to read it, it has to be transferred to clear text first, 
making it vulnerable again.

But today, it is even possible to process data in encrypted form 
in the CPU itself – if the CPU core itself is designed from scratch. 
This means that this data is not available in clear text on the chip 
anymore. Two CPUs can employ even different key sets in both 
parts. In unpowered chips, such keys should of course not be 
“present”, so they have to be volatile.

Outlook

The future of security controllers is being built by comprehensive 
digital security mechanisms. Mathematical modelling and simula-
tion greatly simplifies pre-evaluation. Uncertainties concerning 
upcoming attacks can be greatly reduced, a need for long-living 
applications. Software developers regain freedom in operating 
system design and application coding. 

Although absolute security will never be possible, the paradigm 
shift towards the encrypted processing of data in the CPU itself in 
combination with efficient error detection will be a major step in 
security technology. 

Security processors are vastly utilized for protected 
processing and storage of data in many of today’s 
applications. Security devices that are situated in  
the field are facing more and more threats, which in 
turn grow more dangerous from day to day. Mean-
while, new applications like electronic passports 
and national identification cards, demand increased 
security lifetimes. Today, the security controller 
industry may find itself at the crossroads, a situation 
that demands radical rethinking.

A new concept using dual-CPU error detection and encryption even in the CPU itself

The TÜviT evaluator states:

“TÜVIT has evaluated the high standard of security achieved by Infineon and the conformance of the SLE 78 to the international 
Common Criteria security requirements: With the Integrity Guard concept, which was implemented in the SLE 78 security 
controller for the first time, Infineon has established a new generation of security controllers. With a new digital security archi-
tecture based on full data path encryption and comprehensive error detection, Infineon demonstrates a future-oriented approach 
particularly powerful in long-living, high security applications.”

 “Known” and “unknown” attacks

The target of every attack is mainly determined by the specific 
application that is used. Even until today, it was often common 
sense to primarily survey the protection against socalled “known 
attacks”, which were transferred into test scenarios for dedicated 
products. But taking into account that several hundred new attack 
scenarios are evolved every year, it is obvious that many questions 
are left open. First, one should ask who would know a specific 
attack? It is not surprising that proficient attackers often keep their 
findings secret. 

Manufacturers of security controllers also have to care about 
the question “What can be done to protect a device in a better way 
against unknown attacks?”.

Fighting against classes of attacks

Three attack classes, which are used against hardware, have been 
known since the beginnings. They remained constant for decades, 
and are also expected to remain constant over many coming years: 

Semi-invasive attacks 

Utilizing “Semi-Invasive” attacks, an adversary tries to induce 
faulty behaviour in a security controller. Then, he can try to circum-
vent security decisions in the software, or manipulate data for  
his own purpose. A faulty cryptographic calculation may even lead 
to the extraction of a secret key.
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Finally: Make use of  
your Trusted Platform Module

While smart card use seems a widely accepted method  
to authenticate the user to the secured environment 
of the enterprise, people are questioning the sense of 
the Trusted Platform Module built onto PC mother-
boards. Companies have bought it with practically 
any of the computers in use today, but hardly make 
use of it. Originally designed for Digital Rights 
Management, applications tend to be expensive and 
not always worth to be invested in. And handling is 
quite difficult. But there are other ways to use the 
TPM – when using software designed to enable other 
security features of the client operating system. And 
saving loads of budget, too.

 In a regular enterprise environment, users need to be authen-
ticated when accessing the company’s databases. A good 80 % of 
the world’s work force may still use the good old username and 
password doing so. Confronted with more and more complex pass-
word policies, a culture of on-screen and below-keyboard post-it 
stickers has widely taken ground. The other 20 % have invested in 
more secure ways to process the user logon in the morning: mostly 
PKI smart cards, but also using physical access memory cards with 
some sophisticated software add-ins. And even one-time-password 
tokens seem to have their market place. Although technically 
possible, and for some weird commercial reasons, the all available 
Trusted Platform Module (TPM) isn’t used for this at all.

At the same time, wireless networks are more and more 
replacing LAN cables in standard office environments. As such 
cable infrastructure is expensive, whereas meanwhile hot spots, 
repeaters are common and power line adapters in the consumer 
market are used as a cheaper alternative. Not everybody however 
knows that, with the latest Windows operating system versions, the 
system administrators are able to configure those hotspots with the 
same security level typical of smart cards in their standard configu-
ration. Thus, all the most recent WIFI firmware versions support 
the so-called 802.1X authentication (see picture), even inside the 
inexpensive hardware available in the electronic store around the 
corner. Those are enabled to accept a certificate-based logon for 
all accessing computers – this way people could be empowered to 
leverage their smart cards in another way.

Alright – but why is this important? A smart card authenticates 
the user. A TPM however authenticates the machine. Whereas, 
when already having a smart card in your hands, such WIFI feature 
seems a straight forward way to also secure your hot spots, we need 
to think about all those 80 % of users that do not have a smart card 
or other tokens. But what they have is most likely an unused TPM 
sleeping without “ownership” on their computer motherboards. 
Those mostly smaller enterprises fear the investment into a large 
scale PKI smart card scheme – not even to think about all the 
readers, USB sticks or new keyboards that need to be invested in. 
Hence, what if there is a way to make use of the TPM for this exact 
market without owning a smart card and what does it take to invest 
in such a scheme?

By Sven Gossel, charismathics

A TPM in practice is nothing different from a smart card wired 
to your motherboard. It may store its credentials in a different 
way, it carries little different firmware, its main purpose may still 
be dissimilar to what a smart card is designed for. And you may 
argue that it only represents a single factor authentication over a 
smart card being two-factor. However, logically the distinction in 
between the two is the authentication of a piece of hardware against 
the authentication of a specific user. And in a WIFI system, the  
first step is the authentication of the machine – the user logon is 
a separate logical step. Therefore, when authenticating against 
a WIFI hotspot, a TPM certificate is an even better way to move 
forward increasing the security of such infrastructure. 

It has remained a burden to actually perform such a step.  
You needed TPM connector software that not only accesses your 
TPM to perform those operations. Moreover, this software also 

should not interfere with existing standard applications written  
for TPM hardware and should be interoperable with the TPM  
Security Stack (TSS). Lastly and ideally, it also needs to support 
other hardware related applications and their authentication, e. g. 
hard disk encryption software that is usually controlled in pre-boot 
environments.

Such software would show that the biggest of all markets is 
not the 100 % scheme that enables everything at the same time – 
companies are all too different, and all have individual security 
requirements. And they are of different size and budget. Software 
like this serves one among hundreds of niches that all need to  
be addressed, if IT security is not supposed to stay a privilege to 
bigger enterprises. And such solutions are available. 

With its TPM connector to their Smart Security Interface, 
Charismathics now enables the millions of TPM machines in 
the field to get out of their sleep mode and enhance the secu-
rity of IT systems without an immediate requirement to invest  
in smart cards and other hardware. WIFI hotspots can be secured 
appropriately, LAN infrastructure can be made redundant.  
And – most of all: All those certificates can be handled by standard 
directory services. There is no need for TPM specific applications  
to this extent. And enterprises are offered a migration path into  
a full PKI scheme with a first step. 

TPM vendors out there – say thank you. 

InspectronInspectron
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TPM logon to your network – not only for big enterprises
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