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hardware security solutions for interpersonal

communication and business transactions.

Find out what we can offer to make sure

your personal data is fully protected.” 

T H E  Q U E S T I O N  O F  S E C U R I T Y is the key issue, no longer an afterthought.

In the age of e-Identification, e-Banking and computing the need for security is increasing

exorbitantly. This calls for reliable silicon-based security solutions that are tailored to

your individual requirements.

L E V E R A G I N G  M A N Y Y E A R S O F  S E C U R I T Y E X P E R T I S E in chip

development and security applications, Infineon leads the field with its broad portfolio of

security controllers, Trusted Platform Module (TPM) and system solutions. Infineon was

the first semiconductor manufacturer to produce a chip card controller satisfying the
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What’s more, chip card ICs from Infineon contain over 50 individual integrated security

mechanisms to protect your personal data stored in the chip.

I N F I N E O N I S  T H E  N U M B E R  O N E  V E N D O R of chip card ICs worldwide.

In 2004 we delivered around 1.26 billion chips, representing a total market share of

roughly 50 percent worldwide. As one of the main innovation drivers in the market, you

can trust our security experience.

www.infineon.com

E-passport – security &
convenience

E-payment – fraud 
protection plus high
speed application

TPM – computing with 
confidence
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E D I T O R I A L

A DOGGED APPROACH 

TO SECURITY

To the Chinese, 2006 is the year of the 
dog. This may seem irrelevant to the 
average immigration official, govern-
ment officer or high tech employee. But 
according to the Chinese, people born 
in the year of the dog have a deep sense

of loyalty, are hon-
est and inspire other 
people’s confidence 
because they know 
how to keep secrets.
Do those traits sound 
familiar? Those of us 
working in the high 
tech secure industry 
know that the long-
term success of our 

solutions will only be achieved if our 
offerings have similar characteristics to 
the dog; our industry has been working 
to ensure that trust, reliability and safety 
underpin our offerings. So we believe 
that in addition to being the year of the 
dog, this is also the year of the ePass-
port. We’ve gone from simply talking 
about ePassports to actually implement-

ing systems that will radically change 
life for the traveling public.

In turn, these are helping the industry 
move forward at an even faster pace, 
making personal identification signi-
ficantly more secure by implementing 
high level security ICs in the respective
systems. This edition of SECURE reflects
these developments and challenges with
a smorgasbord of information and views 
covering the technological challenges 
of ePassport standards and contactless in 
general, as well as the business issues of 
the payments and healthcare markets. 
For those countries taking tentative 
steps towards the adoption of ePass-
ports, there is much to learn from the 
pioneers in Sweden who highlight in 
our lead story that the new approach 
to international travel is as much about 
convenience as it is about security (see 
page 9). 

The Swedish experience also illustrates
how ePassports can work alongside 
national ID cards, building on the invest-
ment in infrastructure to provide domestic,
as well as international identification.

Moving beyond the challenges associated 
with launching worldwide biometric-
based authentication and integrating
secure contactless technology into pass-
ports that must last up to 10 years, (see
page 20) we examine how contactless
technology is opening up the payments
landscape (see page 28). Will the oppor-
tunity to implement new form factors
radically change the payments market?
And which of the new form factors are 
the most appealing to this market? 
RFID is enabling chip suppliers to 
explore more markets than ever before, 
with major shipments to high profile
retail chains, as well as the pharmaceutical
industry (see page 38). The deployment
figures being forecast by industry experts
is staggering – but these can easily be 
achieved if the values of confidence, 
trust and privacy are maintained.
So, it seems as if ancient wisdom and 
modern technologies may have more in 
common than we initially realize.

Dr. Helmut Gassel
Vice President & General Manager
Chip Card & Security ICs
Infineon Technologies AG
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� ID documents from Bundesdruckerei benefit from an excellent reputation

worldwide. With a maximum daily personalisation capacity of 100,000

documents, Bundesdruckerei operates the world’s largest central production

facility. To date, more than 200 million travel documents have been produced 

�   Y O U  A R E

U N I Q U E .

S O  A R E  O U R

D O C U M E N T S .

www.bundesd rucke re i .de

S E C U R I T Y  J U S T  F O R  Y O U

in Berlin alone – German security and quality at its’ best. And this tradition

is going to continue with the introduction of the electronic passport. 

Bundesdruckerei has one main goal from now on: to make sure that your 

documents remain as unique as you are.   �
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T H E  S I L I C O N  T R U S TT H E  S I L I C O N  T R U S T

WHAT IS  THE

SIL ICON TRUST?

The Silicon Trust Program has, over the 
last few years, become a well-respected 
and established Partnership Program 
within the Security Industry, and has 
certainly achieved its initial goal of 
raising awareness for Silicon-Based 
Security.  
As one of the first such Partner Pro grams
in the market, Infineon has demonstrated
that bringing together a network of 
Security Partners can improve the rela-
tionship with the end customer, by 
offering a complete solution across the 
Value Chain. Building on its past success,
Infineon now believes that the Partner-
ship should be widened to include 
more products and solutions - to pro-
vide the Customer with more choice.
And Infineon means to do this by 
focusing internal resource on continuing 
to build up solid relationships with com-
panies working with Infineon products, 
as well as fostering new relationships 
with companies who are attempting to 
bring about changes for the future of 
the security industry – working together 
to increase marketing and promotional 
offerings in the marketplace.

WHAT ARE THE

BENEFITS OF BE ING

A PARTNER?

Working together with Infineon and 
other companies in the same Market, 
will lead to a better understanding of 
applications and future market trends.

Companies can work together within 
an environment of trust and develop 
integrated solutions for a combined 
customer base. By promoting the 
Program as a whole, individual com-
panies can benefit from the resources 
applied by Infineon.

W H AT  A R E  T H E

P L A N N E D  A C T I V I T I E S ?

Silicon Trust activities are a mix between 
Marketing and Promotional, and the 
more time and resources invested by the 
Partner, the better the result.

Once in the Program, Partners are able 
to participate in as many activities as they 
wish. Here are just some of the activities 
currently being planned for the Silicon 
Trust:

6

I N T R O D U C I N G  T H E  
S I L I C O N  T R U S T

We would like to welcome the following members to the Silicon Trust. For further in for mation
on these companies, please go to their websites.

W E L C O M E
T O  T H E  T R U S T

M E M B E R S  O F  T H E  S I L I C O N  T R U S T

�  Frequent emails updating Partners
on current and future activities

�  Access to a database of
Partner contacts

�  Tour of the Infineon fabrication 
facilities (front and back end)

�  Attending Networking Events
- meet up with the other
Partners at the major trade shows 
(e.g. CeBIT, CARTES)

�  Participation with Infineon
at Exhibitions and Shows
(e.g. CARTES, ID World)

�  Participation in SECURE
- a 52 page magazine filled
with Partner articles

�  Participation in the
Security Solutions Forum
- security conferences
hosted by Infineon

�  Participation in Marketing Update 
sessions provided by Infineon

�  Participation in EU Lobbying
events in Brussels 

�  Product and solution promotion
on www.silicon-trust.com

�  ACG
�  Aladdin
�  Aspects Software
�  Austria Card
�  Baltech
�  beyondLSI
�  Bundesdruckerei
�  Card etc.
�  Charismathics
�  Cherry
�  Cryptomathic
�  Datacard

�  DUALi
�  D-Trust
�  Gemplus
�  Giesecke & 

Devrient
�  Goldkey
�  IdentAlink
�  IEE
�  Ikendi
�  Integrated 

Engineering

�  International 
Association
for Biometrics

�  Keycorp
�  Maurer 

Electronics
�  MMCA
�  Novacard
�  Omnikey
�  Precise 

Biometrics
�  Prism

�  realtime
�  Safe ID
�  SC2

�  SCM
�  Sermepa
�  Setec
�  Siemens ICM
�  Siemens ICN
�  Siemens PSE
�  Smart Card 

Centre
�  Smarticware

�  SyntiQ
�  TeleTrusT
�  Tresor
�  Trueb
�  Trusted

Logic
�  United

Access
�  Utimaco 

Safeware
�  Watchdata
�  Wave Systems

F O R  M O R E  I N F O R M A T I O N  V I S I T  www.silicon-trust.com F O R  M O R E  I N F O R M A T I O N  V I S I T  www.silicon-trust.com

Charismathics provides a full range of hard and software components for identity 
security. We specialize in standardized and tailored solutions that meet the specifica-
tions of our partners and customers. Our smart card independent client software for 
Windows and Linux provides an open platform for integration to enable certificate
handling and seamless integration with identity management solutions.
www.charismathics.com

Cryptomathic is one of the world’s leading providers of security software and services
for the banking/finance, smart card, digital rights management industries as well as
governments. It offers eBanking, PKI, card personalization, ePassport, card issuing, 
and advanced key management solutions.
www.cryptomathic.com

DUALi is a specialized company for contactless smart card readers/writers. It provides
contactless modules, terminals and system solutions such as ePayment, time atten-
dance, etc. It produces USB readers, TCP/IP readers, handheld readers, and
ePassport readers with its own contactless technologies.
www.duali.com

Integrated Engineering is a leading powerhouse in the contactless smart card 
industry and develops high quality contactless smart card solutions. It is a certified 
ISO 9001 company with the flexibility to remain an innovative partner and meet 
the changing needs of clients in the areas of physical and logical security, public
transport, ePayment and border management. www.smart-id.com

SAFE ID Solutions AG aims to be world leader in integrated, high-security person-
alization with its customized, modular and highly secure personalization systems. 
SAFE ID Solutions’ software personalization suite enables customers to control and 
manage secure documents during their production and entire lifecycle.
www.safe-id.de

Trueb is a global card solution provider, marketing its products and services in the 
banking, governmental and loyalty area. Since starting 150 years ago as a security 
document supplier, Trueb has specialized in providing security printing, advanced 
materials, smart card products, management systems and issuing services. 
www.trueb.com

Watchdata Systems stands for future-oriented data security. Since its establishment in
1994, Watchdata has taken the lead in developing and providing security solutions 
for electronic transaction applications and data critical eCommerce activities, based 
on its expertise in data security & encryption technology.
www.watchdata.com.cn
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V I E W P O I N T
e P a s s p o r t

WHAT DO YOU SEE

AS THE MAIN BENEFITS 

OF THE ELECTRONIC 

PASSPORT FOR A

COUNTRY?

The idea of an electronic Passport is some-
thing that Sweden has been looking into
for many years now – even before the 
recommendations from ICAO. We were 
interested in increasing security in the
Border Control process and have been
working with the government to review
the different ways in which we could
do this – including using biometrics. It
was important that the improved docu-
ments would be difficult to misuse for
fraudulent purposes and would reduce
large scale criminal activities such as 
people smuggling or terrorism.
As well as improving security, the ePass-
port enables citizens to travel more freely
in the world, providing them with a 
standardized document that will be re-
cognized in all of the major countries.

WHAT ARE THE

IMPLEMENTATION 

REQUIREMENTS FOR 

YOUR COUNTRY?

(E.G. STATE PRINTER 

OR PRIVATE? PRIVATE 

INDUSTRY IT SYSTEMS 

OR GOVERNMENT?)

The Swedish National Police Board
worked closely with the government 
to define the requirements of the new 
ePassport and put the project out to 
tender. Although the Swedish Passport 
Company, AB Svenska Pass (who pro-
duced the previous passports) won the

tender for the new ePassports, it was 
only because they were capable of ful-
filling the stringent legal demands for 
the highly secure documents. 

The tender for the photostation equip-
ment was won by Snabbfoto AB and the
Police Board itself built the IT system, 
which takes the digital photographs 
and transfers the data electronically in 
a secure format to AB Svenska Pass, for 
them to personalize the document.

DO YOU SEE IT AS

AN ADVANTAGE

BEING ONE OF THE 

FIRST TO IMPLEMENT 

THE ELECTRONIC 

PASSPORT PROJECT,

OR ARE THERE

CERTAIN ISSUES

THIS MAY RAISE?

Sweden is seen as an early adopter of the
new Passport, but in reality we have kept
to our own implementation schedule and
did not really compare our progress to 
that of other countries. The advantage is
that we are closer to our goal of rolling 
out Passports to a significant proportion 
of the population, in order to realize 
the benefit of a more secure process.

WHAT ARE THE KEY 

PROCESS CHANGES YOU 

HAVE NOTICED WHEN 

MOVING FROM THE

PREVIOUS PASSPORT 

TO THE ELECTRONIC 

PASSPORT? (E.G. FRONT 

END – PHOTO REQUIRE-

MENTS; BACK END – PKI) 

In the previous process, the citizen request-
ing a passport would apply in person 
at a Police Station with a form and a 
photograph already taken. The Police 
staff would then have to cut out the 
picture, stick it onto the application 
form, check the background informa-
tion of the applicant, scan the document
and send on to AB Svenska Pass who 
would produce the passport. When
finished, the passport would be sent 
to a Post Office, local store or even
petrol station, where the recipient would
collect it. The process would take around
5 days and cost around 270 SEK, with 
100-150 SEK for the photograph; 
approximately 370-420 SEK in total. 

In the new process very little has changed
for the citizen. They must still apply in 
person to a Police Station, but this time 
the photograph is taken by the Police. 
This is to try and eliminate the fraudu-
lent use of “look alike” photos of other 
people – the staff in the Police station 
can be sure that the person applying 
for the Passport is who they say they 
are. An electronic background check is 
done which takes only a few seconds, 
and if no problems with the check are 
encountered, the data can be digitally 
transferred to AB Svenska Pass. The 
whole process takes pretty much the 
same time as before, but is now more 
secure. Once the Passport has been 
personalized it is then sent to a Police 
Station of the citizen’s choice, and he/
she must pick it up in person. (This part 
of the process was already introduced in 
January 2005, before the arrival of the 
ePassport, to get the citizens used to 
this major change).

T H E  E L E C T R O N I C  PA S S P O R T
TA K E S  O F F  I N  S W E D E N

As Sweden is the first country in Europe to implement the electronic Passport (ePassport), going 
live on October 1st 2005, SECURE magazine wanted to find out how the Swedish authorities 
managed such a project and what were the lessons learned. In an exclusive interview, SECURE 
Magazine spoke to Lars Karlsand - Principle Administrative Officer of the Swedish National 
Police Board, to discover what really happened after the implementation.

A n  I n t e r v i e w  w i t h  L a r s  K a r l s a n d



This is an additional check that is diffe-
rent to the previous process, but once 
again added to improve security. The 
process still only takes around 5 days and
costs 400 SEK, including the photo, 
with costs incurred by the Police for 
providing more staff to hand over the
passports – which is no real change from
the previous costs.

AND WILL THOSE

CHANGES BE EVEN 

MORE NOTICEABLE

IN THE FUTURE

(E.G. INTRODUCTION

OF BIOMETRIC

IDENTIFIERS, PKI)?

In Sweden, we have already anticipated
the addition of biometrics and have in-
cluded the technology in our new systems.
The equipment in the Police Stations 
already contains a functional fingerprint 
plate, so that once the legal issues con-
cerning biometrics have been resolved, 
we will be ready to move (Swedish law 

does not currently permit taking finger-
print data from citizens, but due to the 
move by ICAO and other countries 
towards this format, it will probably just 
be a matter of time before the law is 
amended).
The fingerprint technology planned 
with the current chip technology, will 
handle the enrolment of 2 fingerprints. 
But if more are required, the mem-
ory size of the chip will have to be 
increased in order to store more data.

WHAT HAVE BEEN

THE B IGGEST

CHALLENGES EN-

COUNTERED SO

FAR?

In the new process, the photographers 
have certainly lost out on a sector of 
business, as only pictures taken at the 
Police Station can be used. Although 
this may seem an unfortunate side effect 
of the new process, it was necessary in 
order to secure this weak link.

Perhaps one of the changes that has affec-
ted the citizen the most, is the fact that 
they must go back to a Police Station 
to collect the Passport. As there are cur-
rently around 100 Stations processing 
applications, people living in remote areas
may have to travel further for collection,
where previously they could nominate a 
local Post Office or store. However, we
have done some research into the
numbers, to ensure that we are minimiz-
ing the impact, and these 100 Stations
are currently covering around 85% of the
early applications – a large majority of 
the population. We are certainly look-
ing at increasing the number of Stations 
that can deal with Passport applications, 
but this entails more equipment and 
more trained staff.

In the last couple of weeks before the 
rollout of the new process, there was a 
huge increase in the number of pass-
ports being requested: normally around 
3000/day were issued, but during this 
time around 10000/day were being 
processed. This last minute demand was 
probably due to the fact that the previous
passports were valid for 10 years and the 
new passports only 5 years, and people 
decided that it would be simpler to get 
an old passport lasting longer, than have 
to change it in only a few years. I don’t 
think that this demand for non-electronic
passports was due to the “fear” of the 
new passport – I’m sure it was more to 
do with not having to renew for another
10 years!

Of course in the first few months of 
the new passport, there was certainly a 
lot of pressure on the Police Force, as 
staff had to get used to new technology 
and systems – there’s always a learning 
curve involved, but now things have 
settled down into a routine. 

WHAT HAS BEEN

THE REACTION FROM 

THE PUBLIC CONCERN-

ING THE ELECTRONIC 

PASSPORT IN YOUR 

COUNTRY, ESPECIALLY 

CONCERNING PRIVACY 

(BIOMETRICS AND

DATA HANDLING)? 
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WHO SHOULD HAVE 

ACCESS TO THE INFOR-

MATION GENERATED?

Certain organizations were originally
concerned with the idea of personal
biometric data storage: would the Police
take the citizen data and add it to a 
database, for use without their know-
ledge? This is absolutely not the case 
– Sweden has very clear laws about 
personal integrity. The information 
collected by the Police for issuing a 
Passport is only utilized for that pur-
pose. Even if biometrics are to be added 
at a later date, the biometric data would 
be stored as an image in the chip in the 
Passport and would not be stored on 
a database. In this way, the citizen has 
full control over his/her data, which is 
only referenced when passing through 
Border Control. This is perhaps why the 
Swedish public have been more accept-
ing of the new ePassport, as they know 
they are protected by the law.

WHAT CAN BE

LEARNED FROM THIS 

PROJECT TO HELP 

OTHER GOVERNMENT 

IDENTIFICATION

PROJECTS?

The ePassport project can already be seen
as successful; even within just a few 
months of running. Everything is now in
one step (identity checking, photographs
etc.), which has certainly improved the
security and smooth running of the 
process. Currently the number of Stations
processing applications is relatively small,
but this has ensured that staff are regu-
larly using the equipment and have 
therefore become familiar with the new 
technology. 
In fact, Sweden use the same infrastruc-
ture and procedures for our National 
ID card scheme, due to such a successful
implementation of the ePassport. This 
has lead to significant savings, as the 
equipment and systems are already in 
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About Lars Karlsand
Lars Karlsand has a legal background with a Masters Degree in
Law from the University of Stockholm. In 1998 he joined the
Rikspolisstyrelsen (Swedish National Police Board) and is
currently a Principle Administrative Officer. His work focuses on
the processes involved in Police Stations at a local level, where a
service is provided to Swedish citizens (such as permit appli-
cations). Lars’s remit is to ensure that these processes (whether 
manual or automated) are both efficient and economic for the 
Police, without impacting the convenience and quality of service
provided to the citizens. Sometimes process improvements invlove
more than amendments to IT systems and may lead to changes 
in the law, either at local or government level depending on the 
scale of the issues. 
The introduction of the electronic Passport in Sweden has been 
an additional element in Lars’s work and he has been involved 
in development and implementation issues for the past 2 years. 
So it was only natural that the introduction of the National ID 
card should also fall under his area of expertise. As the NID 
project is only in its infancy (there is still much work to be 
done in promoting the concept to the Swedish public before its
widespread acceptance), this will be an area to concentrate on 
over the next few years. And even though the ePassport will 
become a “normal” process for all concerned, the proposed 
move to include fingerprint biometric data will ensure that Lars
remains involved.  

Lars is pictured next to one of the photo stations now used by the 
Police to capture a digital image of the applicant.

place with trained staff. The National ID 
scheme will of course be bound by the
same strict legislation as the ePassport, 
and citizens know that their personal
data will not be stored on a central data-
base. But perhaps one thing that can be 
learned is the validity of the ID card 
– a longer period is certainly preferred 
by the public.
Although the National ID card has now 
been issued in Sweden, it is interesting 
to see that the take up by the public has 
so far been rather slow. Whereas ePass-
ports are necessary in order to travel 
abroad, the benefits of the ID card are 
perhaps not as clear, and we have real-
ized that we need to focus on educat-
ing the public about the advantages of 
such a scheme.
Sweden has definitely learned a great deal
for internal projects, from implement-
ing the ePassport scheme first and it is 
reassuring to see that we have chosen 
to stick to the same technology for our 
own ID cards.
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Title   First Name Family Name

Job Title

Company Name

Company Address  Town

Zip / Postcode Country

Telephone Fax Email

(Please include Int. Code)

WHAT IS  YOUR AREA
OF ACTIV ITY? 
(Please circle one only)

 1. Cards

 2. Inlays

 3. Readers

 4. Passports

 5. Operating System 

 6. Software 

 7. System Integration

 8. System Provider 

 9. Retailer 

 10.  Consulting

 11.  Data Handling/PKI 

 12. Other ________________________________

WHAT IS  YOUR T ITLE 
(Please circle one only)

 13. Chairman / President / CEO / COO

 14. CIO / CTO / CFO / EVP / SVP

 15. Vice President / General Manager

 16. Director / Manager

 17. Other ________________________________

SM-10/2006

WHAT IS  YOUR FUNCTION 
(Please circle one only)

 18. Administration

 19. Information Technology/MIS

 20. Finance

 21. Marketing/Sales

 22. Purchasing/Operations/Traffic

 23.  EDI/Electronic Commerce/

Mobile Commerce

 24. Design Management

 25. Other ________________________________

APPL ICAT IONS OF 
INTEREST 
(Please circle as applicable)

 26. Mobile Communication

 27. Finance (Payment)

 28. Personal ID

 29. Object ID

 30. Transport

 31. Access

 32. Embedded Security

 33. Entertainment
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(Bundesamt für Sicherheit in der Infor-
mationstechnik – BSI), an independent 
and highly specialized national authority
that controls and monitors the entire 
process and issues internationally rec-
ognized Common Criteria certificates 
in Germany. 
 
The BSI has certified Infineon’s security
controller designed for ePassports – the 
SLE 66CLX641P – to meet EAL5+ 
Common Criteria requirements. The 
company’s operating system also com-
plies with EAL4+ Common Criteria 

INF INEON ’S  ePASSPORT
CH IP  AND OPERAT ING  SYSTEM
PROVEN TO  PROV IDE  H IGHEST  
LEVEL  SECUR ITY

Infineon is one of the few semiconductor providers in the world able to supply a security-certified
system for electronic passports (ePassports) that comprises a security chip and operating system.
All ePassports need an operating system of this kind, to ensure that only authorized reader 
devices can access the holder’s encrypted data stored on the chip.

B y  D o ro t h e e  G o e b e l  a n d  S t e f a n i  E i s e l e , B u s i n e s s  D e v e l o p m e n t  D i r e c t o r s, I n f i n e o n  Te c h n o l o g i e s  AG

For more information on Infineon’s chip card and security controller families and certificates,
visit: www.infineon.com/security.

requirements, which means it meets all 
the specifications of the International 
Civil Aviation Organization’s (ICAO) 
global standard, the EU passport speci-
fications published in February 2005 
by the European Commission, and the 
requirements placed by the USA on 
visa-waiver countries. 

Security level EAL 5+ is the highest 
certification level for microcontrollers. 
Participating institutions have full access 
to the development documentation of 
the products being tested and can verify 
the effectiveness of their security func-
tions in a series of detailed tests based 
on the latest scientific findings. The tests
use the internationally recognized BSI-
PP0002 Protection Profile. This ensures 
that all attack scenarios of practical 
relevance to chip cards are taken into 
account both theoretically and in the 
laboratory tests themselves.
 
“When it comes to chips for card and 
security applications, security is the key 
factor for Infineon from the moment 
development begins,” says Ingo Susemihl,
marketing senior director at Infineon’s 
Chip Card & Security ICs business unit.
“Our aim is to develop state-of-the-art 
chips and burn in protection mecha-
nisms that will guarantee maximum 
security for the data later stored on 
them.”

All semiconductor companies in Europe 
licensed as chip suppliers for ePassports
must obtain EAL 5+ (Evaluation Assur-
ance Level 5 Plus) Common Criteria 
certification, the highest security level for
chips. Certifying security mechanisms 
to comply with this standard involves 
some of the most demanding tests in 
the world.

Infineon’s security controllers were sub-
jected to months of exhaustive assess-
ment and testing by the German 
Federal Office for Information Security 



Over the past few years a number of 
management, technical and working
papers have been authored under the
auspices of ICAO NTWG (New Tech-
nology Working Group) to assist nations 
with the design, implementation and 
management of PKI architectures, chip 
software structures and over security 
and certificate management.
Through international liaison there has
been a huge amount of work carried out
in the formation of protection profiles,
timing comparisons for reading and 
writing, concept of interoperability test-
ing and many more initiatives. It has
been an encouraging time seeing nations
working closely together towards a 
common good. Initiatives like “the Essen
Group” are shining examples of what 
can be achieved when co-operation, 
commitment and resources are pooled 
and utilized effectively.
The EU Article 6 group is yet another 
example of nations working together, 
debating issues and formulating stand-
ards that are practical, workable and not 
excessively expensive.

COOPERATION 

ENSURES SUCCESS

Over a very short period, the group 
has agreed standards within Europe for 
1st generation ePassports (facial image 
in a contactless chip with basic access 
control) and are nearing finalization of 
the standards for 2nd generation ePass-
ports (face and fingerprint with basic 
and extended access control functions). 
These are above and beyond the base 
ICAO requirements and also above 
those of the USA Visa Waiver scheme; 
again the EU is setting the bar for 
international standards for ePassport 
both now and in the future.
All major European companies are 
involved in these initiatives in one way 
or another and so are benefiting from the
first hand knowledge and experience 
they gain through that membership. 
Europe (i.e. the EU) has a very strong 
base of technical and security expertise 
that has been instrumental in driving 
these, and other standards, to fruition. 
I can think of no other geographical
location where there are so many coun-

e PA S S P O R T S  I N  E U R O P E

The international community has now been working on delivering the first ePassports for some 
three years. During that time, standards have been developed in parallel to countries delivering 
a product, causing some consternation and difficulties. However, the industry and governments 
have stood strong, developing ISO 19794 standards for biometrics, ICAO standards for ePassports 
including Passive and Basic Access Control structures.

B y  B i l l  P e r r y, D i r e c t o r, t h e  I n t e r n a t i o n a l  A s s o c i a t i o n  f o r  B i o m e t r i c s  ( i A f B )

The iAfB’s mission is: “To provide
a forum for the European and Inter-
national Biometrics Community” and
“To promote the development and
implementation of Biometric tech-
nologies, standards and applications
through education and awareness
programs and the gathering and dis-
semination of best practices.”

Bill Perry, Director of the International Association for Biometrics (iAfB)
Tel: +44 (0)1604 660125, Email: bill@iafb.org.uk, www.iafb.org.uk

tries in close proximity that have actively
worked together in developing these 
important standards and controls.
The next few years, through 2009, will 
become incredibly competitive with all 
EU nations wanting to comply with 
the EU regulations on 2nd generation 
ePassports. The opportunities for com-
mercial organizations are of a magni-
tude rarely seen in such a co-ordinated 
program across the whole of Europe. 
Indeed, we have already seen a number 
of countries starting to issue ePassports, 
firstly with Passive Access and latterly 
with Basic Access Control; Belgium, 
Australia, New Zealand, United 
Kingdom and Germany to name a few.

And this is only the beginning! 2nd 
generation ePassports and National ID 
cards will generate income streams that 
have only been talked about in the past, 
but certainly not seen in this number. 
Those companies that invest in people 
and resources early will be the ones 
that have the greatest chance of being 
included in the already forming coali-
tions, which will eventually win the 
awarded contracts.

A P P L I C AT I O N  F O C U S
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As governments look to rollout ePassports,
the critical issues remain the same as those
for national ID systems: 

�  Security – covering the
ePassport application, the data and 
how the ePassport is issued,

�  Flexibility in the supply chain 
– being able to choose different
suppliers (often multi-sourced)
to provide surety of supply,

�  A proven solution with the
ability to provide future-proof 
options for the government.

In fact many of the learnings from the 
development and/or implementation of
ID systems are being referenced in ePass-
port projects. Open platform smart card 
solutions such as MULTOS are capable 
of meeting the needs of an ePassport 
system, and offer a number of benefits.

BENEFITS OF

OPEN PLATFORM 

The supply chain is of critical importance
to government procurement. This is
evident particularly in passports where 
the issuing life of products can be as 
long as 10 years. So it is necessary to 
ensure the supply chain is robust; where 
each component in the system is inter-
changeable and can be sourced from 
multiple vendors. An open platform can
provide this kind of flexibility. As an 
example, one of the key business propo-
sitions of MULTOS is the issuer-centric
model that ensures issuer choice right 
across the supply chain. In fact all 
MULTOS products are type approved 
to ensure interoperability.

Another critical aspect around the 
ePassport is the ability to easily upgrade 
the application. 

IS  THERE A NEED FOR 

MULT I -APPL ICAT ION? 

It is reasonable to assume that an ePass-
port only has a single function and 
therefore does not require a multi-appli-
cation platform to achieve the desired 
functionality. This is an open topic that 
each issuing country can decide, but 
may have a bearing on the ability for 
future capabilities that are as yet unfore-
seen. Work on eVisas continues and the 
standards in this area are not yet complete.
A multi-application environment, espe-
cially one with high security assurances, 
may be the most cost-effective solution. 

MAKE IT  SECURE 

A trusted identity document (such as an 
ePassport) relies on security in order to 
offer a certain level of trust. This trust 
needs to cover all aspects of the ePass-
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port lifecycle, from collecting citizen 
data, determining identity integrity, 
creating the ePassport to the use of the 
document in borders around the world. 
MULTOS has been designed with secu-
rity in mind and is ideally suited to not 
only secure financial programs (such as 
EMV) but also to secure identity docu-
ments. The operating system, application
and data firewalls and the life-cycle 
management of MULTOS products have
3rd party security evaluations to the
highest level achievable. This means there
are less opportunities for counterfeiting 
and fraud on a MULTOS ePassport, at 
all stages of the lifecycle.

ISSUING OPT IONS –  

CENTRAL OR

DISTRIBUTED 

Each country has its own preferred method
of issuing passports. The technology 
for ePassports may open up a number 
of opportunities to enhance the issuing
options and increase the security of 
un-issued ePassports. With the secure 
issuance model of MULTOS it is now 
possible to have either centrally issued 
ePassports, or to use a distributed process
where ePassports can be issued instantly. 
This relies on the end-to-end security 
of a MULTOS solution. 

Using Figure 1 as a guide, it can be seen 
how the digital part of the ePassport is 
secured throughout the lifecycle: chip 
manufacture, shipping, ePassport assem-
bly, personalization (where the chip is
loaded with data) and distribution. Using
the MULTOS feature of preparing a 
load unit off-line (pre-loaded with per-
sonalized data) means that distributed 
issuing centers are now able to issue an 
ePassport without relying on expensive 
on-site security equipment.

PERFORMANCE 

The previously discussed features of a 
platform that provides the benefits of 
an open, secure, multi-application, and 

distributed issuance could imply a com-
promise when it comes to performance. 

This is not the case with the Keycorp 
MULTOS product. Interoperability and 
in-house testing has shown that reading 
a MULTOS ePassport, even with large 
data files, can be under 2 seconds. This 
kind of performance was thought only 
achievable by native platforms.
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A N  O P E N  P L AT F O R M
F O R  e PA S S P O R T S
–  Y O U  C A N  W I T H  M U LT O S

Using a secure open platform operating system for smart cards is proving to offer the functionality
and performance critical for ePassports, without compromising flexibility and security.  This article
focuses on the importance of the issuing platform in the ePassport supply chain.

B y  G ra e m e  B ra d f o r d , P r o d u c t  M a r k e t i n g  M a n ag e r  a n d  A n d r e a  Vu l e t i c , C h a n n e l  M a n ag e r  I D  M a r k e t , K e y c o r p  L t d .

Implementation Spotlight – Hong Kong e-PASS

Keycorp’s MULTOS platform has been selected for the Hong Kong government

ePassport project, e-PASS.  The solution will be based around Keycorp’s recently

released 64K contactless MULTOS platform using the Infineon SLE 66CLX641P

chip (in MCC8 module).  Keycorp worked closely with Infineon to ensure the

security, flexibility and benefits of MULTOS were maintained, but with the

performance that has come to be expected only from native platforms.  The

complete system from the installation, commissioning and maintenance will be

managed by the prime contractor, Unihub.  The Hong Kong government expects to

start issuing in 2006, and will be able to utilize the same key management func-

tions (through their own MULTOS Key Management Authority) that are already 

being used for the successful Hong Kong identity card program – SMARTICS.  

Graeme Bradford, Product Marketing Manager, Keycorp Ltd.
Tel: +61 2 9414 5303, Email: gbradford@keycorp.net, www.keycorp.net

This article has attempted to highlight 
some of the key points when choosing 
an ePassport product, with a particular 
focus on what the underlying operat-
ing platform can provide. Although it 
initially seemed that native operating 
systems would be the only choice for 
ePassport production, technology has 
moved on, and MULTOS has become a 
real alternative. 



INTRODUCTION

2005 has clearly been a year that the 
industry spent on discussions around many
important issues that, once resolved, will 
certainly enable a proper and secure
rollout of new machine readable and/or 
chip based travel documents. Availability 
of a multi-source chip supply, data 
retention and liability, chip/reader inter-
operability, additional protection of stored
chip data against eavesdropping attacks, 
captured image quality and matching 
possibilities, data leakage, basic access 
control and extended active authentica-
tion; were just some of the topics being 
discussed within the industry. Despite 
all these issues, over 40 countries have 
indicated to ICAO their intent to 
implement electronic travel documents 
in 2006.
The US have set a deadline to the Visa 
Waiver Program countries by October 
2006, the EU has opted for August 

2006 as the deadline for 
its member states, and 
a number of Asian and 
Middle East countries 
are strongly committed, 
even without stipulated 
deadlines. 

“The issuance of MRTDs 
and ePassports is not just 
about producing secure ma-
chine readable booklets. It
requires an integrated work-
flow process”
(D. Philip. ICAO MRTD 
Symposium 2005) 

SECURE 

PERSONALIZAT ION

OF ePASSPORTS 

With the approach of the implementa-
tion phase in the aforementioned regions,
responsible decision makers need to take
a holistic approach when considering 
integrated, secure workflow and issuance
processes. In many cases the reality still 
looks different:
�  Applicants are enrolled on the

basis of inadequately controlled 
breeder documents,

�  Personalization and production
units operate unmonitored
on a stand-alone basis,

�  Access control/verification
process is disconnected from
the issuing environment.

“…there are now increasing demands 
on the passport, which cannot be met by 
print – not even security print – in isola-

tion” (M. Cuthbertson. Keesing’s Journal 
of Documents. Issue 6, 2004)

The secure production and administra-
tion of state of the art travel documents 
therefore requires, as well as the latest 
production hardware, a well defined, 
highly secure production and personali-
zation process along with proper key 
management and life cycle management 
capabilities.

The production of electronic passports 
is significantly different to standard pass-
port manufacturing as two mechanisms 
are of critical importance: 
�  The electronic component received 

from a semiconductor manufacturer,
must have a unique identification 
number; the same applies to the pass-
port booklet from the security printer.
Additionally, once the ePassport manu-
facturing is completed, the chip iden-
tification number and the passport
identification number must be linked
together as one entity, thereby uniquely
identifying the booklet for the entire 
life cycle of the document.

�  The chip must be protected against
read and/or write access by unauthor-
ized parties trying to tamper with the
device in any stage of the production
or personalization process.

Passport forgery and fraud mainly rely 
on the fact of limited control over the 
issued document and the exploitation 
of known weaknesses. A state of the art 
system to control the production and 
issuance process automatically tightens 
the security around the passport. 
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PERSONALIZAT ION 

MANAGEMENT SYSTEM

A high security server-based personali-
zation management system is the core of
a personalization solution. It houses the 
production database, receives batches of
passport personalization jobs from the
government and distributes those batches
to all the personalization systems available
for production, be it in a single person-
alization facility or in various remote 
locations. For the communication to a 
government site and the personalization
equipment, the system needs to use 
encrypted links protecting personal data 
against eavesdropping. The hardware and
software of the system is authenticated 
after each start-up, including mandatory
operator log-in. All personalization systems
connected to the system must authen-
ticate themselves before receiving person-
alization data from the server to ascertain
that only proper machines are used in a 
defined environment.
In the case of an electronic passport, 
the personalization management system 
will receive the access keys from the key
management system and will pass it on 
to the equipment for personalization of 
the chip.
Overall, the personalization management
system oversees:
�  Tracking the personalization

of all passports,
�  Allocating of personalization jobs 

to the equipment and controlling of 
production status of each document,

�  Monitoring status/performance
of all equipment and reallocating 
jobs to other machines in case
of a machine breakdown.

All information about personalization
jobs received and finalized will be stored
in the proper database. The software allows
the supervisor to run daily, weekly or
monthly production reports by machine, 
operator, passport number or production
status, thus effectively monitoring the 
production environment and proposing 
corrective measures.
Security concerns are well addressed by
the personalization management solution,

taking care of a number of security 
related functions such as: 
�  Machine start-up, logging

and software sanity checks, 
�  User log-in via PIN,

smart card and PIN or biometrics,
�  Communication with the 

Personalization Management
System via encrypted lines, 

�  Key handling and personalization
of the RFID-Chip using
customer specific encryption
formats and protocols,

�  Retrieving passport personalization 
data, logging and feedback of all 
production data of each individual 
passport to the Personalization 
Management System.

L IFE CYCLE 

MANAGEMENT SYSTEM

Having knowledge about the status and 
whereabouts of issued travel documents 
is vital for the overall passport security.
Therefore, each passport must be tracked
from the very beginning when ordering
passports from a security printer right 
up to the final handover to the citizen. 
The Life Cycle Management must be 
informed about the amount of ordered 
passports, their individual passport num-
bers, the amount and the number of
wasted passports during the production 
process and the shipments of the blank 
passports to the personalization sites. 

In the case of an electronic passport, in 
addition to the above mentioned booklet
numbers, the identification number of the
electronic component must be tracked in
exactly the same way. However, person-
alization of the chip component requires
additional security measures in software,
which are to be implemented at the 
component level, as well as in the  per-
sonalization system for given cases, e.g.:
�  Chip locking after production 

against unauthorized access
during transport,

�  Chip unlocking during personal-
ization to allow the equipment
to write data to the device,
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S E C U R I N G  T H E  P R O C E S S  
O F  E L E C T R O N I C  T R AV E L  
D O C U M E N T  P E R S O N A L I Z AT I O N

While it is agreed that 2005 was a year of “uncertainty” and “discussion” with respect to the
implementation of a new, security enhanced generation of travel documents all around the world, 
2006 looks much more like a year of “implementation” and “progress”. The closer governments 
and projects get to the actual phase of implementation however, the more it seems that issues
around personalization processes, system integrity and secure workflow management become 
apparent and first need to be proven by the industry in real “live” scenarios.

B y  M a r t i n  B e y e r l e i n , H e a d  o f  M a r k e t i n g , S a f e  I D  S o l u t i o n s  AG

Martin Beyerlein, Head of Marketing, Safe ID Solutions AG
Tel: +49 (0)89 45 22 25 88, Email: mb@safe-id.de, www.safe-id.de 

�  Updating information in the
chip after issuance by the
government using dedicated
equipment and software.

KEY MANAGEMENT 

SYSTEM

The issuance of electronic passports
requires the deployment of a key mana-
gement system. Key management is 
required for two reasons.
First of all, the government must elec-
tronically sign the data, which is available
for passport inspection at any border con-
trol system worldwide. Such signatures
must be created using a Public Key Infra-
structure (PKI), operated or endorsed by
the government itself.
Secondly it is necessary to track and 
secure the life cycle of the ePassport
from production to the end of its life.
During the various stages of its existence,
data must be written to the electronic 
component by different parties. Access 
rights to the chip are secured by various
keys that must be generated by a key 
management system. 
It will generate a hierarchy of keys for 
all passports that are produced. Ongoing 
issues include, for example, the gene-
ration, implementation and protection 
of a key pair for active authentication 
mechanisms.

CONCLUSION

The above process analysis clearly 
implies that the entire passport industry 
has to refocus (and partly already does) 
its mindset on process security and 
system integrity issues. As well as the 
traditional physical security elements 
in the travel document itself, secure 
enrolment, personalization and issuance 
processes are just as important. A non-
biased software managed solution is a 
critical component of overall security. 
If this change in mindset is not realized 
and implementation measures estab-
lished accordingly in the short term, the 
existing problems related to travel doc-
uments (that were meant to be solved), 
will continue on a global scale.



A TECHNOLOGY 

CROSSROAD

From a technology perspective, the 
ePassport application approach is not 

much different from other secure smart 
card applications, e.g. for payment cards
or national ID cards. However, a new 
challenge emerges at the junction of two 
technological worlds; the one for the

printed security features in the passport 
booklet, and the one of an operating 
system based on the microchip, where 
mature actors and equipment need to be 
integrated and function with new ones. 
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Needless to say, this imposes several
challenges, especially as these multiple 
new technologies are being introduced 
in a highly volatile environment where 
strict implementation guidelines are yet 
to be established. Some of these chal-
lenges include:

�  Launching the first ever worldwide 
deployment of biometrics-based 
authentication,

�  Integrating contactless chips in pass-
port booklets that are expected to 
last up to 10 years,

�  Employing new airport IT systems 
while allowing those to remain 
compatible with legacy procedures 
and technologies.

Furthermore, all of the above need to
be addressed in a fashion that in no way
compromises the ePassport’s security,
durability and functionality. A difficult
task to say the least, which is why efforts
are being made to capitalize on experi-
ence gained from other international 
smart card initiatives.

PAYMENT LESSONS 

LEARNT

EMV (Europay MasterCard Visa) repre-
sentatives, who take part in the various 
ICAO or ISO (International Standards 
Organization) work groups, have already
raised the concerns of merging new and 
mature technologies. In the EMV case, 
cards and readers were already in tech-
nical harmony, and the technologies
implemented were standardized and 
widely accepted among both vendors 
and users. Nevertheless, the evolution 
of EMV has still taken over a decade to 
mature. Thus, if using EMV as a frame 
of reference, it is fair to assume that an
ePassport program, involving hundreds
of countries and vendors, should require
thorough interoperability testing before
reaching the implementation phase. This

also includes the form factor, which 
unlike for the payment industry, imposes
radical changes in the manufacturing 
processes. While for payment cards the 
form-factor remains the same, and can 
also be replaced relatively easily and 
inexpensively, the passport booklets 
need to be durable enough to carry a 
contactless antenna for 5-10 years. This 
has resulted in a variety of different 
ePassport form factors. 

ALTERNATIVE

FORM-FACTORS

As the ePassport market landscape is 
gradually settling, it becomes possible 
to identify three different form-factors.
The first form-factor, limited to a few 
countries in East Asia, consists of an 
inlay that is glued between two passport 
pages. This solution is referred to as 
‘middle page’. All other countries will
choose between a ‘data page’ solution
and a ‘cover page’ solution. The cover 
page solution is also an inlay, which 
is positioned inside the cover of the 
passport booklet. The data page on the
other hand, embeds the electronic chip 
and antenna within a highly secure poly-
carbonate data page that is also capa-
ble of visually presenting the passport-
holder’s information. This latter ‘data 
page’ option, based on laser engraving
into security-feature-rich polycarbonate
layers, provides strong security even 
when only visual passport checks can be
performed, thus offering a strong return 
on investment. This laser engraving data 
page technology is used by some of the 
early adopters of ePassport technology 
in Scandinavia.

SCANDINAVIA

LEADING THE WAY

Issuing of biometric passports is under 
way around the world and particularly 
in Europe during the next 12 months. 
The Scandinavian countries are so far

leading the way when it comes to rolling
out ICAO compliant passport solutions. 
Biometric passports were deployed in 
Sweden and Norway from the beginning
of October 2005, making them among 
the first VWP nations to comply with
the ICAO specifications. The solutions
delivered to Norway and Sweden by
Setec (a Gemplus company), involves
polycarbonate plastic data page and a 
microchip embedded inside the page. 
The microchip stores the passport-
holder’s personal data and facial image 
in digital form.
Setec will supply Norway with around 
600,000 microchip-enabled ePassports 
during a three-year contract term. 
Sweden will receive almost a million
passports a year over the next five years. 
The passports delivered to both Norway 
and Sweden, are personalized locally
in each respective country by Setec 
subsidiaries.

ELECTRONIC 

PASSPORTS –

THE WAY FORWARD

In spite of the many challenges ahead, 
biometric-based ePassport technology
is without doubt a move in the right 
direction. We are also starting to see
some significant progress as a result of
the strong standardization efforts foster-
ed by the ICAO. This improved stand-
ardization has resulted in products that
are interoperable and reliable enough to
integrate with demanding applications.
Moreover, passports are continuously
improving over time, offering digital
imaging, enhanced security features,
Machine-Readable Zone (for quicker
verification) and now a contactless chip.
To further support the evolution of
ePassports, suppliers of electronic inlays
and electric personalization are now
delivering quality assured components
and solutions that can easily be integrated
into the existing passport scheme, thus 
allowing governments to control and 
limit risks.

M E E T I N G  T H E  I C A O  C H A L L E N G E  

Thanks to extensive work from the ICAO (International Civil Aviation Organization) to develop 
standard frameworks and interoperability tests on a global scale, electronic passports are slowly
but surely becoming a reality. However, in spite of ICAO’s efforts, there are still some road bumps 
ahead caused by the complexity that a program of this magnitude inflicts. As a result, the U.S. 
House of Representatives recently voted for a yearlong extension (October 2006) for countries 
to introduce biometric passports for their citizens. This is the second time that the deadline has
been pushed forward due to implementation issues among the VWP (Visa Waver Program)
countries. These delays should in no way be interpreted as failures, but merely reflects how
extremely complex it is to implement advanced technology in a traditional environment, and on 
such a large scale. So knowing this, what challenges can we expect before reaching the October
2006 deadline, and what lessons can we draw from previous international smart card initiatives?

B y  C a r l  N o r e l l , M a r k e t i n g  C o m m u n i c a t i o n s  M a n a g e r  I D  &  S e c u r i t y, G e m p l u s
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GRADUAL

INTRODUCTION OF

BIOMETRIC FEATURES

In the Federal Republic of Germany (as
in all its European neighboring countries),
the introduction of the new electronic
passports takes place gradually. Citizens
applying for a new passport in Germany
since November 2005 have hardly noticed
the change. This is because the RF
(radio frequency) chip concealed in the
front cover of the passport booklet, will

initially only store data that has always 
been part of a valid passport; i.e. passport
number, nationality, name, sex, date of
birth and the holder’s photograph. But 
the fact that personal data, including
a digitized facial image, can be electroni-
cally stored and integrated into the
holder’s own passport marks the real
progress made from conventional travel
documents. Of lesser impact are the
revised specifications for valid passport 
photographs – which, in line with the 
ICAO recommendation are no longer 

accepted in portrait style (looking over 
one shoulder) but must now show the 
bearer in frontal pose (full-face) – and 
the new ICAO symbol which will 
identify all future European ePassports 
as documents containing a chip storing 
biometric data.

What has been discussed as a “biometric
security feature” (additional storage of 
the digital image data of a fingerprint 
from the passport holder’s left and right 
hand) during the past two years in all 
European states and in numerous politi-
cal and public debates, will then only be
added as a second step. This makes the 
‘simple’ ePassport in phase I an electronic
travel document where fingerprints can 
be used in addition to facial images to 
check an individual’s identity.

SECURE INTERACTION 

BETWEEN OLD AND NEW

German identity documents (i.e. pass-
ports, ID cards and visa stickers) are 
already among the most secure in the 
world. Tried-and-tested security features,
such as multi-color line patterns, water 
marks and special color shades have been
constantly improved over time.  Further-
more, high-tech features, such as opti-
cally variable and automatically detect-
able elements, ensure reliable protection 
against potential document forgery. But 
the introduction of the ePassport will 
take the security of travel documents to 
a new level. The combination of con-
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ventional and biometric data finally 
closes what has always been considered 
a critical security gap: the unambiguous 
assignment of a document to its holder.

NO UNAUTHORIZED 

READING OF

CHIP DATA 

The biometric data is digitally signed by 
the Bundesdruckerei; where the respec-
tive signature has been created using
elliptical curve algorithms.
This so-called ‘digital signature’ is proof 
of the authorized storage and integrity 
of all the applicant’s personal data. It is 
then no longer possible to store addi-
tional data or to delete or modify the 
data in the RF chip.

If the data stored is to be read during a
checking procedure – for example, when
crossing a border – the chip and the 
terminal unit cannot communicate with
each other until the integrated security 
mechanisms are completed, which were 
defined in the basic access control proce-
dure and for which binding specifications
exist for all biometric EU passports. 

Effective access protection safeguards 
against any unnoticed reading of bio-
metrics. During the first phase, i.e.
with the integration of the digital facial
image into the passport, access to the
image data in the chip is only possible
after the prior optical reading of the
Machine Readable Zone (basic access
control). During the second phase, i.e.
following integration of the fingerprints,
an additional cryptographic protocol will
be used to access this data (extended
access control). Access is then only 
possible by reading systems explicitly
authorized by Germany for this purpose.
Unauthorized tapping of biometrics 
during communication between the chip
and reader system is prevented by en-
cryption. For this purpose, a secure
transmission channel is established when
the connection between the reader
system and chip is initiated.

All the communication steps undergo
encryption and cannot be started until
the optically readable data of the ePass-
port has been made available to the
reader. This means that the data 
exchange process starts when the docu-
ment holder gives the document to the 
border control officer, who then places 
the opened ePassport on the terminal 
unit. The serial number of the integrated
RF chip changes automatically during
every new reading process, so that track-
ing and tracing of data is prevented. 
Furthermore, an electronic certificate of
the issuing country will be necessary for
future reading of fingerprint images, 
which can only be verified by so-called 
‘extended access control’.

DATA PROTECTION 

ISSUES

When implementing the new ePassport
project, data protection concerns were 
just as important as the issues surround-
ing production and introduction of the 
new travel documents. German data pro-
tection requirements are considered to 
be the most restrictive in the world, and 
three key aspects had to be considered 
on the European level when introduc-
ing the ePassport:

�  Any data necessary for the pro-
duction of an ePassport, including 
the fingerprint images from 2007 
onwards, may only be gathered 
directly during the application pro-
cess. The fingerprint data is stored 
exclusively on the chip in the pass-
port. The establishment of a central 
database is not planned as central 
storage is explicitly forbidden by the 
German passport act,

�  Electronic and/or biometric data 
must be protected by the basic and 
extended access control systems 
against any unnoticed reading,

�  By encryption of the communication
process and by establishing a secure 
transmission channel, data communi-
cation between the RF chip and 
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I M P L E M E N T I N G  T H E
G E R M A N  e PA S S P O R T

The decision that all European states must integrate an electronic security chip into their national
travel documents is, to a large extent, based on the desire to overcome the fairly significant differences
between the security standards in the individual countries and to achieve uniform, high level 
security within a short period of time. Accordingly, the former German Federal Minister of the 
Interior, Otto Schily, described the introduction of the ePassport in Germany: “Existing, high 
standards must be used as a basis, and document security must be enhanced throughout Europe. 
... No terrorist may be allowed to enter a country using forged documents or documents which 
do not belong to him or her.”
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the reader system must be protected 
against unauthorized wiretapping.

The German Federal Ministry of the 
Interior (BMI), the Federal Office for 
Information Security (BSI) and the 
German Federal Police Office (BKA) 
ensure the ePassport is compliant with 
these and many other data protection 
directives and guidelines.

EQUIPMENT

FOR PUBL IC

AUTHORIT IES

As of 2007, every passport office in 
Germany must be capable of filing 
electronic applications for the ePass-
port. More than 60% of all cities and 
municipalities throughout Germany are 
already using a system-based application 
process and by 2007, Bundesdruckerei 
will supply the passport offices (via the 
process developers) with a software tool 
enabling officers to check the quality 
of passport photographs. Furthermore, 
Bundesdruckerei will also provide the 
passport offices with fingerprint scan-
ners and passport terminals which pass-
port holders can use in order to have 
the contents of the chip displayed.

A STEP-BY-STEP

PROCESS

As with the previous travel documents,
the new ePassports are also valid for 10
years. Citizens applying for an ePassport
with their personal and facial image data
stored in the RF chip from November 
2005 onwards, will keep this passport
for 10 years. Citizens applying for a new
passport in 2007 will also have their
fingerprint data stored and will be able to
use their ePassports with the additional
biometric security feature until 2017. 
In this way, both citizens and passport
offices will be able to comply with the 
international requirements of ICAO 
and European laws step-by-step. 

This article first appeared in full version in Keesing Journal of Documents & Identity, issue 14, 2005



In order to implement and deploy any 
such secure network application based 
on Java Card™ technology, several com-
ponents must be addressed. The first is 
the design of the internal smart card 
application, typically referred to as an 
applet. This step includes specifications
of the data contained in the card and 
application functions performed by the 
applet. Second is the design and imple-
mentation of the appropriate middle-

ware, a software layer specific to the 
particular smart card application, which 
is used to invoke the applet’s functions 
and handle the data stored in the applet. 
Last is the design and implementation
of the Card Management System, a 
comprehensive system that performs 
critical smart card and applet manage-
ment functions, including loading of 
applets into the card, personalization of 
data, creation/loading of cryptographic 

credentials, capture and verification of 
biometrics data, etc.

APPLETS FOR

THE ePASSPORT

In the case of the ePassport application,
the most important components have
already been standardized by the Inter-
national Civil Aviation Organization 
(ICAO). One of these specifications is 
the Logical Data Structure (LDS) to be 
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stored in the ePassport chip. The LDS 
has been structured into three groups: 
�  Mandatory data, created by the issuing

state or organization, 
�  Optional data, created by the same 

state or organization, 
�  Optional data, created by the receiv-

ing (visiting) state. 
The first group contains mandatory 
identification data for the passport 
and its holder, while the second group 
contains additional (optional) personal 
biometric identification data. The third 
group contains electronic visas and 
travel records. The first two groups are 
relatively static, created when the ePass-
port is issued, while the third group is 
dynamic, created by consular authorities
(issuance of visas) and border officers
(verification of visas and recording
of travel data). Since the first two
groups are created by the same issuer, it
is convenient to structure this data as
a single applet, which we refer to as
ICAO PID (Passenger Identification)
applet. The third group contains variable
data, handled by the visited (receiving) 
states, thus it is convenient to organize 
this group as a separate applet, which 
we refer to as ICAO eVisa applet. 

In addition to storing data, both applets 
provide two important groups of func-
tions: 
�  Functions to manipulate data stored 

internally in the applets, 
�  Cryptographic functions used to 

protect and verify the authenticity 
and integrity of the data and pass-
port holders. 

The functions for data manipulations are 
generic, such as getData, putData,
setPIN, etc. The cryptographic func-
tions support secret key cryptography
for authentication of the smart cards and
public-key cryptography for authenti-
cation of the passport holders. Both 
groups of functions and the access
control rules to access and use the smart 
card applets may be implemented in 
accordance with a recent standard from 
the U.S. National Institute of Standard 

and Technology (NIST) referred to as 
FIPS 201, discussed below. 
 
APPLETS FOR 

PERSONAL IDENTITY 

VERIF ICAT ION

Another important smart card application
is the verification of personal identities, 
which is increasingly utilized for physical
and logical access control purposes,
i.e., access to physical and IT network 
resources, respectively. This smart card 
application has been recently standard-
ized by NIST with the FIPS 201 stand-
ard, also referred to as Personal Identity 
Verification (PIV). It can be imple-
mented using a single applet, called PIV 
applet. It is important to note that some 
identification data objects are common 
and shared between the ICAO LDS and 
FIPS 201 standards. These shared data 
objects are the following three LDS 
data groups: 
�  DG1: MRZ (Machine Readable 

Zone) identification group, 
�  DG2: Encoded face, 
� DG3: encoded fingerprints. 
Consequently, if both the PIV and 
ICAO applets are stored in the card, 
these data objects can be shared using 
shared object pointers, similar to the 
PKCS#15 standard. Alternatively, if the 
PIV applet is stored in the card, ICAO 
PID applet may not be needed.

APPLETS FOR

LOGICAL ACCESS

Finally, user workstation and network 
application security, usually referred 
to as logical access control, represents 
a very popular smart card application.
This smart card application has also been
implemented in the form of an applet,
which we refer to as SET applet. This
applet is not based on any particular
standard, but it contains data and
functions needed for various security
functions in a general IT environment.
It contains the full certificate chain to
the top (root) Certificate Authority of
the deployed PKI, user name and pass-
word for local (Microsoft® Windows®)

S M A R T  C A R D  A P P L E T S  F O R  
e PA S S P O R T  A N D  S E C U R E  
N E T W O R K  A P P L I C AT I O N S

Java-based microprocessor (or “chip”) smart cards represent an excellent technology for the 
development of personal tokens to support the deployment of a variety of secure network
applications. Currently the most widely deployed applications include personal identification
(national ID cards), secure email and browsing, electronic payments, and storage of personal 
medical data. An increasingly important application is the digital passport, also referred to as 
the ePassport. In this case, the Java chip – embedded in the page of a standard passport – is
loaded with a passenger’s personal and travel data, to enable the identification of passengers and 
the recording of their travel data (visas and border crossings).

B y  O m i d  A v a l , C E O, S m a r t i c w a r e  A B

Omid Aval, CEO, Smarticware AB
Email: contact@smarticware.com, www.smarticware.com 

A P P L I C AT I O N  F O C U S
e P a s s p o r t

A P P L I C AT I O N  F O C U S
e P a s s p o r t

authentication, as well as domain name
for network authentication. With such
cryptographic credentials, the SET
applet supports secure Email and secure 
browsing (SSL), and it may be custom-
ized to support other types of network 
security applications.    

CONCLUSION

In summary, when contemplating a 
comprehensive deployment, a Java-
based smart card solution must provide
and support four complementary 
applets: PIV (identification) applet, 
SET (security) applet, ICAO PID 
(identification) applet and ICAO eVisa
(travel) SET applet. In addition to 
the applets, two components are also
necessary for the full deployment of 
smart card systems: the Card Mana-
gement System (CMS) and the Public-
Key Infrastructure (PKI) Certificate 
Authority (CA) servers. The CMS is 
used to issue, personalize, and maintain 
smart cards and ePassports. The PKI 
CA servers create, issue, distribute and 
verify certificates, stored in the smart 
card chip. Certification protocols are 
based on extensions of standard browsers,
using Crypto Service Providers (CSP) 
specifically designed to work with smart 
card chips. In order to be deployed as 
ICAO’s PKI, national PKIs, enterprise 
PKIs or PKIs of various certificate
services providers, the PKI CA servers
must support alternative certificate
profiles and certificate policies. 

To conclude, the large-scale deploy-
ment of existing and emerging smart 
card applications (e.g., personal identi-
fication, electronic payments, ePassport) 
requires a comprehensive system that 
combines multiple diverse components 
in order to provide the full, scaled and 
complete solution. It includes multiple 
components and technologies, integrat-
ed into a large-scale, worldwide secu-
rity infrastructure for the use of ePass-
ports and other secure network applica-
tions based on smart cards.



If there is little risk that this forecast 
proves to be wrong in the end, the 
competitive landscape between pro-
prietary Operating Systems and Java 
Card™ platforms is, on the other hand, 
still pretty much open. Native systems 
have made a head start winning all 
recent tenders, while Java™ was not 
yet considered up to the job. But the 
main chapter of the ePassport story still 
remains to be written.   

This article contends that, as the market 
potential unfolds, the lion’s share of the 
market to come will naturally fall into 
the Java camp.

NATIVE AND JAVA

NOW ON AN EQUAL 

FOOTING

The argument most frequently put for-
ward against Java in the ePassport seg-

ment is speed. This was still true less 
than a year ago, when the ICAO inter-
operability tests showed performance 
figures of three to five times slower 
for Java. However, now the picture has 
changed.

Despite the fact that the early Java 
believers barely continued to enhance 
their Java Card engines for that specific
market and instead concentrated on 
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their native proposal, it has now been 
proven that Java and contactless do meet 
the mark, and that it was just a matter of 
investment. Some of the improvement
paths call for a tailored native API (Appli-
cation Programming Interface) to access 
cryptographic services more quickly or 
even specific ICAO APIs. Regardless of 
the way to meet the mark, the benefits
of Java are still there, and the resulting
platforms continue to qualify for the
Java Card standard.

Next argument: memory footprint.
Long the bastion of the native approach,
the argument that native can make do
with a smaller chipset than Java is
gradually fading, since the ePassport
market now mandates 64KBytes of 
EEPROM memory as a basis and this
automatically brings a significant amount
of ROM with it. Having plenty of 
ROM, typically over 200Kbytes, implies 
in turn, that a Java Card OS can com-
fortably fit in the space available and 
still have room left for several resident 
applications.

As a result of this trend, the vendor 
community is now proposing native as 
well as Java operating system cores to 
the ePassport market, both performing a
BAC (Basic Access Control) transaction 
in less than 4 seconds (3 seconds is the 
official ICAO target), with a picture 
weighing around 20Kbytes (i.e. Tsukuba 
data set).  

WHY GO JAVA

THEN?

Overcoming the two technical challenges
discussed above was the trigger to bring 
Java back into the race. As the market 
perception evolves, these technical fea-
tures will take a back seat and other 
more fundamental and differentiating 
factors will come into play. When that 
day comes, Java will undoubtedly get the
upper hand over native, for the reasons 
that are summarized below:

�  Security
Formerly an argument put forward by
the native camp, security has now turned
into a comparative advantage for Java, 
thanks to the security modularity in-
trinsic to Java Card. For instance, it is 
possible to upgrade the ICAO applica-
tion to EAC (Extended Access Control) 
and only perform a delta certification 
at the applicative level; the underlying 
Java Card platform remaining certified, 
which means definite cost savings and 
better time-to-market. Typically a delta 
certification cycle takes about three 
months, while a full-blown one would 
take much longer.

�  Longevity
Recent company acquisitions in the 
smart card business attest that this
market is reshaping, making the future 
uncertain for buyers of ePassport solu-
tions. In practice, there is no assurance 
that companies currently offering pro-
prietary operating systems will still be 
around to maintain their products in 
the next ten years. Relying on Java for 
an ePassport program offers the guaran-
ties of a conjointly specified standard, 
that will remain fully maintainable even 
if a prime bidder later disappears.

�  Infrastructure
This argument goes hand in hand with 
the interoperable character of Java and 
GlobalPlatform. The back-end systems 
put in place for ePassport management 
can also be designed in a standard way 
and used for a variety of governmental
programs (notably domestic), hence 
streamlining costs for the required infra-
structure. In the same vein, an applica-
tion, i.e. ICAO LDS or any other
governmental application, can be loaded
at the same time on ePassport and Natio-
nal ID Java Card platforms showing 
platform interoperability.  

�  Customizability
Using an already certified open platform, 
different flavors of the ICAO appli-
cation can now be added to the core

and certified by composition in a short 
time. Again, this means maximizing
reuse and leveraging investments. Not 
to mention the multi-application capa-
bility that will be used by all govern-
ments wishing to add specific country 
or regional services alongside the ePass-
port function.

THE FUTURE OF 

ePASSPORT 

When attempting to forecast ePassport
requirements in the years to come, there
are two schools of thoughts: 

�  The first one advocates a country-
specific ePassport, with little need 
for evolution. Although it would be 
ICAO compliant, a great portion of 
the embedded code is designed spe-
cifically for the country in question.

�  The second sees the ePassport as a 
hub for services, in addition to being a
document recognized internationally
and therefore capable of being up-
graded without compromising ePass-
port security.

In conclusion, this article has shown 
that Java will win over native in both 
cases:

�  In the country-specific case, by simply
shortening product time-to-market, 
which can then be easily derived from
a core ICAO base and put through 
delta certification as previously des-
cribed.

�  In the service hub case, by providing 
the additional application dynamics
needed to host and manage new appli-
cations without diminishing ePass-
port security.
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T H E  S M A R T  C A R D
I N D U S T RY ’ S  N E X T  F R O N T I E R

After a couple of years of tendering and experimentation, the smart card industry is now gearing
up to serve in volume the countries that have chosen the electronic track for their passport
program. In fact, smart card analysts all agree that ePassport products will take a substantial share 
of the industry production in the years to come. 
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In fact, in the United States, one of the 
major credit card markets and the one 
with the most conspicuously growing
fraud figures, payment methods are 
striking another path. Contactless credit
card schemes such as MasterCard® 
PayPassTM (more secure than mag stripe
based transactions), are fast becoming 
a reality. At the same time, contactless 
payment methods are also more con-
venient for the card holder and allow 
faster transactions. 
Convenience is becoming a critical
factor for the success of payment 
schemes. As the vast majority of pay-

ments are below a critical value, where 
the percentage of fraudulent trans-
actions is negligible, PIN entry and the 
signing of receipts are being abandoned 
(for these transactions) in favor of the 
speed and convenience of the payment 
procedure. In any case, it is still necessary
for the card to be taken from a wallet 
and waved in front of the terminal. 

ADVANTAGES OF 

USING A KEY FOB

This is where the convenience of a key 
fob with contactless payment capabilities
is most evident! It is easier to reach into 

your pockets and grab your keys, than 
to grab one of your many smart cards 
from your wallet. In this respect, only 
NFC (near field communication) ena-
bled mobile phones specially-equipped 
for mobile payments can compete with 
contactless key fobs. However, while 
you may forget your mobile phone 
when you leave home in the morning,
you probably wouldn’t get too far with-
out your car keys. 
For issuers and co-issuers, a key fob
offers another advantage: it is an excel-
lent platform for product branding and 
promotion. The object is three-dimen-
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sional and its form factor is not limited
by an ISO standard, such as that of 
a smart card. A key fob designed by a 
sports car maker, a trendy fast food 
chain or football team is more easily 
accepted by the public than just another
smart card. For many users a key fob is 
a visible and proudly displayed token 
of their membership or affiliation with
a club, company or organization. It is 
much more difficult for a card or an 
NFC-enabled mobile phone to achieve 
the same status. As the shapes of the card
and the mobile phone are pre-defined, 
they offer - apart from the artwork on 
the surface - no other possibilities for 
product branding. 

WHY S IZE MATTERS

On the technical side, the fact that a key 
fob is much smaller than a smart card
imposes new challenges to developers
and manufacturers of the contactless
technology. Key fobs for contactless
payment need to have the same three 
components as any contactless smart 
card: a substrate, an antenna and a 
microcontroller module. Besides the 
challenges related to the antenna design 
due to the small form factor of a key 
fob, manufacturers of personalization 
equipment also have to develop inno-
vative mechanisms for the automated 
handling of the object. 

“Nature hides her secret because of her 
essential loftiness, but not by means of 
ruse.” 1)

The area available for the antenna on a 
full ID-1 size card is about 4.000 mm2. 
To allow for credit card embossing,
the antenna usually only covers the 
upper half of the card, which still 
results in an area of 2.000 mm2. Now, 
in the case of a key fob, if the overall 
device is to be of a handy size, the area 
of the antenna will have to be as small 
as 1.000 mm2. Experimental antenna 
designs produced by ACG revealed 
that the coil design formulas given 
by the silicon manufacturers for their

contactless microcontroller products do 
not apply to such small antenna sizes. 
Nonetheless, physics still does. Physical 
parameters such as inductivity, capaci-
tance, resonant frequency and quality
factor of the assembly have to be
optimized for each coil size in order
to produce a working contactless 
device. Given the limit on the area 
of the antenna, the remaining design 
parameters are wire thickness, wire 
pitch and the number of windings. The 
fact that a smaller antenna size reduces 
the energy transferred between key fob 
and reader is the major challenge. 

Antennas are commonly developed in 
an iterative design and test sequence, 
where the results rely heavily on the 
expertise of the engineer. In order to 
design antennas for key fobs, ACG 
decided to abandon this approach, by 
developing a parametric coil calculation
model that included all the relevant 
design parameters. The goal was to 
comply with the corporate philosophy 
of supplier independence by creating 
a mathematical model that is to the 
greatest extent possible independent of 
design constraints. The model that was 
developed can be used for any small-
sized antenna in any shape. Appropriate 
correction factors compensate for the 
manufacturer-specific divergence from 
the specified design in actual produc-
tion. With this versatile coil model, the 
design engineer is even prepared for 
the next generation of microcontrol-
lers for contactless payment, sched-
uled for release in 2006. Any difference 
in the input capacitance of the chip
module can be compensated for in the 
coil design as well. 

FOLLOWING THE

LAWS OF PHYSICS

One obstacle that must be overcome 
before key fob antennas can be utilized 
in contactless payment devices is the 
standardized testing for type approval 
by credit card institutions. Threshold 
values for the response field strength 

of the antenna had been defined with 
much larger antennas in mind. Even if 
the read range is satisfactory, small key 
fob antennas generate a lower response 
field strength. Physics again! According 
to Faraday’s2) law of induction, the 
response field strength of the key fob 
can only be enhanced by increasing 
the antenna area, the number of wind-
ings or the field strength generated by 
the terminal. The antenna area in a key 
fob is limited for obvious reasons. More 
windings would decrease the resonant 
frequency and demand more energy to 
operate the microcontroller. The only 
feasible solution is to increase the ter-
minal field strength or lower the mini-
mum response field strength required 
by the approval criteria. Thus, only by 
re-aligning the minimum response field 
strength requirements, making them 
a function of antenna size, will it be 
possible to satisfy the requirements of 
Faraday’s law of induction! 

As mentioned above, each of the design 
parameters influences the inductivity 
and resonant frequency of the key fob 
assembly. Thus, the most valuable asset of
a structured development approach using
a parametric coil model is the ability 
to get things right the first time.  As of
December 2005 there are 4.3 mil-
lion PayPass cards already issued in the 
USA. The cards are accepted at 27,000 
merchant locations. As the concept of
contactless payment key fobs takes hold, 
we will see many new opportunities 
open up in this market. However, as key 
fobs will come in widely differing sizes 
and shapes, it will be necessary to avoid 
the traditional time-consuming antenna 
design approach based on iterations of 
the design and test sequence, in order to 
significantly reduce the time to market
for new key fobs. 

1) Albert Einstein, Berlin, 1930, in a letter 
to the mathematician Oswald Veblen
2) Michael Faraday (1791-1867), British 
physicist and chemist

S M A L L  K E Y  F O B  A N T E N N A S
U S E D  A S  C O N TA C T L E S S
PAY M E N T  T O K E N S

It may be necessary to reconsider the triumphant success achieved by EMV-based payment cards 
since the liability shift established by credit card companies has come into effect. EMV-based 
payments are not the only innovation in the payment sector. 
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Andreas Lübeck, Business Development Manager Secure ID, ACG Identification Technologies 
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FACTORS

DRIV ING COSTS

The factors driving costs in healthcare 
can be best illustrated by looking at the 
stages a patient typically goes through 
today during treatment:
�  Time-consuming, manual registration,
�  Handwritten medical records which 

are difficult to consult,
�  Examinations needing to be repeated 

as physicians do not have access to 
the results of previous examinations,

�  Medication being prescribed
that is incompatible with existing 
medication; no cross-checks,

�  Overly complicated method
of obtaining medication at the
pharmacy,

�  Complex and difficult billing
process with service providers.

Not having the data that might be 
important for successful treatment or to
prevent incompatible medication from 
being prescribed, is not only time-
consuming, but can lead to life-threaten-
ing situations.

The follow-up costs of such errors are 
enormous, not to mention the grave 
consequences for the patients affected.

MEASURES DESIGNED 

TO REDUCE COSTS

Paper-based systems are not the answer to
spiraling costs. Reliable data, available 
anytime, anywhere to all authorized 
persons, as well as secure data transfer 
are key to resolving the issues involved.
�  Registration is automatic,
�  There is a single medical record for 

each patient containing all the nec-
essary information and guaranteeing 
optimum treatment,

�  Multiple examinations are no longer 
required, as each examination is reli-
ably documented,
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�  Medication incompatibilities and exist-
ing allergies are automatically checked,

�  Prescriptions are stored, downloaded 
by the pharmacy electronically and 
billed electronically with service pro-
viders.

There has long been agreement that 
these reforms are necessary. Acceptance 
will ultimately decide whether such 
reforms bring about the desired results 
quickly. Alerted by reports about in-
creasingly sophisticated hacker techni-
ques, patients are understandably worried
when it comes to handling their sensi-
tive data. How easy will it be to access 
this data, use it for the wrong purposes,
or even forge or delete it? Added to 
this, there are other concerns: What 
happens if the system crashes? Will the 
physician then have no information 
whatsoever in the case of an emergency?
How do I, as a patient, get to see my 
own data? Do I have a say in what is 
stored?

Acceptance can be gained, a fact perfect-
ly illustrated if you look at the Lombardi
region in Italy, where 9 million Siemens 
smart cards are already being used 
across the board for healthcare. In fact, 
acceptance was so great, that the origi-
nally planned rollout was brought for-
ward a year.

Storing and providing data electronically 
is only one piece of the jigsaw. Setting 
up an IT infrastructure to replace paper-
based with automated systems, must 
essentially answer the issues surround-
ing security. Access to highly sensitive
information requires the highest protec-
tion: an ‘eHealth Passport’; smart cards 
for healthcare in different formats, for 
patients as well as for health profession-
als such as physicians. To ensure security 
when accessing and updating data, this 
passport must be far more sophisticated 
than the simple paper or plastic cards 
widely issued by service providers cur-
rently to patients.

SMART CARDS

PROVIDE OPT IMUM 

SECURITY

Cards with an integrated secure con-
troller offer the highest protection against
misuse. And without affecting security, 
they can be flexibly customized to the 
respective application.
Centrally organized systems store all 
patient information in centralized data-
bases to which medical professionals 
have joint access based on their author-
ization. With decentralized structures 
(the configuration still most widespread 
today), hospitals, doctor’s surgeries etc. 
maintain their own databases that (still) 
do not communicate with each other. 
With this kind of set-up, the multi-
function cards can also help transport 
important information securely. 
A key consideration is that, thanks to 
the IT infrastructure with the associ-
ated card, only authorized persons can 
access data and, even where access is 
given, information can be differentiated 
by function. Thus, for instance, physi-
cians will have different authorization 
from nursing staff or the health insurer. 
Such differentiation is made possible 
through the Health Professional Card 
(HPC). The planned major project in 
Germany envisages health profession-
als, solely in conjunction with their 
Electronic Health Card, being given 
access to patient data. 

The connector is another key com-
ponent in an extensive telematics 
infrastructure. It forms the interface 
between existing information systems 
– for instance in pharmacies, doctor’s 
surgeries or hospitals – and centralized 
telematics services, such as e-prescrip-
tion or Electronic Patient Record. 

SMALL CARD

–  B IG BENEF ITS

Multifunction smart cards with their wide
range of applications offer major poten-
tial benefits:

Gabriele Brunner, Product Manager for Health Care Smart Cards, Siemens Communications
Tel: +49 (0)89 722 40154, Email: gabriele.brunner@siemens.com, www.siemens.com/hipath-sicurity

T H E  e H E A LT H  PA S S P O R T

The phenomenal opportunities open to us today thanks to constant advances in technology and 
new scientific insights, have also led to an enormous improvement in medical care. The average 
age of the population in industrialized nations has noticeably increased. Treatments are available
to combat more and more life-threatening diseases. Better and better equipment and other resources
are available to diagnose and cure disease. The consequences, however, are more and more patients,
spiraling administration overheads and rocketing costs. This explosion in healthcare costs is forcing
service providers to find ways of significantly cutting these costs over the long term, as part of a 
fundamental healthcare reform. But such measures must not be allowed to compromise the level 
of healthcare available; undermining the progress in medical care seen thus far. 
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�  They contribute significantly to im-
proving healthcare provision by facili-
tating access to all relevant patient 
data anytime, anywhere, 

�  They increase efficiency; physicians
and nursing staff are relieved of 
numerous administrative tasks and 
can concentrate once more on the 
job in hand,

�  They help optimize business processes
in healthcare by preventing media 
discontinuities.

This is the only way of ensuring that 
the necessary cost savings can be 
achieved. The cards mean increased 
transparency for patients, providing 
them with easier access to their medical 
records. Such access is virtually impos-
sible while patient data is distributed 
across numerous handwritten records.

eHEALTH PASSPORTS 

FROM SIEMENS

– SUCCESS IN THE FIELD

A multifunctional health card was intro-
duced throughout the Italian region 
of Lombardy for use in the health and 
social security system. The new health 
card, based on the operating system 
HiPath SIcurity CardOS, improves the
medical care provided to the residents 
while also reducing the burden on 
Lombardian administrative agencies. The 
cards enable their holders to identify 
themselves to healthcare providers and
to take advantage of electronic services. 
These services include managing pres-
criptions and doctor visits as well as 
viewing treatment histories.

Siemens is currently supporting one of 
the largest patient smart card deploy-
ments in the USA. A huge segment of 
the New York City metropolitan area 
population will benefit from a program 
that makes important health care infor-
mation more accurate, more secure and 
more readily available. This program is 
part of a strategic alliance by Siemens 
Communications, Mount Sinai Medical 
Center and Elmhurst Hospital Center.



In addition to the card itself, for a success-
ful implementation of the electronic 
health card program other components 
are required. First, there is a health pro-
fessional card (HPC) that allows every 
professional in the health care sector
– general practitioners, pharmacists, thera-

pists, alternative practitioners or physio-
therapists – to securely access and edit 
patient data. Second, a telematics infra-
structure – a secure network through 
which stored data from distant computer
systems is connected – is necessary to 
link doctors, specialists, hospitals and 

other healthcare providers and allow 
them to share information about patients,
diagnostic findings, treatments, and all
other aspects of care. Finally, there is 
the eHealth terminal, a secure card 
reader that can read and write data to 
and from the patient health card. Only 
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the interaction of all components with-
in the eHealth network allows secure 
access to the patient’s stored data. Key 
for this access is the combination of the 
eHealth card and the HPC.  

ACCEPTANCE IS  V ITAL

The implementation of the electronic
health card program will require a monu-
mental change for all parties concerned. 
Doctors must upgrade and adapt their 
internal IT systems and processes to 
communicate within the eHealth tele-
matics network. Patients must adjust to an
electronic system that makes their
confidential information far more 
accessible than before. Both the eHealth 
terminal and the patient and professional 
cards must ensure that medical data is 
securely transferred and not misused for 
other purposes. A secure online-connec-
tion between a medical provider’s primary
system and the telematics network will 
require the development of complex 
technical standards that define how the 
systems interface and how data is passed 
through the network. 

Given such challenges, it is vital that 
health care practitioners and patients 
have confidence in the security and 
functionality of the eHealth card system.
Of primary importance is the confi-
dentiality of the data stored on patients’ 
cards and the network that provides 
access to them. Seeing benefits is also 
key. If the patient as “master of his 
data” can decide which additional, non-
mandatory details are included, it is 
possible to avoid multiple examinations, 
false diagnosis or inappropriate medica-
tion. More immediate access to patient 
data can lead to faster and more precise 
treatment in an emergency as well. Such 
positive outcomes are likely to create a 
higher acceptance of the application. 
Furthermore, if the different components
of care – practitioner, pharmacist, thera-
pist, hospital, etc – are integrated, there 
is a huge opportunity for cost savings,
as the “break” between a medical pro-

vider’s prescription and the delivery of 
the medication or treatment is eliminated. 
For example, a prescription entered by 
a doctor into a patient card can be read 
through the system by the pharmacy 
and the pharmacist’s own computer 
system can automatically check to see 
if the drug is available, streamlining the 
process of dispensing medication and 
creating significant savings for the 800 
million prescriptions dispensed each 
year in Germany. Finally, if the eHealth 
terminal is equipped with an easy menu 
and key navigation and is simple and 
intuitive to use, an important barrier 
is removed to making the transition to 
the program. 

eHEALTH TERMINALS 

FOCUS ON ERGONOMIC 

ASPECTS 

As a developer of eHealth terminals for
the German eHealth card program,
SCM Microsystems surveyed general 
practitioners, pharmacists, wholesalers 
and health insurance companies paying
special attention to technical and ergo-
nomic aspects – resulting in a list of 
basic guidelines for making terminals 
that comply with the market’s require-
ments. 
SCM’s eHealth terminal “eHealth100” 
utilizes the latest smart card and inter-
face technologies to ensure that the 
reader can be implemented in already 
existing, as well as the new systems, 
in compliance with industry stand-
ards. The terminal supports the transi-
tion from the current German health 
card (with a secure memory) to  the
new electronic card (with a secure 
microcontroller), by complying with all
data collection and reporting require-
ments during the various stages
of the new eHealth system.
Furthermore, the eHealth100 enables 
a readout of compulsory data such as 
the insurance details in stage one and 
ePrescriptions in stage two. Voluntary 
data collection in stage three (emergency
data, documentation of medication) and

four (patient receipt, patient record,
discharge letter) can be easily viewed 
and edited by authorized health care 
professionals.  

The terminal is highly efficient and can 
be adapted to present and future appli-
cations to protect the purchaser’s invest-
ment. Furthermore, it allows linking to 
additional devices, such as biometric 
readers for extra security when health 
professionals use the system. 

In developing the eHealth terminal for 
widespread and frequent use, a primary 
focus was comfort. SCM Microsystems 
created a stable desktop unit that incor-
porates the latest ergonomic designs. The
eHealth100 is very simple and comfort-
able to use, with one-hand operation. 

Separately placed slots make it easy for 
both the health care professional and 
the patient to insert their cards at the 
same time. In addition, the terminal also
supports Security Module Cards (SMCs),
which enable a secure connection to an
HPC inserted into another terminal with-
in the health care provider’s network. 
A glare-free display using background 
lighting assists in providing better clarity
under bad lighting conditions. An audible
feedback system is also featured. Finally, 
the terminal is easy to clean and so meets
the hygienic requirements of the health-
care environment. SCM Microsystems’ 
eHealth100 terminal will be available 
for the tests in the selected test regions.

SCM Microsystems is actively involved 
with working groups in the eHealth 
program to develop the new telematics
infrastructure. With more than ten years’
experience in developing reader tech-
nologies for the smart card industry, 
the company is sharing its knowledge 
and experience in smart card readers 
with working groups that are creating 
the technical specifications that will 
govern how the electronic health card, 
HPCs, network and terminals will work 
together. 

E R G O N O M I C  F E AT U R E S
I N C R E A S E  H E A LT H  C A R E
P R O F E S S I O N A L S ’  A C C E P TA N C E  
O F  T H E  N E W  E L E C T R O N I C  
H E A LT H  C A R D  

Beginning in 2006, a new electronic health card will be issued to about 82 million insured
individuals in Germany. Insurance information and other healthcare data such as ePrescriptions, 
emergency data and medical records will be stored on the card and be immediately accessible 
whenever and wherever it is needed. To limit error and fraud, the validity of the health card can 
be checked electronically. The electronic health card program aims to improve access to critical 
patient information, increase profitability of healthcare delivery and make the performance of 
medical providers more transparent. In addition, the card empowers patients to participate more 
fully in their medical care by giving them the ability to share additional information with health 
care providers.

B y  D r. M a n f r e d  M ü l l e r, V i c e  P r e s i d e n t  M a r k e t i n g , S C M  M i c r o s y s t e m s

Dr. Manfred Müller, Vice President Marketing, SCM Microsystems
Tel: +49 (0)89 9595 5140, Email: mmueller@scmmicro.de, www.scmmicro.de

A P P L I C AT I O N  F O C U S
e H e a l t h

A P P L I C AT I O N  F O C U S
e H e a l t h



A P P L I C AT I O N  F O C U S
M o b C O M

Connectivity and mobility has become 
a pervasive and integral accessory to 
the modern consumer lifestyle. Mobile 
networks have rapidly evolved from 
analogue voice-only origins (1G) via 
digital voice (2G) to be able to offer 
cost-effective, reliable, fast and ubiquitous
mobile wireless data connectivity (2.5G/
3G/3.5G). Mobile network operators
are looking to leverage their past 2.5G, 
current 3G and future 3.5G network 
infrastructure investment by significantly
improved data volumes and revenues, 
and regard multi-media infotainment 
content as one of the more important
consumer propositions that will under-
pin mobile data revenue growth. Con-
sumer appliance vendors have come to 
the party with the integration of tele-
phony, data communications and rich
multi-media capabilities into power 
efficient consumer friendly mobile 
handsets.
THE EVOLUTION OF 

D IG ITAL CONTENT

The fixed/wired broadband Internet 
enabled the first mass consumer market
for electronically distributed, stored and
played digital multi-media. Early market
entrants (e.g. Apple) have been quick to
capitalize on the now proven down-
load-and-pay for music on the move 

model, after successfully combining a 
cool and easy to use device (iPod) and 
service (iTunes). But not before the 
music industry experienced significant 
business and strategic challenges with 
free distribution and exchange of digital
music in contravention of copyright.
After legally grappling with the fixed
internet challenge (e.g. Napster, Grokster), 
music and other content industries, are 
more than ever conscious of the signi-
ficantly greater threat posed to digital 
media by a mobile wireless internet 
with its greater reach, penetration and 
convenience.
In this regard, as was the case with 
service providers for the fixed internet, 
there is a view that mobile network 
operators do not have much to lose, as 
they will still enjoy the data revenues 
incurred in the distribution and sharing
of digital content, whether legal or
illegal. However, another view holds that 
mobile operators have learnt from the
fixed internet digital media experience; 
that providing pervasive broadband data 
transport alone is not enough to ensure 
a sustainable business proposition for the
media industry to offer its digital content
with the commitment and confidence 
that will achieve the infotainment data 
revenue leverage mobile operators seek. 
In fact, mobile operators have much 

to offer the content players if they can 
incorporate seamless, interoperable and 
cost effective protection of content that
satisfies consumers (as Apple did with 
iTunes), thereby enabling a viable
mobile/wireless digital media market-
place for the content industry. Within
limits constrained by what consumers and
the content industry can afford, mobile
operators should be able to enjoy a
further premium on data revenues by
incorporating a content trust and security
model such as that afforded by DRM
- that is, better mobile data revenues
for providing “smart” trusted and secure 
digital media data transport rather than 
just “dumb” data transport.

THE ROLE OF DRM

The approach to address this need and 
opportunity for protection should be 
made wisely since the market appetite
for content is in fact the ultimate wish 
and relish of all industry players in the 
media value chain. The approach to 
introducing suitable controls should
therefore be done in alignment with, and
not against, consumers’ interests.

Key success threads underpinning this
process are standardization, interope-
rability, availability, scalability, trust,
seamless operation, easy payment and 
cost effectiveness. The goal is to provide 
a protection model that will continue 
to promote usage and distribution in 
simple, intuitive and unhindered ways, 
which protect the media artists’ intellec-
tual property rights and economics. 
The result should be trusted, protected, 
and interoperable content available via 
multiple channels across a diverse set of 
media players and devices. 

34 35

A P P L I C AT I O N  F O C U S
M o b C O M

The Open Mobile Alliance’s (OMA 
– www.openmobilealliance.org) defi-
nition for DRM is to enable the dis-
tribution and consumption of digital 
content in a controlled manner. The 
content is distributed and consumed 
on authenticated devices per the usage 
rights expressed by the content owners. 
OMA DRM turns a mobile network into
a trusted distribution channel for digital
content to mobile/wireless devices.

DRM 2.0 supports usage models such as: 
�  Single purchase,
�  Super distribution – users

free to share content by means of 
peer to peer data transfer,

�  Off device storage,
�  My Domain devices

(My car radio, 2nd phone,
Hi-Fi, PC, Laptop),

�  Tracking,
�  Forward lock,
�  Subscription,
�  Pay-per-time,
�  Free preview,
�  Loyalty,
�  Ratings.

The Primary elements to an OMA DRM
system are defined as follows:
�  Media Object/Content: An OMA 

DRM formatted and encrypted con-
tent object such as a video clip, or 
music/album.

�  Content Issuer (CI): The entity that
delivers DRM Content formatted 
according to OMA DRM specifi-
cations. 

�  Rights Issuer (RI): Assigns permis-
sions and constraints to DRM Con-
tent, and generates Rights Objects. 

�  Rights Object (RO): An XML 
document expressing permissions 
associated with DRM Content. 

�  The DRM Agent: The trusted 
entity in a device that is responsible 
for enforcing permissions and con-
trolling access to DRM Content. 
The DRM Agent is launched when 
DRM Content is received on the 
device, and un-packages/encrypts 

content to the device. When DRM 
Content is accessed, the DRM Agent 
is consulted for permissions.

�  Off-device Storage devices: DRM
Content is inherently secure, and 
may be stored by users off-device 
- for example in a network store, a 
PC, on removable media or similar. 

OMA launched DRM v2.0 to provide a
more consumer orientated scheme suit-
ing a wider variety of business models
for digital media content. OMA DRM
v2.0 adds security features and im-
proved support for device capabilities 
(streaming content), and access to con-
tent from multiple devices. The DRM 
support will need to be built into 
mobile handsets to allow DRM com-
pliant devices to play secured files and 
work seamlessly with other devices. By 
comparison, OMA DRM v1.0 pro-
vided basic protection for limited value 
content, whilst OMA DRM v2.0 pro-
tects higher-value content and supports 
more business models through a broader
feature set. OMA have also introduced 
a DRM download specification for
better reliability of downloads.

A key stumbling block to the adop-
tion of DRM is interoperability and 
standardization. The question begs as to
when sufficient handsets will support a 
common DRM scheme, and also when
will handset implementations be inter-
operable? For many mobile operators 
it’s been a watch and wait game, as 
standards evolve and OMA DRM IPR/
Patent issues are resolved between the 
mobile network and consumer appli-
ance industries. 

WHAT IS  THE ROLE

OF THE S IM?

A key element for consideration as part 
of the DRM ecosystem, regardless of 
standards evolution, points to the single
common, interoperable and trusted entity
in the mobile network - the SIM. The 
SIM as a smart card based trust com-

T H E  S I M  A S  A  “ S I L I C O N  T R U S T ”
C O M P O N E N T  O F  D R M

This article explores the forces behind DRM (Digital Rights Management), overviews how DRM 
has evolved, what role DRM could play within the mobile telecommunications industry, and why 
smart card based SIM (Subscriber Identification Module) technology could become an important 
component in the mobile DRM solution space.
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Rosemarie Wilken, Business Development Manager: Chip & Wireless, Prism Holdings Ltd.
Tel: +27 11 548 1000, Email: rosemariew@prism.co.za, www.prism.co.za

ponent has a proven track record with 
mobile operators in secure identifica-
tion and authentication of subscrib-
ers, hitherto ensuring revenue protec-
tion for voice and data services. If the 
SIM also supports an additional inter-
face to the handset such as Microsoft’s 
SIM API or the JCP’s (Java Community 
Process) JSR177 specification for J2ME 
MIDP2.0 handsets, the SIM presents 
itself as an ideal trusted repository 
(dongle) of security key information 
for use by handset based DRM appli-
cations. In DRM, the SIM could play 
the role of supporting registration 
and authentication of DRM capable 
devices to Right’s issuers. Using a STK 
(SIM Toolkit) user interface, a menu 
can be presented, which translates to 
a URL pointing to a Rights Issuer
- and Rights Objects retrieval/payment 
can be supported. Once the device has 
been authenticated using a digital cer-
tificate on the SIM, the Rights Objects 
is transferred to the SIM after payment 
clearing. 

The SIMalliance (www.SIMalliance.org)
has specified a complementary scheme 
to OMA’s DRM, named SIM Sentry. SIM
Sentry provides enhanced execution time
security to handset based applications 
by allowing a secure key repository and 
the capability for handset application
developers to code portions of the 
application in the SIM.

For example, this creates an improved
anti-hack protection scenario for gaming 
software companies, where each game
could make different calls to SIM based 
applets for successful execution, thereby 
frustrating the hacker, protecting the 
content provider whilst invisible to the 
user. 

Through SIMalliance SIM vendors are 
working together and focusing their 
efforts with mobile operators, content 
and device vendors to standardize the 
SIM as a logical and viable DRM com-
ponent option.



SAP has created an Auto ID Infrastruc-
ture, AII, which helps companies better
track their inventories. Instead of simply
using manual inspection, which can only
go as fast as the workers, AII uses wire-
less data, global positioning systems,
and electronic tagging for even more 
throughput and at a much faster pace. 
According to SAP, RFID (Radio Fre-
quency Identification) devices can be
embedded into just about everything,
from computers and mainframes to cars
and trucks. This makes it possible to
easily track and record the details of 
anything that could be needed.

THE BENEF ITS OF RF ID

RFID is a wireless technology created
to transmit information to a user quickly
and safely. Since this can be in the form 
of tags or smart cards, more informa-
tion can be sent at one time and when 
used with a computer program, can 

be immediately input into the system 
without the need of a person physi-
cally scanning it in. This creates a more
efficient way of tracking inventory 
since there is less risk of human error. 

RFID can be used in more places than 
just in inventory and shipping venues. 
It can also be used as a security device 
for companies’ computer systems; spe-
cifically the accounting departments. 
With Sarbanes-Oxley on the forefront 
of accountants’ minds, it can help to 
put them at ease. Since RFID is able to 
hold several kilobytes of information, 
names, passwords, and other descriptive 
information can be stored on one ID 
tag, such as Infineon’s my-D Products. 
This would be used to sign on to a 
computer system and grant access to 
certain areas of a financial statement. It 
creates a security that when used with 
SAP, makes it possible for companies to 
track who gets onto their system, when, 

where, and what they worked on. It also 
makes it easier for employees to log on 
to their workstations, as well at others’, 
without having to remember different 
passwords.

THE NEED FOR

BETTER SECURITY

Passwords make a dangerous secu-
rity feature. In fact, it is very easy for 
passwords to be stolen; electronically,
visually, or physically. There are a 
number of people who will keep them 
written down right next to their com-
puter, making it easy for someone else 
to use. To prevent a third party from 
easily finding one password and using 
it to access all information available to 
that user, many people create more than 
one password for their various work-
stations or programs. Sometimes people 
are forced to create dozens. Passwords 
have been in use since 1963 – basically 
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since the use of the first computers – 
and it is finally time for people to move 
away from this insecure and outdated 
technology.

WHY B IOMETRICS IS  

THE ANSWER

Radio Frequency Identification can ease
this problem but offers no identity mana-
gement at all. There are 3 ways to protect
any physical or system access: 1. What 
you know – passwords, PINs and codes.
2. What you have – smart cards, RFID,
tokens or keys. 3. Who you are – Bio-
metrics. Biometrics is the most secure 
way since it is nearly impossible to spoof
modern biometric technology, while it is
easy to sniff somebody’s password or steal
smart cards or RFID identification. Bio-
metrics would be the best way to keep an
accounting and any enterprise system
most secure and make the uniquely 
identified ‘intruder’ accountable. Not
only will biometrics tremendously in-
crease the security, it also increases pro-
ductivity and convenience. It takes a
fraction of a second to put a finger on 
the sensor, while it sometimes takes 
minutes to find that 8 digit password 
on a piece of paper and type it into the 
computer.

Biometrics has become about as hot a 
topic these days as the Sarbanes-Oxley 
Act. You can’t seem to turn around with-
out overhearing a conversation or debate
about the necessity of it in different
enterprises - and rightfully so. But what 
is biometrics and how does it fit in with
SAP’s vision for the future of their Auto 
ID Infrastructure?

At the most basic level, biometric tech-
nology is an automated way to recog-
nize a person by identifying certain 
physiological features, such as a finger-
print, handprint, retina, iris, or even 
one’s voice. This technology has found 
its most productive and popular venue 
to be that of high security. Although it 
is not unbeatable, biometrics has proven

to provide a greater level of security,
because it ensures that the person enter-
ing the system is who they say they are 
and there is no room for doubt.  

To create an almost unbeatable system, 
both RFID and biometrics should be 
used. A person would need to have the 
transponder, such as a fob or smart card, 
and then have to verify their identity 
through biometrics. SAP has partnered 
with realtime North America, creators
of bioLock – the first NetWeaver cer-
tified biometric identity management
system for any part within SAP. The 
bioLock system can protect not only 
the logon, but also any transaction or 
Info Type – basically any mouse click 
in the SAP System. Every level can be 
protected with a smart card or bio-
metrics, or with a combination of 
both. This eases the minds of auditors 
because there is now physical evidence 
of who accessed the information or 
who was denied entry when trying to 
access critical data. All information is 
kept in a log file and can be exported 
into different formats or emailed to the 
auditor. 

With SAP’s Auto ID Infrastructure, using
both biometrics and RFID technology
would be a giant step in security meas-
ures. They can be used together to 
physically verify who is checking in 
and tracking the inventory. There’s 
more than that though. It can also pro-
vide protection for things that need to
be kept safe, such as pharmaceuticals. 
At Purdue Pharma, SAP is being used 
with RFID tags on each bottle of 
OxyContin and Palledone to control 
supply chain management. They are 
also using biometrics to control who 
has access to these drugs.   

Both biometrics and Radio Frequency 
Identification are needed to preserve the
accuracy in accounting, in both financial
statements and managerial settings. It 
may cost some extra money to take the 
necessary steps toward this goal; but 

they are required. Sarbanes-Oxley was 
created to make sure people were being 
held accountable for their actions. Now 
it is essential for the companies to step 
up to the plate and implement bio-
metrics so they can finally make people 
accountable and fulfill the originally 
idea of the Sarbanes-Oxley Act!

SAP has made a movie about Sarbanes-
Oxley as well as the unique biometric 
identity management system, bioLock. 

Both movies can be viewed at:
www.net-security.org/article.php?id=826
or
www.realtimenorthamerica.com/saptv.shtml.

R F I D  A N D  B I O M E T R I C S  S O LV E  
A C C O U N T I N G  R E Q U I R E M E N T S
S A P ’ S  A U T O - I D  I N F R A S T R U C T U R E :   
F R A M E W O R K  F O R  F U T U R E  
S A R B A N E S - O X L E Y  C O M P L I A N C E *

Sarbanes-Oxley has cast a dark cloud on corporations preparing their financial statements.  They 
must constantly be referring back to the rules to make sure everything is being done correctly 
and legally.  This may be good news for society, but for the company it means extra time and 
money verifying that  information being presented is valid.  The struggle is to find a way to
implement a system that efficiently gets this done.

B y  P r o f e s s o r  Pa u l  S h e l d o n  F o o t e  a n d  R e b e c c a  I m b o d e n , C a l i f o r n i a  S t a t e  U n i v e r s i t y, F u l l e r t o n

Professor Paul Foote at Cal State Fullerton has built a biometric research center around biometrics and the 
only SAP certified biometric solution - bioLock. (www.bioLock.us) Email: pfoote@fullerton.edu or info@bioLock.us
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What is the Sarbanes-Oxley Act? 

* The Sarbanes-Oxley Act of 2002

is considered to be one of the

most significant changes to federal

securities laws in the United States. 

Sarbanes-Oxley followed a wave

of well-publicized corporate

financial scandals which included 

Enron, Arthur Andersen, and 

WorldCom. Congress passed the 

Sarbanes-Oxley Act in large part to 

protect investors by improving the 

accuracy and reliability of corporate 

disclosures made pursuant to the 

securities laws. One of the most

significant provisions within 

Sarbanes Oxley are the criminal

and civil penalties that place

executive management and the 

board of directors in the “hot seat”. 

Specifically, under Section 404 of 

the Sarbanes Oxley Act, executives 

need to certify and demonstrate that:

�  Files containing accounting

information have not been

compromised, and

�  All significant technical controls, 

including security authorizations 

and critical configuration files 

have not been compromised.

Definition by Network Intelligence



From retail to rental cars, from healthcare
to Hollywood, the use of RFID (radio 
frequency identification) technologies is
finding acceptance across many diverse 
industries and even entering into our 
private lives.  The implementation of RFID
continues to create ways of cutting 
costs, reducing overheads, and making 
systems more efficient. As long as the 
economics of cost reduction play a role, 
RFID chips will continue to be a hot 
technology to watch in the future. 

APPL ICAT ION

DRIVEN MARKET

The market dynamics of RFID are
following a similar path that is taken by 
hype technologies that promise a lot, 
yet lack application in the real world. 
However, wide-spread acceptance of

this technology in a number of industries
is proving that the technology is stable
and can deliver what it promises; cost
reductions and efficiencies, at an accept-
able price. The economics of high tech 
production and adoption are often 
similar: As more applications for RFID 
are found, so will the production of 
RFID devices increase. This leads to 
economies of scale with new innova-
tions in the technology and increasing 
  production quantities, driving the price 
per unit down. As the prices are driven 
down, so again, are new applications 
for the technology found where none 
existed before. The spiral continues to 
drive prices down, spur innovation and 
create new markets. At the heart of this 
spiral are the applications which use the 
technology to create benefit. With the 
efficiencies provided by RFID it is hard 

to imagine an industry which will not 
be touched by its introduction.
Forces that have driven technology adop-
tion in the past 12 months have come
from such varied sources as govern-
mental regulation and the retailing
industry. Government initiatives around
the world have provided a boost to
the number of RFID units sold, and
given confidence to others watching this
technology with skepticism, to follow.
Retailers like Metro and Walmart have 
made an attempt to reduce costs by 
forcing suppliers to use RFID on pallets 
and expensive ware to increase the speed
of through-put, accuracy and efficiency 
in the distribution chain. We can expect 
to see RFID on every large ticket item 
that we buy in the future, replacing or 
enhancing the bar-codes that we are 
accustomed to seeing. 
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KEEP IT  S IMPLE

Gross sales of RFID tags, readers, soft-
ware and services are expected to pass 
$5 billion within two years, up from 
$2.1 billion this year and $1.1 billion 
two years ago, according to Robert W. 
Baird & Co. It is the simple applica-
tions which will make the most impact, 
according to Mike Willis, VP and
general manager of RFID technologies 
at Intermec Technologies Corp. This 
technology is turning up in soccer balls, 
casino chips, payment cards, patient 
wrist-bands and even clothing. 
In much broader terms, the application
of RFID technologies seems to be the
Holy Grail for reducing bottlenecks 
where queuing takes place in the 
processing of items. This technology 
looks like a promising solution for 
reducing the time it takes to traverse 
the check-out counter, letters through 
the post, cars through pay-tolls, and 
lines at check-in counters, on ski slopes 
and at football games. 
Not quite so simple, the use of RFID 
is quickly arriving in credit cards for 
electronic payment, mobile telephones,
corporate environments, as well as iden-
tity cards and passports. Applications 
using RFID for authentication, entry 
or integration into public key infra-
structures (PKI) are more complex, but 
are also finding strong support and are 
gaining momentum quickly.
Taken together, we can expect the market
to burgeon into a booming business in 
the next few years, showing stronger 
demand than the analysts are claiming.

DRAWBACKS OF RF ID

HUMAN ASPECTS 

–  PR IVACY 

CONTROVERSY

Much of the skepticism regarding the 
widespread use of RFID originates from
the fear that information gathered by
unseen devices could be misused. Unbe-
knownst to the holder of an RFID
payment card, for example, their move-

ment, payments and activities can be 
correlated to understand individual
consumer habits. This very useful infor-
mation could be used by marketing
professionals, and at the same time, reveal
very confidential information about who
we are. Information abuse is the main 
topic among the advocates of personal 
rights. Not that our email or internet 
usage habits are completely anony-
mous, many of us still find that RFID 
gives away too much about ourselves, 
and that we are unable to control who 
is collecting the information. Currently 
governments are struggling to under-
stand how to provide the necessary 
framework of regulation to control 
the use of RFID data that is collected. 
Legal boundaries controlling data abuse 
are, in a very real sense, the only hope 
for instilling users with confidence. 
RFID systems will continue to face 
apprehension, until user protection is 
put in place to help us feel comfortable 
that our RFID information will not be 
unwittingly exploited. 

COSTS

The costs associated with RFID are still 
prohibitive for many applications. 

Implementation costs of RFID related 
infrastructure play an important role 
in the market acceptance and penetra-
tion of the technology per se. A com-
plete identity management solution 
that integrates RFID into a company’s 
systems and processes can be a chal-
lenging undertaking. Together with a 
general reluctance to adopt new tech-
nologies, there is a lack of data available 
from which company’s can base their 
decisions upon. Many of the industries 
which have implemented RFID are 
hesitant to make statements regarding 
the economic viability of such projects 
which are still in the trial or evaluation 
stages. As the technology moves slowly 
into the mainstream, costs and usabil-
ity will develop positively. But this will 
take time. 

TECHNICAL     ASPECTS

–  STANDARDS

The lack of standards in the industry 
is a hindering factor to the acceptance 
of RFID. The rapid advancements in 
technology have created a moving tar-
get in this relatively immature technol-
ogy, producing a plethora of conformity 
issues. A patchwork of RFID standards 
for chips and readers inevitably creates 
incompatibilities between devices and 
systems. A payment card for example, 
cannot be used for identification, nor 
does it integrate with the payment sys-
tems with other cards. Standards organ-
izations have not kept up pace in pro-
viding the foundation for industry-wide 
interoperability. For this reason, certain 
providers of client and backend systems 
are putting together intelligent ways of 
integrating the multitude of standards. 
Although still quite new, a new niche 
of middleware has evolved which con-
nects the many pieces, and at the same 
time reduces the costs of implementa-
tion, as well as the risk of technologies 
which are proprietary. 
Similar to the evolution of non-contact-
less technologies, standard interfaces
will eventually prevail, even if the under-
lying exclusionary technologies do not 
converge. At least in this one aspect, 
solutions are readily available today.

T H E  B U R G E O N I N G
R F I D  M A R K E T

The growth of applications for RFID is driving a market, which according to the Gartner Group 
will produce more than 3 billion of turnover by 2010. The innovations which drive the growth are 
so many and widespread, that the market is largely unpredictable. What foreseeable applications
are involved provide an interesting view into how technologies moves from niche segments to 
the mainstream. Through the standardization of application interfaces, there is a glimmer of hope 
that the many systems coming into maturity will actually work together.

B y  R o n a l d  P o r c e l l o, B u s i n e s s  D e v e l o p m e n t , c h a r i s m a t h i c s  G m b H

Some areas where RFID
innovation is taking place:
�  Pharmaceutical Industry
�  Educational Institutions
�  Digital Payments
�  Enterprises of all sizes
�  Auto Parts Suppliers
�  Server Farms
�  Governmental Agencies
�  Hospitals and Nursing Homes
�  In the Home
�  Distribution companies
�  Gambling Casinos
�  Retail Industry
�  Sports Arena
�  Travel Industry

Ronald Porcello, Business Development, charismathics GmbH
Tel: +49 (0)89 309 0670, Email: ron.porcello@charismathics.com, www.charismathics.com
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Companies new to the Secure Multi-
media Card and smart card industry 
must consider FIPS, Common Criteria, 
independent banking and many other 
security certifications, and evaluate the 
easiest way in which to penetrate any 
market that requires such stringent 
security certification. 

The FIPS and the CC methodologies 
meet different objectives. It is therefore 
necessary to understand market require-
ments, in terms of security certification, 
the methodological approaches of these 
two schemes, and how to incorporate 
evaluation and certification into a pro-
duct development cycle and roadmap.

FIPS140-2 has been adopted by US 
federal agencies (Level 2 is the mini-
mum requirement), whereas Common 
Criteria is typically required for ID 
products (EAL4, EAL4+). Common 
Criteria is fully supported by the smart 
card and IC industry. The market you 
target dictates the need for obtain-
ing the relevant certification. Typically,
FIPS 140-2 level 2 certification can 
take up to a couple of months, whereas 
CC EAL4+ certification would take 
much longer. 

US REQUIREMENTS

Homeland Security Presidential Direct-
ive/HSPD 12, August 2004, requires 
that all US federal executive depart-
ments and agencies exclusively acquire 
FIPS 140-2 (level 2 minimum) prod-
ucts for their employees and contrac-
tors for both logical and physical access 
to information systems.
Several agencies are currently involved 
in such programs, and more are joining
all the time. The General Services 

Administration published specifications
of an ID application that ensures inter-
operability among agencies (Govern-
mental Smart card Interoperability 
Specifications).

F IPS

FIPS 140-2 defines requirements for
cryptographic modules both for Hard-
ware and Software components. 

A FIPS 140-2 product provides authen-
tication/identification mechanisms using
approved algorithms, and gives control-
led access to cryptographic services to 
authorized users. The standard is crypto-
graphic implementation oriented, focus-
ing on conformance of the algorithms 
used, and the requirement of self-tests, 
key management and so forth.

Analyzing publicly available information
from the NIST website (National 
Institute of Standards and Technology 
– www.nist.gov) reveals that most FIPS 

140-2 evaluations are for hardware 
products (81%), and that only 8% of all 
certificates issued to products in 2005 
are for smart card platforms and applets 
(see Figure 1). Most certified products met
FIPS 140-2 level 2 requirements (44%). 
Smart card platforms are currently target-
ing FIPS 140-2 level 3, while Java Card 
applets are targeting level 2 or level 3.

COMMON CRITERIA

The Common Criteria offers a security 
functional approach, allowing develop-
ers to identify what assets to protect in 
the product to be evaluated, and what 
threats to the assets must be considered.
The methodology allows them to define
security objectives, security requirements
and functions that meet these objectives.

One supporting example is the definition
of security requirements for an electronic
purse card application. The Common
Criteria methodology will guide the 
deve-loper in identifying sensitive assets 
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to be protected (for example a transac-
tion counter that diversifies transac-
tion certificates), threats to that asset 
(for example blocking the counter to a 
fixed value or forcing the counter to a 
chosen value so that transaction certifi-
cates can be used several times), secu-
rity objectives related to protecting 
the electronic purse application against 
transaction replay and so forth.

HOW STANDARDS 

HAVE D IFFERENT 

OBJECTIVES

FIPS focuses on cryptographic imple-
mentation, with requirements placed on 
the algorithms used, and cryptographic 
tests performed at power-on. Security 
of the transaction counter in this exam-
ple, however, is beyond the scope of 
FIPS. The Common Criteria, on the 
other hand, provides developers with an 
open methodology allowing the expres-
sion of security requirements, whatever 
the scope of the product.

Common Criteria also requires state-
of-the-art test penetration attacks at 
levels such as EAL4+ (AVA_VLA.4 
High Resistance). Typically, penetration 
tests relate to physical attacks, power 
consumption analysis, fault induction, 
cryptographic analysis and timing anal-
ysis and so on. Resistance against such 
attacks is rated using a common scale 
to better enable customers to compare 
products.

FIPS allows developers claiming resist-
ance to attacks to record these on a 
dedicated Security Policy document.
A public version of this document is 
available from the NIST website after 
the certificate is obtained. No testable
security requirements are currently avail-
able, so FIPS evaluators do not validate 
any claimed security countermeasures 
against attacks. Security requirements 
may be introduced in future versions of 
the standard (FIPS 140-3).

The necessity to promote a high level 
of security for a product and compa-
ny image within the security product 
sector naturally leads to the target-
ing of security evaluations that take 
into account state-of-the-art attacks. 
Common Criteria laboratories would 
help product evaluation at levels that 
require high resistance to smart card 
attacks.
CC evaluations however not only cover 
product resistance to security attacks, 
but product correctness and security of 
the development process as well. A full 
CC evaluation represents a significant 
amount of time and effort.

With the sole purpose of getting valu-
able information regarding product 
resistance, limited information can be 
provided to the evaluator which will 
not necessarily meet the CC require-
ments, but rather support the evaluator 
in identifying possible attack paths. As 
such, the evaluator may then focus on 
the penetration test phase. 

The outcome of this evaluation is a 
report which may come under confi-
dentiality and non-disclosure agree-
ments. For this reason, it is imperative 
that you ensure, at the start of the proc-
ess, what results can be published.
Such evaluations will not give any cer-
tificate nor matches a commonly recog-
nized resistance scale.

WHAT ARE THE

COSTS INVOLVED?

When the Common Criteria certi-
fication was first conceived, it was 
believed that certification for smart 
cards required a great deal of time and 
effort, not to mention large sums of 
money. But is this still the case? The 
smart card industry has developed 
through several iterations of certifi-
cation, and has adapted its development 
cycle to meet the Common Criteria 
requirements in a more cost effective 
and efficient manner.

A  Q U E S T I O N  O F  S TA N D A R D S

Aspects’ security team is often asked whether a FIPS (Federal Information Processing Standards) 
security evaluation is more appropriate than a CC (Common Criteria) evaluation, if FIPS140-2 
level 3 certificates are equivalent to CC EAL4 certificates, or simply, what is the best certificate to 
obtain to promote the security image of a new product.

B y  J e a n - Pa u l  K i r i k , S e c u r i t y  &  S e r v i c e s  M a n a g e r, A s p e c t s  S o f t w a r e

Jean-Paul Kirik, Security & Services Manager, Aspects Software
Tel: +33 (0)4 91 13 45 99, Email: jean-paul.kirik@aspectssoftware.com, www.aspectssoftware.com

To further reduce costs, both FIPS 
and Common Criteria evaluations can
benefit from previous successful eva-
luation results.

The first Common Criteria certifica-
tion should be planned long before the
target is defined. Several areas within the
development process, delivery and opera-
tions processes may partially meet the 
Common Criteria requirements before 
any project is kicked off.

The way products are designed and test-
ed can be as close as possible to what
the methodology would require, so that
meeting requirements later involves 
extracting existing information and 
completing and formatting it for the
evaluators. Moreover, part of the require-
ments can be common to several projects,
and results can be reused, lowering
the cost of consecutive evaluations.

FIPS self-tests, algorithms implemen-
tation, compliant random number
generator, key management and so 
forth, can all be reused as the basis of 
new product developments. In the 
case of a Java Card™ platform that has 
already been certified, loaded applica-
tions (Java Card applets) would benefit 
from secure implementations of keys, 
PINs and self-tests and so on. A global 
evaluation of the added applet on the 
FIPS platform first requires evaluation 
that the applet is FIPS compliant, and 
then that there is no conflict between 
the applet and the platform. Again the 
reuse of previous evaluation results aids 
in making the global evaluation process 
shorter.

CONCLUSION

‘Open platforms’ are now opening the 
door for multi-application devices,
and application loading that requires 
global certification. More than ever, the 
correct approach for ensuring the right 
certification at the right time requires 
definition of a global strategy.

T E C H N O L O G Y  U P D AT E
C h i p  C a r d

T E C H N O L O G Y  U P D AT E
C h i p  C a r d

Figure1: 2005 FIPS certificates obtained (source NIST)
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LOOK-AL IKES

Some methods used to attack SIM cards
have been known about for many years. 
In most cases, attackers tried to unveil 
the secret key which is used for authen-
tication in the mobile network. Sub-
sequently, emulation cards were pro-
grammed utilizing the extracted key 
to yield an exact clone of the original 
card. One method, developed by David 
Wagner and Ian Goldberg in 1998,
enables the extraction of the secret Key 
“Ki” from a GSM card in a matter of 
hours, if the algorithm “COMP128” 
is used. A more sophisticated method
that has been recently published would
do this job in only a few minutes. 
Nowadays, besides COMP128, there 
are some newer, more potent and more 
secure algorithms that are used for
authentication; but for an attacker 
they still remain an interesting target –
especially if the algorithms used are of 
a non-standard type. But the criminal 
intent of attackers does not stop at key 
extraction.

MOBILE PHONES

AND TERRORISTS

Wireless, nearly anonymous communi-
cation has proved to be a honey pot for 
criminals and terrorists. Today, mobile 
phones are not only able to transmit
voice or message data, but they can also 
be used for triggering deadly events. The
terrorist attack in Madrid, involving
ten mobile phones, triggered the same 
number of bombs leaving 190 people dead
and more than 1800 wounded. From 
investigations of an unexploded device, 
it was found that for the majority of the 
ten bombs, a mobile phone connected 
to a blast cap, triggered the explosives, 
as reported by the Spanish “elmundo.
es” (see Figure 1). 
The BBC news provided more of the
technical details about this horrific
bombing: “Five [suspects] were detained 
in connection with a mobile phone 
which was found […] all five were 
believed to be linked to the sale of the
phone and falsification of the SIM card.”
“Time Europe” also reported “illegal
manipulation of the phone and its SIM 
card”. Manipulated mobile phones have
been used for remotely triggering bombs
in Iraq and are also believed to have
triggered the devastating bombs in Jakarta
and Bali. As a countermeasure, it is known
that in war regions so-called cell phone 
blockers are used, but these blockers 
would also affect the communication
of legally used mobile phones in the 
surrounding area. Another way is to 
simply switch off the complete mobile 
network in the suspected region. But in 
a built up area, this method would not 
be suitable over longer periods of time, 
as it closes down the communication 
in this network completely. Another 

problem is that in many cases a mobile 
phone can be anonymous: A publication 
claims that about 55% of the customers
of one big mobile phone provider are not
tied to a contract, and therefore cannot 
be linked to one mobile phone or SIM.
It is critical that third parties are blocked
from trying to gain information about 
the personal data of a mobile phone user
stored in the SIM chips, for the purpose 
of copying or manipulating this data. 

“TEST”  CARDS

There are many publicly accessible docu-
ments, describing the assembly of so-
called “Test Cards” for mobile phones. 
These “Test Cards”, in their original 
version, were designed to call up specific
functions of a mobile phone; normally 
only intended to be used by authorized
personnel like service engineers or deve-
lopment teams. As an example, a “Test 
Card” can be used to change important
parameters and identification data inside 
the mobile phone. Of course, these 
additional functions, that also allow the 
illegal re-programming and subsequent 
export of mobile phones, are an irresis-
tible target for attackers. 
The cloned “Test Cards” are sold over 
the Internet and normally comprise a
chip card chip utilizing a standard CPU
core, which turns out to be very con-
venient for an attacker. Especially if the 
original “Test Card” chip was also based 
on a standard CPU core; the attacker 
will quickly learn about its functions 
and develop his own emulation device. 
Today, “Test Cards” can be bought by 
anyone online; Figure 2 shows a com-
pletely white SIM without any mark-
ings, which is sold for use as a “Test 
Card” – for around 15 UK pounds.

INTELLECTUAL 

PROPERTY

As before, many proprietary algorithms 
for mobile phone authentication are in 
use. These algorithms have to be located 
in the SIM chip software or hardware, 
as they are to be present as “mirror” 
parts in both the mobile handset and 
background system. Attackers know that 
sometimes it is much easier to extract 
these secret algorithms from one of 
millions of insecure SIMs, than stealing 
it from a safe at the mobile provider. 
This makes the “ROM-mask” (which 
is the software running on the SIM), of 
particular interest for an attacker and 
therefore has to be protected by strong 
mechanisms.
But a secret algorithm is only one of 
many “treasures” inside a SIM, as reverse 
engineering SIM software can also 
yield other very valuable data. These
days, cloning good SIM software can be
of real interest, especially if attackers are 
planning on producing large numbers
of cloned SIMs. If a SIM is not equipped
with appropriate securing mechanisms, 
reverse engineering the card operat-
ing system and the application software 
inside a SIM is a relatively easy job. 

A particular threat evolves from the 
possibility of automatically reading the 
memories of a SIM chip with computer-
ized equipment, thereby yielding an exact
copy of the memory contents of the SIM
- including operating system, firmware, 
application software and other data. If 
the original chip comprises a standard 
core, it may be even easier to analyze, 
read out and subsequently clone such 
a chip. Also emulation of the card will 
be significantly simplified in this case 
– today there are even hacker programs 
available that can choose and configure 
themselves according to the wishes of 
the attacker at the press of a button.
The intellectual property that is gener-
ated in the value chain, from chip man-
ufacturer up to the end user, is under 
threat for all participants, if unsecured 
SIM chips are used.

If the range of conventional 
GSM telephony is extended 
to payment or identification
applications, the necessary
security requirements be-
come more stringent.

Certified security in such 
cases has evolved to be a 
“must” for such sectors.

PKI  US ING

A H IGH-

SECURITY

SIM

SIM applications that utilize PKI (public
key infrastructure) are currently imple-
mented using high security crypto chips
for the SIM. Normally, such crypto SIMs
comprise a crypto-coprocessor as well as 
the CPU, that enable them to carry out 
high-security algorithms in a very short 
timeframe and with high data through-
put. Using a SIM chip with crypto-
coprocessor, the key lengths, which are 
also of major importance for the over-
all system security, can be increased far 
more, compared to just software running
on a SIM.  Response times can be drama-
tically reduced, which not only makes 
illegal emulation more difficult, it is 
also beneficial for the end user, as user 
acceptance will rise. Infineon crypto
security controllers utilize dedicated
attack countermeasures that are designed
right from the start of the chip develop-
ment, thus forming an integral security
concept for the most demanding require-
ments. It is clear that SIM cards utilizing
payment or signature functions will only
be accepted if the security of such pro-
ducts is also to be documented by
reliable third parties. Therefore most of
these solutions will be nationally or 
internationally certified.

Infineon products allow easy and mod-
ular certification of the complete SIM 
solution, as the new security protection 
profile “BSI-PP-0002”is used, which has
superseded the now obsolete “PP-9806” 
profile.

D A N G E R O U S  S I M - C L O N E S

As the security requirements for Subscriber Identification Modules (SIM) increase from day to day,
the product profiles also clearly reflect this evolution – driven by the rising dangers associated 
with insecure chips and affecting all parts of the mobile communication value chain. Even in the 
last few months, the boundaries of “conventional” fraud have been vastly extended, introducing 
completely new, very frightening scenarios.

B y  D r. P e t e r  L a a c k m a n n , P r i n c i p a l , P r o d u c t  S e c u r i t y  a n d  M a r c u s  J a n k e , S e n i o r  S t a f f  S p e c i a l i s t ,
P r o d u c t  S e c u r i t y, I n f i n e o n  Te c h n o l o g i e s  AG

Figure 1: Principle of
the deadly Madrid bombs
– Manipulated mobile
phones were used to
trigger the explosions

Dr. Peter Laackmann, Principal, Product Security Peter.laackmann@infineon.com and Marcus Janke, Senior Staff Specialist, 
Product Security Marcus.janke@infineon.com, Infineon Technologies AG, www.infineon.com/security

NO S IM WITHOUT 

SECURITY

The use of SIM chips with inadequate
and insufficient security poses an ex-
tremely high risk to the complete value 
chain from chip manufacturer, through 
the card manufacturer and mobile net-
work provider, up to the end customer 
and therefore cannot be accepted any-
more. A broad substitution of standard 
CPUs in SIM cards for secured products
has already been initiated. Infineon offers
two product families for the mobile SIM
market, the SLE66 and the SLE88 con-
troller families. As intellectual property 
protection for the card manufacturer 
and the providers, amongst others, the 
products are equipped with encrypted
memory (MED, memory encryption/
decryption device). This feature enables
the complete encryption of the operating
system in the ROM and the EEPROM 
data, so that an attacker, reading out the 
memory areas, would only gain “useless”
information. Also, the Infineon security 
controllers do not use standard CPU cores;
instead our own high-security cores 
comprising the integral security concept
are utilized. This allows the secret and 
valuable content of a SIM card, including
operating system, firmware, application 
software, secret algorithms and last but 
not least the secret keys, to be protected 
in a very efficient way. 

Figure 2: So-called GSM “Test 
Cards” available for purchase online



The EMV standard created by Europay, 
MasterCard and VISA for secure global 
smart card transactions is complex and 
is implemented by banks, as well as per-
sonalization entities. The vital issue is to 
handle migration as cost-effectively as 
possible. 
Visa card platforms can be used to pay 
anyone, anywhere, at any time, using
any device. Multi-application cards are a
cornerstone of this strategy and are based
on an operating system that allows appli-
cation management on a card. It is
possible to add, remove or update 
applications.  An application is a set of 
functions that can be activated from the 
smart card reader/interface.
The capability to store multiple applica-
tions on one card has been a key driver 
for card issuers to turn to smart cards 
instead of the traditional bank card,

as they create new opportunities for 
businesses to communicate with their 
customers, and they can increase cus-
tomer retention and revenue for issuers. 

TUNA –  AN EMV

PROJECT TR IALED BY 

ACADEMICS

SERMEPA, together with ACOTEC, 
Caixa Catalunya, CESCA, Universitat 
Pompeu Fabra and Universitat Politec-
nica de Catalunya has participated in 
an R&D project called TUNA (Tarjeta 
Universitaria con Nuevas Aplicaciones 
de firma electrónica) partially funded 
by the “Ministerio español de Industria, 
Turismo y Comercio”, where a new 
EMV Java Card™ has been issued.
In this project, the EMV Java Card has 
been developed to address the needs of 

the academic world. The applications 
integrated in this smart card are:
�  EMV debit/credit DDA application, 
�  Biometrics authentication

(Digital Fingerprints), 
�  Digital signature (PKI token),
�  University ID (student records), 
�  Logical and physical access to

universities.
Nowadays, the majority of university 
cards from Spanish universities consist of
smart cards (in many cases they are also 
bank cards), which integrate a chip con-
taining a university application. In the 
case that the university card is also a 
bank card, the financial applications 
reside in the card’s magnetic stripe. 

The current situation presents a lack of 
effectiveness in two ways: 
�  Banks have begun to issue credit 

cards according to the new European 
standards (EMV), and accordingly 
the magnetic stripe is removed and a 
chip takes its place, 

�  The possibilities of using this univer-
sity card are very limited due to the 
fact that, in many cases, the elements 
of secure authentication are missing, 
which means that digital signature 
technology cannot be utilized.  

As such, this project focuses on the
utilization of bank cards supported by 
Java Card, as a corporate card within a 
larger collective, exploiting the capa-
cities of these cards. That is to say, apart 
from the typical functionality of pay-
ments utilizing the most up-to-date 
worldwide standards, they will be used 
as a digital identity for multiple appli-
cations (secure access to information 
systems – logical access, access to loca-
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tions – physical access, advanced appli-
cations of electronic signatures, etc.), 
utilizing the most advanced PKI tech-
nology available and taking advantage 
of the synergy between payment meth-
ods and the technology of public key 
infrastructure. 

THE PROCESSES USED 

FOR THE PROJECT

This new multi-application Java Card smart
card (intelligent cards with memory, 
multi-function and security features), 
which uses Infineon’s  CX360PE com-
ponent, is a multi-application smart card
that meets GlobalPlatform specifications.
In the project, along with developing 
a new intelligent card, the following 
developments have been made available:
�  Applets for application downloads 

and dynamic personalization, 
�  Applets for dynamic download of

digital certificates from the Certifi-
cation Authority (“Entitat de Certi-
ficació d’Universitats i Recerca”), 

�  Cryptographic module (CSP and 
PKCS#11) for using digital signature
from PCs, 

�  Cryptographic module (CSP) for 
using digital signature from mobiles 
devices (based on PDA’s broadband 
technology), 

�  “Toolkit” for supporting digital sig-
nature, 

�  Biometric device for use instead of 
the PIN in the digital signature. 

Figure 1 is an example of how the TUNA
card is used for signing documents digi-
tally. First of all, the card has to authen-
ticate its owner by asking for his finger
print (using its biometrical applet). Then,
the digital signature process continues 
using the cryptographic capabilities of 
the card.
The general characteristics of the devel-
oped and tested system were found to 
have achieved: 
�  The most advanced technology

possible, 

�  High performance,
�  Minimal cost and maximum ease of 

use for the target technology users 
(and that production costs for the 
elements of security, especially the 
intelligent card, are competitive). 

Emphasis has also been placed on 
ensuring that the applications are able 
to access Internet with ubiquity. To 
this end, a CSP has been created in the 
project for Windows® Mobile.

THE USE OF 

B IOMETRICS

In this project it was decided that bio-
metry should be used as an alternative 
to the classic PIN in the electronic
signature process. Figure 2 shows how 
the TUNA card contains two applets; 
for making a digital signature of the 
documents and for its own authen-
tication. It has a text file with the X509 
digital certificate as well.  
This project has been completed with 
the collaboration of Precise Biometrics, 
who have allowed the use of their
utilities to make the biometric match 
on-card, so that sensitive biometric 
data never leaves the card, and all the 
while consuming a minimal footprint 
of memory.
Fingerprint sensors in smart card readers
also add to the overall security, by 
bringing the biometric sensor closer 
to the smart card system. A biometric 
smart card protects biometric data - a 
great approach for someone concerned 
about privacy issues, because finger-
print templates never leave a smart card 
unprotected. And when using a match 
on-card system, they stay inside the card 
from the time of the first enrolment.
Integrating a fingerprint scanner into 
a smart card reader increases security 
by adding “something you are” to the 
authentication process. Smart cards pro-
vide the “something you have” factor.
The third factor, “something you know”
is usually represented by a PIN.

T E C H N O L O G Y  U P D AT E
C h i p  C a r d

T E C H N O L O G Y  U P D AT E
C h i p  C a r d

A C A D E M I C  P R O J E C T  B E N E F I T S  
F R O M  A D VA N C E S  I N
M U LT I - A P P L I C AT I O N  C A R D S

The global migration from magnetic stripe cards to secure smart cards is the technology
challenge facing today’s payment services. Banks want to minimize the growing risk of fraud and,
at the same time, tap new markets and sources of income by providing new services or add-on 
applications. Both have long-term customer loyalty as their top priority.

B y  A r m a n d o  B o r d e l , H e a d  o f  S m a r t  C a r d s , S E R M E PA

Armando Bordel, Head of Smart Cards, SERMEPA, Email: abordel@sermepa.es, www.sermepa.es
Caixa Catalunya: Josep María Catot (josep-maria.catot@caixacatalunya.es), Universitat Pompeu Fabra: Manuel Vivó
(manuel.vivo@upf.edu), Universitat Politecnica de Catalunya: Daniel Martínez Pardo (daniel.martinez-pardo@upc.edu)
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Figure1: Process involved for Digital Signatures

Figure 2: Applets used for 
Biometric functionality

CONCLUSION

The TUNA project represents a signi-
ficant advance in the implementation 
of public key infrastructures (PKI), with 
a clear emphasis on the field of appli-
cations for final users, which are able 
to exploit the advantages of PKI tech-
nology. The innovation of this project 
relies on the integration of emerging 
platforms and systems, and combining 
them in a synergistic form.
The prototypes developed during 
the project, with different end-users, 
and the use of a Public Certification 
Authority, ensure that the developed 
system will have a large impact on the 
security aspects of university applica-
tions.
Although the project does not plan to 
include collectives other than universi-
ties, it is clear that the developed tech-
nology can be transferred and applied 
to other environments in an easy for-
mat. The use of the financial card as 
a corporate card can be extended to 
many collectives, and the advantages in 
technical (multi-application cards) and 
economical aspects are well known. 

Digital
Signature

Applet



47

W I T H I N  T H E  T R U S T

Always at the forefront of the latest smart
card and RFID developments in the mar-
ketplace, the existing and future market 
requirements are converted to standard 
devices to meet the needs of existing 
and future applications. The high level 
of functionality of the products is the 
key to their universal usage through-
out various application areas. This keeps 
the customers in pace with the rapidly 
developing technology and lets them 
benefit from the specialized know-how 
and support provided. Whatever challenge
is encountered: the standard module 
functionality will nearly always fulfil
even the most unusual requirements.

And with our customized systems a
solution to any related problem can be
provided.

BALTECH has developed a broad range
of products and services which are offered
as standard or customized products, based
on a modular concept. This enables our
customers to handle the variety and
complexity of contactless technologies 
on the market, without the need to dive
into details.

Standard items like the ID-engine family 
modules provide access to RFID tech-
nology through easy-to-use interfaces.

L E A D I N G  T H E  WAY
I N  R F  T E C H N O L O G Y

Since 1996 BALTECH has been specializing and focusing on the development, production and 
sale of 13.56 MHz RFID and contactless smart card technology. Our technical core competencies 
are the highly developed product functionality and the 13.56 MHz RF interface, where BALTECH 
is one of the few companies world-wide with its own RF technology.

Martina Schuster-Roesch, Managing Director, BALTECH AG
Tel: +49 (0)811 99881 34, Email: martina.schuster@baltech.de, www.baltech.de

ID-engine® - Proximity and Midrange Read/Write Devices Standard reader modules for integration, handling various
13.56 MHz RFID and smart card systems like ISO 14443 A/B, ISO 15693. Suitable for many applications like ePassport systems,
access control etc.
ID-engine® Long Range Reader ID-engine Long Range Reader is a high-performance, ultra-compact and easy-to-use 
device. It is fully interface compatible with BALTECH’s ID-engine SD-series. It reads/write ISO 15693, e.g. Infineon my-d 
vicinity-series, including security functionality.
ID-engine® PAD Ultra flat desktop read/write devices for USB based host operations. Suitable for various applications 
from ePassport and logical access to universal read/write devices. Supports all ISO 15693 and ISO 14443 A/B e.g. Infineon 
my-d, SLE55, SLE66.
ACCESS Series Readers and terminals for standalone or controller/network based access control applications. ISO 15693, 
ISO 14443 A/B.
CCT Terminals BALTECH’s CCT-Series contactless chip card Terminals support all major 13.56 MHz contactless smart 
card and RFID systems. Standalone, PC-based and mobile devices for offline and modem connected online applications in 
areas such as payment systems, time & attendance, tourism, loyalty etc.

Due to their universality, they are used
throughout all application areas of RFID
and contactless smart card technology. 
Our products are specifically tailored 
to application requirements in various 
areas such as:
�  ePassport,
�  Access control, time & attendance 

(company card systems, parking),
�  Cashless payment, vending machines, 
�  Tourist card systems, 
�  Loyalty schemes, 
� Identification,
�  Industrial identification and data 

management, 
�  Retail, logistics, etc.
 
We support our customers in analyzing
contactless smart card and RFID applica-
tions to provide exactly the right reader
– easy to integrate in systems, easy to 
install and easy to use. With BALTECH 
modules it is comfortable, convenient 
and cost-efficient to utilize the contact-
less technology available. Our products 
are based on many years of experience 
and sound knowledge.



DUALi’s contactless smart card readers 
(DualEye-600D, DualEye-670EP) all fully
support the higher speeds of 424 kbps
and 848 kbps (optionally compatible
with ISO 14443 Type B).

This has led to amazing results in the 
ePassport market, as DUALi’s products 
are able to read/write a passport picture
and the associated larger data such as fin-
gerprint, face recognition, and iris recog-
nition in approximately one second.

WHY CHOOSE DUAL I?

DUALi is able to address any kind of
customer requirement in terms of hard-
ware and software components for state-
of-the-art ePassport projects: from inte-
grated circuits, to contactless reader mo-
dules, contactless readers and software. 

DUALi was established in South Korea 
and has been doing business in the con-

tactless smart card reader/writer and 
RFID industries for more than 6 years. 
We have succeeded in winning several
Korean government projects, such as
the “Incheon Airport Crew ID project”, 
“Korean Highway ePayment system”, 
“Seoul city officer ID project” and
“Campus system” in recent years.

DUALi’s mission is “customer satis-
faction”, and we are always looking for 
ways to ensure our partners’ complete 
satisfaction, utilizing our advanced tech-
nologies.

THE DUALEYE-600D

DualEye-600D is a compact and cost-
effective contactless reader/writer, which
supports ISO 14443 Type A,B and 
Mifare cards. It has an optional built-in 
contact IC card slot, which helps con-
figuring in different ways to suit the 
customer’s preference (T=0), and the 
contactless reading range is up to 50mm, 
depending on the chip manufacturer.

A regulated supply voltage of 5Volts is 
needed and RS-232/USB communi-
cation with the PC.

DualEye-600D’s main advantages are 
the full support of ISO14443 part 1 – 
part 4, the firmware downloading func-
tion and PC/SC communication with
the PC station. DualEye-600D is with-
out doubt the ideal answer for the 
ePassport market, providing reliability, 
and the advanced capability of reading 
large data files within the required time 
limit. 
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D U A L I  F O C U S E S  O N  
e PA S S P O R T  M A R K E T  W I T H  N E W  
P R O D U C T  D U A L E Y E - 6 0 0 D
DUALi’s expertise in developing various contactless smart card readers/writers is now primarily 
focused on the ePassport terminal.

Seongwook Kwon, Managing Director, DUALi 
Email: kweonsw@duali.com, www.duali.com 

DUALI offers the most comprehensive 
range of contactless smart card readers/
writers, which have been specifically 
designed and engineered to meet the 
specialized needs of particular customer 
requirements.

Due to the recent introduction of the 
ePassport, a new type of passport reader 
is required, capable of reading not only 
the machine readable area on the data 
page, but also the contents of the chip. 
In order to ensure that readers will be 
able to read the different varieties of 
passports issued, it is recommended that
nations choose readers capable of reading
chips conforming to both ISO 14443 
Type A and Type B (from Infineon).

The ePassport chips, meanwhile, must 
support 106kbps (to be compatible with 
ISO 14443), but should also support 
much higher speed rates of 424 kbps, or 
even 848 kbps.

market. Conforming to EMV 2000 and 
combining both VISA and MasterCard 
payment on a single platform, it is ideal 
for dual-scheme issuers. And, if the cus-
tomer wants to expand the functional-
ity, then CombOS already incorporates 
the most popular loyalty and eCom-
merce programs.

Banks, credit card organizations and 
other issuers want a reliable supplier 
with an effective product to guarantee 
trouble-free EMV migration, and they 
want to see a fast and healthy return on 
their investment. Trueb’s ChipXPress 
plays a key roll in adapting person-
alization data to the new platform 
by facilitating seamless adjustment to 
any available personalization platform, 
ensuring that customers won’t feel the 
difference when updating to CombOS. 
While single chip stockholding and the 
short time to market make CombOS an 
extremely cost efficient choice.

TRUEB PROMOTES EMV W ITH
ITS  NEW DEVELOPMENTS:
CombOS ® AND INSTANT ISSU ING 
New markets will join the EMV program if effective, economic tools are available to local banks. 
New customers are looking for affordable chip OS (Operating System) products supporting both 
Visa and MasterCard. Flexible personalization methods are attractive to them, because they can 
reduce the total cost of ownership and make transition easy. Thus CombOS and Instant Issuing 
serve to underline Trueb’s position as a trusted and flexible partner; especially for EMV starters 
and issuers seeking EMV cost optimization.

Geert Hoevenaars, Product Marketing Manager - Business Segment Banking, Trueb AG
Tel: +41 (0)62 832 01 78, Email: geert.hoevenaars@trueb.ch, www.trueb.com    

Trueb has been involved in creating 
secure documents for nearly 150 years 
and maintains a position at the leading 
edge of technology. Having introduced 
plastic cards in 1970, Trueb produced 
its first chip card in 1987. In 2004 
Trueb began to issue its own EMV chip 
OS for banking transactions. In 2005, 
as well as other innovative smart card 
products for the public sector, we intro-
duced CombOS to support both Visa 
and MasterCard payment and launched 
an exclusive EMV issuance service.

CombOS

CombOS is a smart card operating sys-
tem providing banks with a cost-effec-
tive solution for EMV migration. It is 
also straightforward and simple. Trueb 
has chosen a high-speed, high-security 
platform and incorporated just enough 
applications to suit any credit or debit 
card for use in today’s pan-European 

INSTANT ISSUING

 

EMV is advancing in a second wave, as can
be witnessed in Eastern Europe, with high
growth rates in several large countries. 
What we observe here is a less established
bank market and still relatively low levels
of fraud. EMV and especially the per-
sonalization of chip cards, require a major
investment, but each bank feels strongly
about keeping control of it. Clearly,
banks face a significant transition and 
here the role of a dedicated and special-
ized partner such as Trueb is crucial to 
the success of EMV. 
Our instant issuing service is what makes
Trueb’s offering so unique. The bank 
can instantly create a ready-for-use 
personalized debit or credit card. It can 
choose from three routes:
�  Traditional outsourced personali-

zation by Trueb, which may
even be done in another country, 

�  Real-time issuing based on a local 
system for customer data entry, a 
personalization device, and a very 
comfortable service level agreement 
with Trueb’s Services Bureau,

�  Batch issuance on a similar device, 
repeated daily or weekly. Leaving 
most room for issuance on demand, 
this option is also the most cost-
effective.

These alternatives cut costs significantly.
Not only do they make EMV personali-
zation affordable, but they make it work 
for everybody!
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THE REASON WE

NEED THIS CONCEPT

‘The Last 2 Feet’ concept is trying to 
cover all the security related problems in 
the client-side. The most important one,
is how to seamlessly bind the client-
side environment with its user. 
In an online transaction system, just 
authenticating the user is not enough. 
What we really need to be doing here 
is to authenticate the transaction, which 
includes:
�  Transaction participants:

the user, the server,
�  Transaction context:

the amount of money to transfer,
�  Transaction time:

how long the transfer takes. 

To authenticate the ‘transaction context’ 
means to guarantee the integrity of the 
authentication, which is what the histor-
ical WYSIWYS (What You See Is What
You Sign) is about. 

Now all Watchdata products are being 
developed following this concept, and 
we are aiming to provide cost-effective, 
easy-to-use, easy-to-deploy solutions 
for ‘authenticating transactions’. All our 

T H E  L A S T  T W O  F E E T  –  W H E R E  
T H E  R E A L  S E C U R I T Y  S TA R T S

The primary goal of Watchdata System is to provide the best in client-side security solutions. 

Jianhua Yu, Manager EMEA, Watchdata System Co. Ltd.
Tel: +49 (0)89 32208348, Email: yujh@watchdata.com.cn, www.watchdata.com.cn

THE LAST TWO FEET

Any B2C online-transaction system can 
be further simplified into server-side, 
network, and client-side. We already 
have very effective ways to secure the 
sever-side and the network, but the 
real problems are found in the client-
side. Generally speaking, when we use 
our devices, PCs, cellular phones, etc., 
the distance between our eyes and the 
devices is about two feet (60cm). This is 
not only a figure; it also represents the 
“security gap” between user and device 
in the network world. Using the current
computing theory and technology, we 
cannot guarantee the seamless bond bet-
ween the user and the device. 
Take an online banking system as one 
example. The problem which continues 
to concern the industry as a whole, is 
that the bank host system does not have 
an effective way of telling if it is doing 
a real transaction with a real user. 
Tests carried out in our Lab prove that 
there are several ways to successfully 
attack the USB key or OTP (One-
Time Password) token based systems. 
They are all malware based attacks, 
and they can break the integrity of the 
transaction. 

new hardware-based client-side security
solutions are ideal for authenticating 
transactions, and all the products are built
on one of our patented technologies 
called ‘operation control list’.
In building the secured runtime environ-
ment, Watchdata will introduce another
patented technology called ‘safe harbor’
and related products. It can provide a 
policy-based secure runtime environ-
ment for a specific application. The ‘safe 
harbor’ technology can deploy the secu-
rity policy to the client-side according 
to the server’s requirements, enforce it, 
and also audit it. Watchdata originated 
the concept of ‘security requirements 
for applications in the runtime environ-
ment’; this patented technology will be 
used for programming language design, 
compiler construction, and runtime 
environments. 

Watchdata’s Vision

Watchdata’s goal is to be ‘the best 

solution provider for client-side 

security’, and we focus all our 

research, development, and products 

around this core competency.

Security is a process, not a product. 

Each and every security solution

is only useful for the attacks it can 

prevent or mitigate. Our solutions 

will evolve with the threats and 

attacks our customers are facing. 

We know in the security industry 

that attack methods are continually

evolving; they never fall very far be-

hind the advances of the market, so 

our challenge is obvious. We know 

we have a long road ahead, but we 

are confident of reaching our goal.

Staying informed of all the latest in silicon-based, security 

solutions is no easy matter – and that’s where the Silicon 

Trust comes in. 

Its vision is to create an industry platform for silicon-based 

security technology, embracing a unified approach to the 

marketplace. It intends to become the number one reference 

for companies searching for the highest quality, certified

security solutions available across the entire spectrum

of products and technologies.

Further information can be found at: www.silicon-trust.com

Its magazine (SECURE – The Silicon Trust Report) and 

whitepapers (SECURE – Application Reviews) help keep 

people in the security industry up-to-date on these latest 

product & technology trends, and most importantly - 

they’re free of charge!

To get your free copy, all you have to do is fill out the form 

on page 13 or go to www.silicon-trust.com and complete

the online form. Your publication will be mailed to you 

from the next issue.



Extraordinary security
challenges require
exceptional solutions

“Infineon offers an outstanding range of

hardware security solutions for interpersonal

communication and business transactions.

Find out what we can offer to make sure

your personal data is fully protected.” 

T H E  Q U E S T I O N  O F  S E C U R I T Y is the key issue, no longer an afterthought.

In the age of e-Identification, e-Banking and computing the need for security is increasing

exorbitantly. This calls for reliable silicon-based security solutions that are tailored to

your individual requirements.

L E V E R A G I N G  M A N Y Y E A R S O F  S E C U R I T Y E X P E R T I S E in chip

development and security applications, Infineon leads the field with its broad portfolio of

security controllers, Trusted Platform Module (TPM) and system solutions. Infineon was

the first semiconductor manufacturer to produce a chip card controller satisfying the

exceptionally stringent requirements of the German law governing digital signatures.

What’s more, chip card ICs from Infineon contain over 50 individual integrated security

mechanisms to protect your personal data stored in the chip.

I N F I N E O N I S  T H E  N U M B E R  O N E  V E N D O R of chip card ICs worldwide.

In 2004 we delivered around 1.26 billion chips, representing a total market share of

roughly 50 percent worldwide. As one of the main innovation drivers in the market, you

can trust our security experience.

www.infineon.com

E-passport – security &
convenience

E-payment – fraud 
protection plus high
speed application

TPM – computing with 
confidence

EUROPE




